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PA Python [EVf#) Basic Authentication #{E%,

urllib.request 2 —1{f H 2 # URLs (Uniform Resource Locators) HUfE- %4} Python 41, BE42ft—1f Tk
A RE 2 Z TRk, urlopen PR, WARAL T B EI30 Y A 17 A R BE-— 263 RLAYIR(ED,
f5il4: FARHY authentication, cookies. proxies 2555, & L8F( ] DA handler 5§ opener {4 #:4F .

urllib.request S FFZF"URL %" (@i URL H " " Z B FAFER IMPAR 43— "ftp: //python.
org/" Wiy "ftp") RIASRHHCERM LMY (FTP, HTTP 2 2%) ) URL KL, ABAEE ST HH
Fifg HTTP 37 5.

—WAEIE T wrlopen 2 AEH 255 BN, EE RSB E) SR sl RERE R IHE T, R RERR 2 8 ok
1% HyperText Transfer Protocol ff —/E 1) T . fk5¢H HAZ2FHENZ RFC 2616, il 'E e —7
W EARE S R, AT R g 4t 2 EW HTTP FIak A8 IR wilib. 550y 2R E AR

urllib.request B, FERESEEE!

2 1 URL MR &R

PAF /2 fd ] urllib.request 5 fifi B A 75 ¥

import urllib.request
with urllib.request.urlopen('http://python.org/') as response:
html = response.read()

TR AR 2k URL 2R MU P8 im B A7 — 8, WTPASRJH shutil.copyfileobj () Fll tempfile.
NamedTemporaryFile () HRA:

import shutil
import tempfile
import urllib.request

with urllib.request.urlopen('http://python.org/"') as response:
with tempfile.NamedTemporaryFile (delete=False) as tmp_file:
shutil.copyfileobj (response, tmp_file)

with open(tmp_file.name) as html:
pass

urllib AR AR X AR B (FERE URL AR A http: JF3k, SERTDASE fip: | file: 48 ). AidAHAERY
HA RN R 5, B b2 K HTTP,

HTTP DAT KA LY A F A P R, RS54 & IEM Y . urllib.request il Request X4 k%
TN EE B HTTP 53K . f5 87 B i 2 =08t /2 A 8 — 4> Request X152, #8737 AHZIREUY URL, X4
Request Xf VS50 M urlopen , ¥f4ik[A1i% URL MM %52 . W 3280 T 300 %, w2
A PAKFHIAA . read () Z2ZEMmd:

import urllib.request

req = urllib.request.Request ('http://www.voidspace.org.uk")
with urllib.request.urlopen(req) as response:
the_page = response.read()
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R, urllib.request Jf [A]— Request 32 IACBEATAA URL 4. Hfnm]4E i FTP 35K 40K :

req = urllib.request.Request ('ftp://example.com/")

#HTTP 175, Request X AEMSMMPEBIM ST 5 en DHERHL 45 IR 55 & LUK, DA A R 8K
PEEERA SR HIME R (metadata) 43RS #— X LU05 B &AF0 HTTP 3 i kik. T
WRET

2.1 #iE

A B A URL A8, Gl URL 248 m5EA~ CGL (il J W 642 1) AR S A web BT
Xﬂﬁ HTTP 155, @2 M FER POST iR 58/, 24 2H4E Web TS ) HTML SRR ACm), 1)

B ST IR (HIFAZ T 1) POST #fk B DA POST J7 AL LM B 2 5 O iy
f“ b Xl AR HTML 328, i@ 2 AR R 07 20t , AR5 data ZHf%4T Request XT4% .
it 2 M urllib. parse FERRRALGE MUY :

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
values = {'name' : 'Michael Foord',

'location' : 'Northampton',

'language' : 'Python' }

data = urllib.parse.urlencode (values)

data = data.encode('ascii') # data should be bytes

req = urllib.request.Request (url, data)

with urllib.request.urlopen(req) as response:
the_page = response.read()

W, AT ECR A MRS, tind HTML £ B Sof—— W 24095752 00 HTML LG, $22e
R,

WSR3 data %L, urllib ¥ F GET i3k . GET #l POST i3k — i AJa, POST ikiEmEG
“EERT, A4 AR ks /Zf‘:éuﬂ’w@m iGN, MR —AT R, WK R AR B IR 2%
F%K . R4 HTTP brii AR f5H POST ¥ & B SEEIER, 1 GET Rk Mk R & SFEEIEH .. HEEA
L IPYEREPE 11 GET #1 POST 5 3K (K BIVE . Bt nl PAZE HTTP GET iR %3, 0 B o i 2
URL HHiH],

IR s -

>>> import urllib.request
>>> import urllib.parse

>>> data = {}

>>> data['name'] = 'Somebody Here'

>>> data['location'] = 'Northampton'

>>> data['language'] = 'Python'

>>> url_values = urllib.parse.urlencode (data)

>>> print (url_values) # The order may differ from below.
name=Somebody+Here&language=Python&location=Northampton
>>> url = 'http://www.example.com/example.cgi'

>>> full url = url + '?' + url_values

>>> data = urllib.request.urlopen (full_url)

TR, SRR URL 2l e s il 2 BURRY , 5T R 201 2 B ) 25 «
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2.2 HTTP ks R

T ADEARR HTTP SGRER, VA AN E HTTP 3#RIMA KT E B .

e R R I V], S AR R I S R R R RS M T BRIAE LR, urllib K H
HHRIFR “Python-urllib/xy” (Hih x . v & Python HUAY . WARAS:, B4 Python—urllib/2.5),
XATRE Lk W AN RIS, B3 T Mok ORI TAE. WSl 3k 5 8 User-Agent”® Rhz
WHCH. FEQ12 Request X4, WAL AFHIERILIEE . PN RBIHF A2 15 2 BiAR R 13K,
HJ2 R A BRI FAS A Internet Explorer”

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)"
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }
headers = {'User—-Agent': user_agent}
data = urllib.parse.urlencode (values)
data = data.encode('ascii')

req = urllib.request.Request (url, data, headers)
with urllib.request.urlopen(req) as response:
the_page = response.read()

Wi R G A AR D5 . WS A Kinfo A= genurl 5851, T BRI & KA A

3 FEHLE

R urlopen FoIRALBRI N AF E., MMk URLError o JR4E 5@ # 1Y Python APT —#F:, o n] GEfil &
ValueError . TypeError %WEE‘—%’O

HTTPError 4& URLError [ 7, 24 URL 2 HTTP [{f 5 B2 %
FidFREEEM urllib.error it S HAY.

3.1 URLError

fit % URLError BN, MR (B A B E M ar it ), B0E 552 IS5 2 A AEAE -
Xl A ) 5 A — A reason J@ e, e DM HF RIS RSO R G B ool

i

>>> req = urllib.request.Request ('http://www.pretend_server.org')
>>> try: urllib.request.urlopen(req)
. except urllib.error.URLError as e:
print (e.reason)

(4, 'getaddrinfo failed')

! il Google.

2T RSB R, RIS [ A0 Y R R A s S BB MR R web ARiEM RIS, AEME, REK
SRR T AN [ g T 2 A SR A [ AR B D

3 MSIE 6 [ user-agent {Z H. 2 “Moxzilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)”

4 F 3% HTTP iR 335 B, 1E5515 55 Quick Reference to HTTP Headers




3.2 HTTPError

MR 55 23R [ f4) 4~ HTTP Wi b # A 2 — N ORGSR SIS 2 W IR 45 28 J0 15 58 U3
Ko BRI AL T bR K00 £ A0 T 53 L H ) — BB W B . TN Y 42 “redirection” | X2 HSR K P M S —
URL Ab3REBCEE , urllib X525 BATACEE . X THRLETEiE AL B IR O, urlopen X§255] & HITPError . Al
AR IREFE: “404” (TUM JCiE4RE]) . “4037 (ERIEIEL) A1 “401” (FFZHMIANIE) .

AR HTTP 55170515 2 5% RFC 2616
HTTPError SLHIRFE & — BT “code” JEME, XFR T RS #8 A KRB HE %

HIRICED
AT ERIALE B R K 2 FATAL PR A E ) (300 DANAYE RS ), 11 H. 100--299 FARZSH R m Sy, I H
H& P 400--599 (55 1RAS .

http.server.BaseHTTPRequestHandler.responses s2RA HAIM MG FH, HHdAH T RFC
2616 HEIHBrA R AU . S5 (R, Rt S o r -

# Table mapping response codes to messages; entries have the
# form {code: (shortmessage, longmessage) }.

responses = {
100: ('Continue', 'Request received, please continue'),
101: ('Switching Protocols',

'Switching to new protocol; obey Upgrade header'),

200: ('OK', 'Request fulfilled, document follows'),
201: ('Created', 'Document created, URL follows'),
202: ('Accepted',

'Request accepted, processing continues off-line'),

203: ('Non-Authoritative Information', 'Request fulfilled from cache'),
204: ('No Content', 'Request fulfilled, nothing follows'),
205: ('Reset Content', 'Clear input form for further input.'),
206: ('Partial Content', 'Partial content follows.'),
300: ('Multiple Choices',
'Object has several resources -- see URI list'),
301: ('Moved Permanently', 'Object moved permanently -- see URI list'),
302: ('Found', 'Object moved temporarily —-- see URI list'),
303: ('See Other', 'Object moved -- see Method and URL list'),
304: ('Not Modified',

'Document has not changed since given time'),
305: ('Use Proxy',
'You must use proxy specified in Location to access this '

'resource.'),
307: ('Temporary Redirect',
'Object moved temporarily —-- see URI list'),
400: ('Bad Request',
'Bad request syntax or unsupported method'),
401: ('Unauthorized',
'No permission -- see authorization schemes'),
402: ('Payment Required',
'No payment —-- see charging schemes'),
403: ('Forbidden',
'Request forbidden -- authorization will not help'),
404: ('Not Found', 'Nothing matches the given URI'),
405: ('Method Not Allowed',
'Specified method is invalid for this server.'),
406: ('Not Acceptable', 'URI not available in preferred format.'),
407: ('Proxy Authentication Required', 'You must authenticate with '

'this proxy before proceeding.'),

(FOAkED)
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408: ('Request Timeout', 'Request timed out; try again later.'),
409: ('Conflict', 'Request conflict.'),
410: ('Gone',

'URI no longer exists and has been permanently removed.'),

411: ('Length Required', 'Client must specify Content-Length.'),
412: ('Precondition Failed', 'Precondition in headers is false.'),
413: ('Request Entity Too Large', 'Entity is too large.'),
414: ('Request-URI Too Long', 'URI is too long.'),
415: ('Unsupported Media Type', 'Entity body in unsupported format.'),
416: ('Requested Range Not Satisfiable',

'Cannot satisfy request range.'),
417: ('Expectation Failed',

'Expect condition could not be satisfied.'),
500: ('Internal Server Error', 'Server got itself in trouble'),
501: ('Not Implemented',

'Server does not support this operation'),
502: ('Bad Gateway', 'Invalid responses from another server/proxy.'),
503: ('Service Unavailable',

'The server cannot process the request due to a high load'),
504: ('Gateway Timeout',

'The gateway server did not receive a timely response'),
505: ('HTTP Version Not Supported', 'Cannot fulfill request.'),

Ll A B DRIy, R 95 gk [m] HTTP 510 o fif i 0O JEA TR, W] DAKF HTTPError SEB A fFiR
[ GO LY. . X EERE R T code JETEZ AL, SRR RIMMR urllib. response BEHUR BIIRFERA
read, geturl il info J7i%:

>>> req = urllib.request.Request ('http://www.python.org/fish.html")
>>> try:
urllib.request.urlopen (req)
except urllib.error.HTTPError as e:
print (e.code)
print (e.read())
404
b'<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">\n\n\n<html

<title>Page Not Found</title>\n

33 82

HHNEL AL PR HTTPError 2 URLError , £ PHFIREAR 2. RS R £,

B—FAHR

from urllib.request import Request, urlopen

from urllib.error import URLError, HTTPError

req = Request (someurl)

try:
response = urlopen (req)

except HTTPError as e:
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)

(T IU4R%k)
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except URLError as e:
print ('We failed to reach a server.')
print ('"Reason: ', e.reason)

else:
# everything is fine

HilF): except HTTPError XA AT, BN except URLError ¥4 B atdffiik HITPError

EHMHR

from urllib.request import Request, urlopen
from urllib.error import URLError
req = Request (someurl)
try:
response = urlopen (req)
except URLError as e:
if hasattr(e, 'reason'):
print ('We failed to reach a server.')
print ('Reason: ', e.reason)
elif hasattr (e, 'code'):
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
else:
# everything is fine

4 info 0 geturl A%

i urlopen (5 HTTPError SLfl) Frik bl A& W NG ¥ info () Ml geturl (), %M
N urllib. response & X.

geturl SR B AR BT P LSS URL, %R A H, A urlopen (B opener %4 ) "REE A4
TR, GRS URL SRR TR URL

info - ‘Aﬁ&i_lil—/\%'éU% BRSO T FT AR IR DU , R R 55 ik ) Sk AR A R, (headers ).

HEIEE— http.client.HTTPMessage 3Lfl.

A HTTP LR B 45 “Content-length” “Content type” %5, A K HTTP L5 BRE s, WiGe
X%ﬂ)ﬂ BT YLR, 25 HTTP Header [R3E 27

5 Opener 1 Handler

W3RE URL B}, &% 7 —> opener (— 24 0] L3 IRIER) urllib. request . OpenerDlrector
HISEG) o 3 —E 2 FERIAY opener it urlopen {HRT AR 3 % L opener . opener 2%
JH %] handler., FrA M) “ZHE TAE” #8H handler 52, £FFh handler HIEH-Ap URL 5% (http. ftp £5) 1Y
URL (4T 7K, @51 URL (9FT9F 72K, Bil4n HTTP & & (w5, HTTP cookie.

B O FAS handler FRH URL, 7FEAAE#—4 opener X4, it cookie 1Y) opener, X H
E [ A AL FRIY) opener .

#OE @] & opener, i % fl b — A4~ OpenerDirector , AR J5F E E W H

add_handler (some_handler_instance) .

s AT U] build_opener , X3 N BRUCR €)@ opener XF 4 TERER %L, build_opener FXIA
ZUNIJLAS handler, ARt 7 — AP AR N1/ 2 3 25 80A handler 97534
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P REIA TR Z AN S Y handler, DATEACFRACHE. Syl iEAIH A F WLERIHRR T 0 .

install_opener A ] Til opener MR AN (4)5) BRIA opener. XEME T urlopen 4R
B 223 opener .,

opener X4 A —A ~open ik, WIHEEIEHH PASKEL url, 7205 urlopen MAUHE . BRAEE N T
M, BNESERFA install_opener ,

6 BN

> 7 1B handler )81 FN 20385 0 2 AH% F| HTTPBasicAuthHandler . A X% LB EIEAM N
—— A FE R AR GO AIER TAERFE—3 2% Basic Authentication Tutorial ,

TRFE G OHNIE, RS 284 Kk — 05 R B AER L EE B (DAK 401 RS ) o X 5505 B T
B IAAIE 7 = <224 X (realm)”, X A0 P78 - WWW-Authenticate: SCHEME realm="REALM"

o

fian

WWW-Authenticate: Basic realm="cPanel Users"

IRE, & o SR AR R , T SRE A Sk S 1522 4 DXCAont I A P48 AN S . O A
REOHAIE" . N T fRifitid#2, ATPAG#E HTTPBasicAuthHandler f— NS KA E 1) opener.

HTTPBasicAuthHandler fl = A N B E P X £k B URL., 4 XK 5%, H
InE A N 3 S ﬁﬂ%%ﬂiﬁﬁﬁwﬂﬁﬁégﬁﬁ Ok A IR % 2% & 20 5 0 Ak Sk &3 5
B) , ABEE LA | HTTPPasswordMgr o il # A I19F R K 0% 4 K& 4, XEH
HTTPPasswordMgrWithDefaultRealm BUfR i, AN URL 38 A H P& &S, 4%
AR HA L KIS AR P4 e, e HEEGAE. N1 H None fE24 add_password J A%
LIS, R AR P25

B E S NIRRT URL, [ %45.add_password() () URL 23] “BE¥E” B URL 275 PAPCHL :

# create a password manager
password_mgr = urllib.request.HTTPPasswordMgrWithDefaultRealm ()

# Add the username and password.

# If we knew the realm, we could use it instead of None.
top_level_url = "http://example.com/foo/"
password_mgr.add_password (None, top_level_url, username, password)

handler = urllib.request.HTTPBasicAuthHandler (password_mgr)

# create "opener" (OpenerDirector instance)
opener = urllib.request.build_opener (handler)

# use the opener to fetch a URL
opener.open(a_url)

# Install the opener.
# Now all calls to urllib.request.urlopen use our opener.
urllib.request.install_ opener (opener)

HiE): VA EG 74, HFE build_opener 44 T HTITPBasicAuthHandler . ERIATEM T,
opener £ H] ?&ifﬁ%‘ﬂﬂtﬁﬂﬁ handler ProxyHandler (IR #EEMAIMIE, LMK ET
HIEAS B http_proxy ) , UnknownHandler ., HTTPHandler . HTTPDefaultErrorHandler .
HTTPRedirectHandler . FTPHandler . FileHandler . DataHandler . HTTPErrorProcessor

o



http://www.voidspace.org.uk/python/articles/authentication.shtml

top_level url H 228458 M URL (44 “http:” ForF A4 KAl EmimH5) , Han
"http://example.com/" , & 22— “PiARSR" (RIENLA , KRS TS ), il "example.
com" B "example.com:8080" (J§—A/RBIMLE Tim 1) . TR A CHPER #45
ol "joe:passwordRexample.com" A IEH

7 KE

urllib X5 5 g5 I AR . iX&ifid ProxyHandler SCERY, 4450 E A B R, 2 1E# han-
dler HEH ) —35. BEX A TS, (HARETRES RO . —Mh R E H M ProxyHandler
, ANTLE RH, B RAEES Basic Authentication handler 24L):

>>> proxy_support = urllib.request.ProxyHandler ({})
>>> opener = urllib.request.build_opener (proxy_support)
>>> urllib.request.install_opener (opener)

WE: H i urllib. request 7 3 #HE I (AN heeps GEREHLAL. {HILT0 AE A DA 1t 5
urllib.request &5 1, WA R BIARRFTRC.

f#E): WS 3EE T REQUEST_METHOD A5fg, WM& ZW HTTP_PROXY ; £ getproxies () Y.

8 EEFSHE

Python #KHX Web ST AE 71727021 urllib JIE )2 http.client i, Ma&EUNE] T EHETE,

M Python 2.3 JFU, TT PAFE AE 25 He 7 45 17 WA L 14 B I If [R] o 3300 0 20020 152 31 [0 0 04t 1) 1 AR 7 2 1R
AW BOAWOLTY, EERFAE R aRet it Hul AR, Hal, S L R #5547 htp.client 5§
urllib.request 2 o AN T LASH BIrA 4 7 W B ELERIA I 42 SRy

import socket
import urllib.request

# timeout in seconds
timeout = 10
socket.setdefaulttimeout (timeout)

# this call to urllib.request.urlopen now uses the default timeout
# we have set in the socket module

req = urllib.request.Request ('http://www.voidspace.org.uk"')
response = urllib.request.urlopen (req)

S AN ACER A B T AT i IR . AR 2 i R localhost URL, &% 11 . 1E ¥ & A8, urllib
AR E(FE . 9 T localhost k45 AT, FRANIFH IE urllib {1 A
6 urllib ] SSL 83 opener (CONNECT J5%): ASPN Cookbook Recipe o
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