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PA Python [EVf5f#) Basic Authentication 3£,

urllib.request 2 —1{f /| 4% URLSs (Uniform Resource Locators) U5 %8} Python #54H . B HLt—(W T 5 b
WA IR BB 2 Z MR R ik, wrlopen pRSY. AR T HC(EVAE 4 /1T A A BEBE— 2 FUAGSIRIED, il dn: &
7Kf] authentication, cookies. proxies 4545, 18 8EHE A DAY handler 5% opener ¥ {f 11 .

urllib.request S #FZ F"URL [hE /%" (jfid URL o1 "2 " 2 BRI FAFER IMPARK 43— URL Hudik " fep: /
/python.org/"™" Hi) ~ " frp" ), H SR (40: FTP, HTTP) 3KH URL ¥E. 4
Fo R E A A I T ——HTTP,

—fRIE T urlopen 2 AR 25 G, EHRIB R SR aCE B EMEE T, IR0 AR SOR
HyperText Transfer Protocol 45— ) T . fx5¢H HH S HEENE REC 2616, RNl —h A HEAR
AH T AR B G AR E HTTP FIACE B ARG wrilib. 38 Gy R EHEZ R ur11ib . request

O, R EFHEE!

2 ¢ URL IR+ 254

PAF 2 urllib.request 5 & B0 7

import urllib.request
with urllib.request.urlopen('http://python.org/') as response:
html = response.read()

WARARAEE i URL FRBCR JEH O AR G 3 77, AR W] PAE S shutil. copyfileob] () fl tempfile.
NamedTemporaryFile () K%L

import shutil
import tempfile
import urllib.request

with urllib.request.urlopen('http://python.org/"') as response:
with tempfile.NamedTemporaryFile (delete=False) as tmp_file:
shutil.copyfileobj (response, tmp_£file)

with open(tmp_file.name) as html:
pass

urllib AR5 T (£ URL ANUAT LA http? T3, Rl AR ftp?, file? 45) . {HU2, XFREAEM H )2
IS IR L, KRZ 0L HTTP 284,

HTTP T K A [u] [ % PR R 55 4eia oK, IRSS#% 181 . urllib.request R HTTP i K AR AE A —A>
“Request“ X4, FEf M BAIIEI T, —4 Request X} 4 LA SR FTiE K A% E URL. PA24HTHY Request Xf 5
YERZE0E R “urlopeni& 0] AR 55 a5 MR IEAE K B9 URL BRI o [0] B2 SCRExt 42, B AAR AT DATE 40
“read()“Z£ a4,
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import urllib.request

req = urllib.request.Request ('http://www.voidspace.org.uk")
with urllib.request.urlopen(req) as response:
the_page = response.read()

TR urllib.request ') Request 3% H SRR FEAT A B IR B, Fean, AT ABGEAEA—4> FTP 353K

req = urllib.request.Request ('ftp://example.com/")

# HTTP 1l 7, Request XY R BEGMPII RSN 5 5ol DMEBR L 2l o5 . L, T DA 7 X Hdls
IR R BSME S (metadata) 45 I 55 8% X L85 AP 2 AE 8 HTTP SKAR” Bl Ak . RHHKIR
Ao

2.1 %l

A EHEVRA A —A URL kgt (G XA~ URL $5 1 —4> CGL (Gl M X3 0) BIAS s oAl web [
) XIT HTTP, Xi@ A4 POST i3k 5E M. ANTEN Yide L3250 —A~ HTML K., (HIFAZ T
H 1) POST #fisk H 2 8: JREEM ] —4> POST SRAZ HifEAr &R 2 /R B C M _E. 7B & LR HTML 3558
PITGOL T, BRFHEARERN 7 Xty , RIGHER data 4G4, Request X5 . b5 2L — 1k A
urllib.parse JERERE.

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
values = {'name' : 'Michael Foord',

'location' : 'Northampton',

'language’' : 'Python' }

data = urllib.parse.urlencode (values)

data = data.encode('ascii') # data should be bytes

req = urllib.request.Request (url, data)

with urllib.request.urlopen(req) as response:
the_page = response.read()

YR, AT ER A HALG, Anh HTML R &S0 240795152 W HTML JjE, #i40 4%
WA data 250, urllib 8 A GET 353K . GET f1 POST ik A4 — AR, POST igkAA: HA “EIfE
7, TS AR T A RGEAIRAS . B0, AN —NTT 8, S — RHERERE B IR st B R . R
%% HTTP b BAHG5 H POST % 2 BSSEIVER , 1 GET ik M R SHEIER . (H%A 12 rEaEm
1l GET A1 POST KA EI1E A - BdEtdn] PAZE HTTP GET iR i, R BB B4 5 %] URL HEp],

HARBAEIT:

>>> import urllib.request
>>> import urllib.parse

>>> data = {}

>>> data['name'] = 'Somebody Here'

>>> data['location'] = 'Northampton'

>>> data['language'] = 'Python'

>>> url_values = urllib.parse.urlencode (data)

>>> print (url_values) # The order may differ from below.

name=Somebody+Here&language=Python&location=Northampton

(FItakss)
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(R —H)

>>> url = 'http://www.example.com/example.cgi'
>>> full_url = url + '"?' + url_values
>>> data = urllib.request.urlopen (full_url)

TR, SERNY URL Zdld /e b i 2 B, JomiE 2t gn i i 2 .

2.2 HTTP Jipfs 5

A ADEARR HTTP SGRER, DA AN A7E HTTP 3R AT E E .

ﬁlbbﬂlﬁl RIERRE PN S, S8 AN 0 B g IR RRA” M 0. BRIATE DL R, urllib ¢ 5 A%

W “Python-urllib/xy” (Hrf = . y /& Python A £, WIRAS:, fi4l Python-urllib/2.5), Xu]fE
SRR R EN TS, BOE T ME A O R AR, WSR2l k5 B User—-Agent’ FARIHH T,
TEQIE Request MRS, T DAMEAFHIEAX R LG E . AR RBPRAERS Z iR K, ok B Sir
PR HA R A1 Internet Explorer” :

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)"
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }
headers = {'User—-Agent': user_agent}

data = urllib.parse.urlencode (values)

data = data.encode('ascii')

req = urllib.request.Request (url, data, headers)

with urllib.request.urlopen(req) as response:
the_page = response.read()

Wi R G A W AMRAT D5k . 82 A Kinfo A= genurl 35y, Tl BN & K AAT 4.

3 AbPRS

2R urlopen TEIRAL BRI N A5 ., &M% URLError . A5l H K Python APT —4f, thn] fEfil %
ValueError . TypeError ZNE R,

HTTPError /& URLError M) T2, 4 URL & HTTP {5 MR il % .
FHEEM urllib.error P SH,

! i1 Google.

2P RSB IR, RIAN [  00 AR E RRE RO M SO W MR R web AR E S . ARSERYR, REMBEK
SR IANTR] A0 25 R AN [ JSUAS 1 199 T

3 MSIE 6 [f] user-agent {Z B2  “Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)”

4 47 3 HTTP i3k 11 J<j|31p. 5., 7153 M Quick Reference to HTTP Headers .




3.1 URLError

J %, 51% URLError B P2 B M2 R (B8 B0A BIE E MRS @Bk il ), B 38 B R 55 48 A A
TIEOLT, HE51E%RE, A —reason’ J&1h, %)@tk — S RIS R 5 B o4l

Bian

>>> req = urllib.request.Request ('http://www.pretend_server.org')
>>> try: urllib.request.urlopen (req)
. except urllib.error.URLError as e:
print (e.reason)

(4, 'getaddrinfo failed')

3.2 HTTPError

MR S5 453 0] ()B4~ HTTP i SR & — R0 RS o A3 BRI R IR S5 48 01 58 %I R
BN AL PRAS (BREL?) Ko MR PRI ) — 28 i o (4N, g B 40 5 1 "redirection”, fF £ KK
P2 1] 75 A URL ZRECCRY, urllib 352 AR BIZ TS ) o X TR Iy PRy CIRASMAS ), urlopen
4%§§I7i~?\ HITPError . MIRIRYEIRMEE: 404" (TUHIICIERE]). 403 (iERIEEL) f1° 401 “ (7R
BLBOYRIE) .

£F ) HTTP 45525515 27 RFC 2616 .
HTTPError SLHIRFALS— N “code” JEM, XA TARSG#S A RS IR o

o]
T ERA AL PR B2 HATALBREE 2 17) (300 DA HES 105 ) , 17 H. 100--299 BRI aiT), HibE® R
2 U 400--599 f)4LRAL

http.server.BaseHTTPRequestHandler.responses seffA HRMMWILFH, HAp 25 H T RFC 2616
MBI T A MR ARS . S (R AL, R IR I AL 3T

# Table mapping response codes to messages; entries have the
# form {code: (shortmessage, longmessage)}.

responses = {
100: ('Continue', 'Request received, please continue'),
101: ('Switching Protocols',

'Switching to new protocol; obey Upgrade header'),

200: ('OK', 'Request fulfilled, document follows'),
201: ('Created', 'Document created, URL follows'),
202: ('Accepted',

'Request accepted, processing continues off-1line'),

203: ('Non-Authoritative Information', 'Request fulfilled from cache'),
204: ('No Content', 'Request fulfilled, nothing follows'),
205: ('Reset Content', 'Clear input form for further input.'),
206: ('Partial Content', 'Partial content follows.'),
300: ('Multiple Choices',
'Object has several resources -- see URI list'),
301: ('Moved Permanently', 'Object moved permanently —-- see URI list'),
302: ('Found', 'Object moved temporarily —-- see URI list'),
303: ('See Other', 'Object moved -- see Method and URL list'),

(R akzD)
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304: ('Not Modified',
'Document has not changed since given time'),
305: ('Use Proxy',

'You must use proxy specified in Location to access this '
'resource. '),

307: ('Temporary Redirect',
'Object moved temporarily —-- see URI list'),
400: ('Bad Request',
'Bad request syntax or unsupported method'),
401: ('Unauthorized',
'No permission -- see authorization schemes'),
402: ('Payment Required',
'No payment -- see charging schemes'),
403: ('Forbidden',
'Request forbidden -- authorization will not help'),
404: ('Not Found', 'Nothing matches the given URI'),
405: ('Method Not Allowed',
'Specified method is invalid for this server.'),
406: ('Not Acceptable', 'URI not available in preferred format.'),
407: ('Proxy Authentication Required', 'You must authenticate with '
'this proxy before proceeding.'),
408: ('Request Timeout', 'Request timed out; try again later.'),
409: ('Conflict', 'Request conflict.'),
410: ('Gone',
'URI no longer exists and has been permanently removed.'),
411:

'Length Required', 'Client must specify Content-Length.'),
]

(
412: ('Precondition Failed', 'Precondition in headers is false.'),
413: ('Request Entity Too Large', 'Entity is too large.'),
414: ('Request-URI Too Long', 'URI is too long.'),
415: ('Unsupported Media Type', 'Entity body in unsupported format.'),
416: ('Requested Range Not Satisfiable',

'Cannot satisfy request range.'),
417: ('Expectation Failed',

'Expect condition could not be satisfied.'),
500: ('Internal Server Error', 'Server got itself in trouble'),
501: ('Not Implemented',

'Server does not support this operation'),
502: ('Bad Gateway', 'Invalid responses from another server/proxy.'),
503: ('Service Unavailable',

'The server cannot process the request due to a high load'),
504: ('Gateway Timeout',

'The gateway server did not receive a timely response'),
505: ('HTTP Version Not Supported', 'Cannot fulfill request.'),

L fuh S RE, IR S5 AR AR B HTTP H5 R0 Fef R U T . . AT ARF HTTPError SEMI A VER [l 1 T
BN . X BEWRERT code @2 Ah, FHRMS A% urllib. response BiHLR FHRFEE A read. geturl

Al info J5 ik

>>> req = urllib.request.Request ('http://www.python.org/fish.html")
>>> try:
urllib.request.urlopen (req)
except urllib.error.HTTPError as e:
print (e.code)




FEH LR

print (e.read())

404

b'<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtmll-transitional.dtd">\n\n\n<html

<title>Page Not Found</title>\n

3.3 ik

HHNE AL PR HTTPError 2 URLError , A PHFIREAA . RS —Fir £,

By 1

from urllib.request import Request, urlopen
from urllib.error import URLError, HTTPError
req = Request (someurl)
try:
response = urlopen (req)
except HTTPError as e:
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
except URLError as e:
print ('We failed to reach a server.')
print ('Reason: ', e.reason)
else:
# everything is fine

#i[E): except HTTPError & ECALEE, HN except URLError ¥4 Rl etdik HTTPError

AN YT S

from urllib.request import Request, urlopen
from urllib.error import URLError
req = Request (someurl)
try:
response = urlopen (req)
except URLError as e:
if hasattr (e, 'reason'):
print ('We failed to reach a server.')
print ('Reason: ', e.reason)
elif hasattr (e, 'code'):
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
else:
# everything is fine




4 info and geturl

Hf urlopen (B3 HTTPError L) ik Bl m AL & PHAA FB ik info () Fl geturl (), MM H
iR urllib. response & X,

geturl - 3 [l 3R BUAI 052 URL . ORGP urlopen (B BT opener %) A figlu]
O3 W, BT URL Kbt BTN URL .

info - % YRS MIF IR G, A T FTSRIU DU, HE AL 55 25 O A5 L (headers) .
HBEIE&— http.client .HTTPMessage Sfi.

AL HTTP SLER(5 S 235 “Content-length” . “Content-type” 4, A % HTTP LR S E R, BIE XM
FIEM UL, W20 HTTP Header PR 275

5 Opener fil Handler

WSRE URL I, 23] T —4> opener (— P4 A HIRER urllib. request .OpenerDirector HJ
SE) o A L2 HERIA Y opener it urlopen {HA AT DAY H % LY opener . opener 2% %]
handler. FrA Y “%& TA/E” #5h handler 52A. 45 handler HI3EH:F URL /7% (http. ftp %5) /i URL [
FIH K, SOZHT7TH URL (3T 72, 140 HTTP &5 [n] s HTTP cookie.

FIL B A B AN handler 7B URL, FF3LA)7EE— opener X142, BiUnibH cookie fi¥) handler, By % E 7]
AMBAbFE Y handler

# % @] #  opener, i £ f £ — A4 OpenerDirector , & J5 E & i

add_handler (some_handler_instance) .

s E R LA build_opener , s BRUCTR €@ opener XA EHERK %L, build_opener BUIAZER
JJLAS handler, Aidif 4@t 7 — PR AN A1/s 8 w5 30A handler 1754

AR S A I AY handler, DAEARBRACEE. By uEAIHAE WA RCR AR 0L -

install_opener A] T ik opener XN (4)5) BRiA opener, X EIEE T urlopen W& RHATC %
IR opener,

opener X AT H —~ "~ open Jik, AIHEE R AKI url, J5 5 urlopen sECHE. KRIER N TR
FE, BNELEEMHA install_opener .

6 JEACINME

To illustrate creating and installing a handler we will use the HTTPBasicAuthHandler. For a more detailed dis-
cussion of this subject -- including an explanation of how Basic Authentication works - see the Basic Authentication
Tutorial.

WERFEGAIE, RS RSSKE KRG ERLEREE (DA 401 H54000 ) . X4EE T 5
BAMIE R %4 X3k (realm)”, #ERX A FFFR: WWW-Authenticate: SCHEME realm="REALM" ,

Bl

WWW-Authenticate: Basic realm="cPanel Users"

SRJE P o B R AR 5K, RO A S R B 5 4 DO I B A A S . Xl AR
HAE" . R T RS, W AGIE HTTPBasicAuthHandler f—ANSE{9 K F & 1 opener.

HTTPBasicAuthHandler —/4 NS EFRER AN G R4S URL . L4 XI5 %0 . H P44 2 18] i e gt
FE o TR ATERR VIR 264 K (S B IR S48 & 1R 0 B AIEL B 5 B, ARk el DA 3] HTTPPasswordMgr
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o BHEAIHARLLEXRIEMA 4, XBH “HTTPPasswordMgrWithDefaultRealm* 5ifR 518, fi4 >k URL
HE BN P2 NS . A A A KR AL P2 e, o HEIBVAE. R None 1
A add_password J{ER LA XIS E, RIRHBIAH A,

HICHR LS OPAIERY 2T URL, [1%45 add_password() i) URL 453 “HIIR” #Y URL tH A5 RAVLHL:

# create a password manager
password_mgr = urllib.request.HTTPPasswordMgrWithDefaultRealm()

# Add the username and password.

# If we knew the realm, we could use it instead of None.
top_level_url = "http://example.com/foo/"
password_mgr.add_password (None, top_level_url, username, password)

handler = urllib.request.HTTPBasicAuthHandler (password_mgr)

# create "opener" (OpenerDirector instance)
opener = urllib.request.build_opener (handler)

# use the opener to fetch a URL
opener.open (a_url)

# Install the opener.
# Now all calls to urllib.request.urlopen use our opener.
urllib.request.install_opener (opener)

HEE): LA LSBT, Hi build_opener 44 T HITPBasicAuthHandler . ERINIENL K, opener &4
T b B WARDLEY) handler ——ProxyHandler (ARGEAIRAIE, WAL E TR R http_proxy
) , UnknownHandler , HTTPHandler , HTTPDefaultErrorHandler ., HTTPRedirectHandler ,
FTPHandler . FileHandler ., DataHandler ., HTTPErrorProcessor .

top_level url H5E % £ /g —45¢% 1) URL (444E “http:” #043F1 E W44 K I ERY IR 1145 ), Holil "hetp: /
/example.com/" , & L4 “UiMARR" (RIEN4, KWk HS), A "example . com" 5
"example.com:8080" (J§—AM/RBIEE TiHS) o AR AREE “HAFER” Ma——m
"joe:password@Rexample.com" FiAIEH .

7 1A

urllib S 5 Sl I 60 PRI E . X 2iilid ProxyHandler SEBLAY, 440 PR E N, 21E% handler
FER R . EEX RS, (AR REA RO . MR E H O ProxyHandler , ANBE
EXAH, HBE IS Basic Authentication handler Z5{:

>>> proxy_support = urllib.request.ProxyHandler ({})
>>> opener = urllib.request.build_opener (proxy_support)
>>> urllib.request.install_opener (opener)

fiE): HEjurllib.request A~ LFFE I ht tps gL (HIL I E W DA 4 urllib.request
FKIEH, WA BIRERT RS .

S A Nb B R AR A BEAE AR A 1 TR o A SR sl i AR BB Jocalhost URL, ¥ 25| PH 1k . 1B % E A0, urllib 4t
STRWBNLEEE . T H localhost Az 45# R BIA, FRAABIH (1 urllib {f F (03
6 urllib ] SSL 138 opener (CONNECT J3): ASPN Cookbook Recipe .



http://www.voidspace.org.uk/python/articles/authentication.shtml
https://code.activestate.com/recipes/456195/

Hi[E): RS T REQUEST_METHOD AR &, |4 Z W HTTP_PROXY ; i getproxies () XH4.

8 £ rlynla

Python #kH{ Web BT BE T @021 urllib J 22 http.client M, M5 X HE] 7 EE T,

M Python 2.3 JTUfy, T DAHE A 45 1 54 AR Wi 7 PGB IR IR 7] o 50X o ah 230 B4 1) 9 B 00l 14 17 JH AR e AR
BOANEOLT, B Pk Raset it Hal AR, Hil, EE7 -G RERS hp.client 2 urllib.request
B . AR LA I T 2 B T B EEA R 4 R .

import socket
import urllib.request

# timeout in seconds
timeout = 10
socket .setdefaulttimeout (timeout)

# this call to urllib.request.urlopen now uses the default timeout
# we have set in the socket module

req = urllib.request.Request ('http://www.voidspace.org.uk")
response = urllib.request.urlopen (req)

9 [Flfigt

X% SCAY Hy John Lee B .
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