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PA Python [EVf#) Basic Authentication #{E%,

urllib.request -2—1# i #4¢ URLs (Uniform Resource Locators) BUfS &4} 19 Python #54H . ‘BHEHLE—8 T 5 fif
YA RE R Z Z AR Ak, wrlopen R, HBRAE TRV /1 H 7 B — 203 RLAIRED, flan: B
7K authentication, cookies, proxies 2555, i3 6# ] DA handler 5 opener ¥4 #4F .

urllib.request S ZF"URL )52 (3833 URL tf " : " 22 HifE5FER I DAIX 43 i "ftp://python.org/
"o nEep™) BISASR OB 4t (FTP. HTTP 2238) 1) URL 5% . AN¥ARE i S AR FH i HTTP
Wi,

— A TE R urlopen & A6 25 7 1) 15”“’@&_?” gk H i EE R EES, VR0 A 5 2 S SO I
HyperText Transfer Protocol 55 —/E M T . ik HHSZEEN 2 RFC 2616, AT 2—H e EA
R (EE , DU 3R Gt 2 [FIf) HTTP %D?ﬁ%f%ﬂj]%ﬁﬂ% urllib., E{ﬁa‘ﬁ%ﬂi%ﬁﬂﬁ urllib.request
EBH S, IREEEHEE.

2 1 URL MR &R

PAF /2 fd ] urllib.request 5 fifi B A 75 ¥

import urllib.request
with urllib.request.urlopen ('http://python.org/') as response:
html = response.read()

I A8 it URL R BUE P FH G Z % —F, A PAR A shutil.copyfileobj () Hl tempfile.
NamedTemporaryFile () HRA:

import shutil
import tempfile
import urllib.request

with urllib.request.urlopen('http://python.org/') as response:
with tempfile.NamedTemporaryFile (delete=False) as tmp_file:
shutil.copyfileobj (response, tmp_file)

with open(tmp_file.name) as html:
pass

urllib (YR 2 H YA R IX AR B (33 URL AYATPA http: FF3k, BT DASE ftp: .« file: 45) . A AHKFER H
WA ME N A, THAE % HTTP,

HTTP DA KN S A Hefl—%& P 2R g sk, ARS5 48 & &MY . urllib.request il Request X4 RN E
AR HTTP 353K . 5 (a7 B i T2 50 2 A 28— Request %14, 57 TAHZEZREY URL, fiX4 Request %
ZAENSHOAH urlopen | Kf<xiR[A1% URL MR R XF 4 o M B S 2L T SOt 4, gl i vl AT HJE
.read () ZFMmsd:
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import urllib.request

req = urllib.request.Request ('http://python.org/")
with urllib.request.urlopen(req) as response:
the_page = response.read()

YR, urllib.request Jf [7]— Request 32 1AL ATA URL 7%, Hofnml4E i FTP 35 R 40K

[req = urllib.request.Request ('ftp://example.com/")

# HTTP 1l 7, Request X RBESMPIERIMG ST & el DHERHR L RIS 4% . Hak, ] DAY 77 X At
SR ASHBIME R (metadata) 43RS d— X EFE R 2AFN HTTP “Lil” Hdlikix. FHikk
Ao

2.1 #iE

EElE gﬁ%/\ URL KIEBWE, WL URL &8 m3EA4 CGL (G M i 0) Aok Hith web [ . X
T HTTP M5, X2 BN POST 33K R 5E M. HZHT Web U HTML FREHREAZH, WIEHE
WEPATIHERAE . EIFRZITA T POST #ok B R ¥ AJPAH POST ﬁff?iﬁj&ﬁ?@%@] HOMMH F. Xt
THEFE R HTML 25, FAEFREDARER X465, RIE1EN data L4 Request X4, gt #E 2 H]
urllib.parse JERRETE

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
values = {'name' : 'Michael Foord',

'location' : 'Northampton',

'language' : 'Python' }

data = urllib.parse.urlencode (values)

data = data.encode('ascii') # data should be bytes

req = urllib.request.Request (url, data)

with urllib.request.urlopen(req) as response:
the_page = response.read()

W, ARTEFRERAHAGN, Bl HTML R 8 B S0 F 23552 0 HTML Js, i3
B,

WIRAMESE data Z4L, urllib ¥R /il GET #>k . GET I POST #3kA5— s A, POST #isR{EFLELA “Hlff:
7, AT AR ek As ,% FPRAS . BN, MIEE TR —ANT R, WSE— KRRzt 8 K. R
4% HTTP FriEBAR 48 1 POST % 2 BLSEEIMEA, 1M GET ik Ak & SEEIER . BEA 2 IEREH
JJ: GET #1 POST 53R Y BIVE ] » B th vl DAYE HTTP GET #53k tp i, HBp s 4l 2] URL BT,

AR s

>>> import urllib.request
>>> import urllib.parse

>>> data = {}

>>> data['name'] = 'Somebody Here'

>>> data['location'] = 'Northampton'

>>> data['language'] = 'Python'

>>> url_values = urllib.parse.urlencode (data)

>>> print (url_values) # The order may differ from below.
name=Somebody+Here&language=Python&location=Northampton
>>> url = 'http://www.example.com/example.cgi'

BT 1)
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HEHEE—5)
>>> full url = url + '?' + url_values
>>> data = urllib.request.urlopen (full_url)

TR, SRR URL 2T RSN 2 B, 5T RS 20 4 b i) B .

2.2 HTTP LZpE R

THAZ—ARARR HTTP LEE R, PARCUEITANAAE HTTP 53R ASK (5 S

Ak R E R S, B AR [ 0 e g A RN ERAR T, BRIATEOL R, urllib B By
{14 “Python-urllib/xy” (HH x . y /& Python A . WKIRAE, Bl Python-urllib/2.5), XA[RE
SR MR A B T e L TC IR TAE. (Ve i id 3k 5 B User—Agent? RFRIHEH M.
TEA Request XF4eht, ] DAEAFHIEALEBMEE . DU RBIFER S Z miM R AE K, HI2k A S5
PR HEAN A Internet Explorer” :

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)'"
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }
headers = {'User—-Agent': user_agent}
data = urllib.parse.urlencode (values)

data = data.encode('ascii')

req = urllib.request.Request (url, data, headers)

with urllib.request.urlopen(req) as response:
the_page = response.read()

Wi Xt SRABA I AMRA T3k . T8 S TA Kinfo A= geturl §553 1 R BUMGEING & KA A2

3 FREHE

24 urlopen FoiEAL PRI W AE BB RF 25| & URLError (34485 Python APL il & MG L —FE, WnlRE&sI kM
ValueError, TypeError ZRXMHNEFH).

HITPError ;& HTTP URL W4 E R N5 &) URLError T2,
FiRFHEIEEM urllib.error Bt S H ).

! il Google.

2T RSB R, RN 7 S0 S A AR E R I S W M R R web ARUER I . ARSERIR, R MK
SR AN ] 40 88 iR N TR RRCA A 19 T

3 MSIE 6 [ user-agent {Z H. 2 “Moxzilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)”

4 F 3% HTTP iR 335 B, 1E5515 55 Quick Reference to HTTP Headers




3.1 URLError

fil % URLError {J5 P, M2 MR (BE B RIHE M St dr ), SE R ER RIS AE A A E . X
fil A 14 58 xR 4> reason J& T, 2 M B BRI AN SCAR BRA5 B JC AL

Bildn:

>>> req = urllib.request.Request ('http://www.pretend_server.org')
>>> try: urllib.request.urlopen (req)
. except urllib.error.URLError as e:
print (e.reason)

(4, 'getaddrinfo failed')

3.2 HTTPError

K HIRSS AR AEAS HTTP W AR AL & — MR RIS o A PR ST 22 B IR 55 2% Jo ¥ 58 0 oK
BRI AL PRARE 2 A AR B B A B (AN, 240 1 ok B3k & P A o5 — URL SRIBUCCRY Y < )
Wi 7 B, urllib R A RS BRAZ I L ) o X} F ICEEALER A Y., urlopen $f255] & HTTPError, SLAfY4E IR
57404 (TUIRIEAARE]) . 7403” (ki) Ard401” (FFEHSMHINIE) %.

4R HTTP £5121515 2 5% RFC 2616
#51 & W) HTTPError SLBIPRFA —MNEETE A code’ J@ME, XN T HRSS48 K2R E 115 E

iR 1080
T ERA AL PR B2 FATALBRE 2 7] (300 DA ES 1205 ), 1 H. 100--299 WRRASHSFmmizl, b R
2 I 400--599 f4t AL

http.server.BaseHITPRequestHandler.responses 2RA f ML, Haz5H T RFC 2616
BN T AW N ARSI, R S oan T

# Table mapping response codes to messages; entries have the
# form {code: (shortmessage, longmessage) }.

responses = {
100: ('Continue', 'Request received, please continue'),
101: ('Switching Protocols',

'Switching to new protocol; obey Upgrade header'),

200: ('OK', 'Request fulfilled, document follows'),
201: ('Created', 'Document created, URL follows'),
202: ('Accepted',

'Request accepted, processing continues off-line'),

203: ('Non-Authoritative Information', 'Request fulfilled from cache'),
204: ('No Content', 'Request fulfilled, nothing follows'),
205: ('Reset Content', 'Clear input form for further input.'),
206: ('Partial Content', 'Partial content follows.'),
300: ('Multiple Choices',
'Object has several resources —-- see URI list'),
301: ('Moved Permanently', 'Object moved permanently —-—- see URI list'),
302: ('Found', 'Object moved temporarily —-- see URI list'),
303: ('See Other', 'Object moved -- see Method and URL list'),
304: ('Not Modified',

(T —T0
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'Document has not changed since given time'),

305: ('Use Proxy',
'You must use proxy specified in Location to access this '
'resource.'),

307: ('Temporary Redirect',
'Object moved temporarily -- see URI list'),
400: ('Bad Request',

'Bad request syntax or unsupported method'),
401: ('Unauthorized',

'No permission —-- see authorization schemes'),
402: ('Payment Required',
'No payment —-- see charging schemes'),
403: ('Forbidden',
'Request forbidden -- authorization will not help'),
404: ('Not Found', 'Nothing matches the given URI'),
405: ('Method Not Allowed',
'Specified method is invalid for this server.'),
406: ('Not Acceptable', 'URI not available in preferred format.'),
407: ('Proxy Authentication Required', 'You must authenticate with '
'this proxy before proceeding.'),
408: ('Request Timeout', 'Request timed out; try again later.'),
409: ('Conflict', 'Request conflict.'),
410: ('Gone',
'URI no longer exists and has been permanently removed.'),

411: ('Length Required', 'Client must specify Content-Length.'),
412: ('Precondition Failed', 'Precondition in headers is false.'
413: ('Request Entity Too Large', 'Entity is too large.'),
414: ('Request-URI Too Long', 'URI is too long.'),
415: ('Unsupported Media Type', 'Entity body in unsupported format.'),
416: ('Requested Range Not Satisfiable',

'Cannot satisfy request range.'),
417: ('Expectation Failed',

'Expect condition could not be satisfied.'),

),

500: ('Internal Server Error', 'Server got itself in trouble'),
501: ('Not Implemented',

'Server does not support this operation'),
502: ('Bad Gateway', 'Invalid responses from another server/proxy.'),
503: ('Service Unavailable',

'The server cannot process the request due to a high load'),
504: ('Gateway Timeout',

'The gateway server did not receive a timely response'),
505: ('HTTP Version Not Supported', 'Cannot fulfill request.'),

(M E—F)

J

WP G| & AR S5 2% 23l A2 3k 18] HTTP 853205 Feo 8 52 00 2647 B AR BT RAFE 3R [8] % T T b 056
HTTPError SLBERN . XEWKERR T code J@MEZ b, B urllib. response fEEL: FF iR A% 50

- EA read, geturl Fl info 577 VE:

>>> req = urllib.request.Request ('http://www.python.org/fish.html")
>>> try:
urllib.request.urlopen (req)
except urllib.error.HTTPError as e:
print (e.code)
print (e.read())

(BB T—F)



404

b'<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">\n\n\n<html

<title>Page Not Found</title>\n

(M E—F)

33 82

R4 RN HTTPError 3 URLError MU A A IR AT 8. FREM i 28 — Ao %

F-RHR

from urllib.request import Request, urlopen
from urllib.error import URLError, HTTPError
req = Request (someurl)
try:
response = urlopen (req)
except HTTPError as e:
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
except URLError as e:
print ('We failed to reach a server.')
print ('Reason: ', e.reason)
else:
# everything is fine

#iFl: except HTTPError «£L/RESEHiAIE, | except URLError ¥4 Fetffifk HTTPError,

EHHE

from urllib.request import Request, urlopen
from urllib.error import URLError
req = Request (someurl)
try:
response = urlopen (req)
except URLError as e:

if hasattr(e, 'reason'):
print ('We failed to reach a server.')
print ('Reason: ', e.reason)

elif hasattr(e, 'code'):
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
else:
# everything is fine




4 info 0 geturl A%

urlopen R B[, (8% HTTPError SLfl) W& NE MM info () Ml geturl () I HZFE urllib.
response *ﬁﬁ%*%xﬁgo
o geturl — iR W] R A B 5L URL, % EMRAH, M urlopen (X opener X14:) AJREE AL
T REE . CARPTH ) URL K502 UG KA URL .
o info - % VAR Bl — AR F ARG, Rk T AR BOY T, BRI B AR 45 g8 0k H Y Sk B
(headers), HH|E&— http.client.HTTPMessage LM,
B ) b3k A3 5 Content-length’, *Content-type’ 2555, #5255 HTTP sk Pk 22 7% KB HTTP A5k ) 52 251
LA SR TR B

5 Opener 1 Handler

WARIREL URL B} £ {d il —> opener (ZFR ] REA L84 A HEHJ urllib. request .OpenerDirector HJSE
Bil)o 3 HIA TS H BRINR opener it urlopen B AT AR B 22 SLH opener . opener i8 2% H
%) handler. Frf” % HE TAE” #5/2H handler > 5¢ 811 . £3Fh handler FRH1TE ZE A URL J5 %2 (http, ftp 4545)
RITHHEER URL, B2 U403 URL FTHF B A4 #24F, 40 HTTP E15¢ [1) 5 HTTP cookie %,

P e A handler 3KH URL, FE3LA1]H—> opener X142, filunkb i cookie [ opener, Bk % T & i)
A AL FR ) opener,

o9 f @ opener, 5 £ fil b — 4~ OpenerDirector , K 5 E X W H
add_handler (some_handler_instance) .

s E WA A build opener , /&~ H B €]/ opener XA EHE %L, build opener BRIN%
LA handler, ARG T — P PSSR/ S 50N handler BYT7I4

PRI TR ZH A S8 handler, DATEACIRACHE. SOy iiEAIH A F WE R R A 0 .

install_opener Al Fil opener %% Wik (45) ERA opener. X & MHZEJE T urlopen B4R E %
211 opener,

opener X G —A> “open ik, WHLE MM PAKE url, 75 urlopen ¥ . BRI T
T, HNELEEWA install_opener .

6 BN

7 368 handler (181812 B i FEFRAT R/ HTTPBasicAuthHandler. 7 RIZEMAYHEIFHITE - £
PN E AR B AIE A B A B3R -- 4525 7] Basic Authentication Tutorial

WRFEG AL, RS EE—ZER SRR LGS (DA 401 8512000 ) . XAFEEFHEHT S
BAME R 24X, (realm)”, #RX AT FFFR: WWW-Authenticate: SCHEME realm="REALM" ,

Bl

[WWW—Authenticate: Basic realm="cPanel Users"

ORGP Y I AR R, SRR P B S R B e A DI I Y T A R . i R
BUHAIE”. R T RiALGE R, WA HTTPBasicAuthHandler ff—NSE0) K {6 I © 1 opener.
HTTPBasicAuthHandler JJ—# B BN ROREHE URL , 22X 580 . 144 2 6] ) WeSpf

KF o WIRFNTERYIN 24 K3, (O B IR 55 48 320 B IESL 58, IBEL AT AT B HTTPPasswordMgr
o JHHE NHA K LE R4, X HTTPPasswordMgriWithDefaultRealm iR, fiF
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Jy URL $85 BN P40 R . A RS2 4 AR L P 4 IR, i ISV BA L, 1
None ff add_password JrikHI 22 KM SR, IR BRI P 4RI

HICHESOPAIER) 2T URL, %45 add_password() i) URL Z5] “BIER” ) URL 0245 PADLHL:

# create a password manager
password_mgr = urllib.request.HTTPPasswordMgrWithDefaultRealm ()

# Add the username and password.

# If we knew the realm, we could use it instead of None.
top_level url = "http://example.com/foo/"
password_mgr.add_password (None, top_level_url, username, password)

handler = urllib.request.HTTPBasicAuthHandler (password_mgr)

# create "opener" (OpenerDirector instance)
opener = urllib.request.build_opener (handler)

# use the opener to fetch a URL
opener.open (a_url)

# Install the opener.
# Now all calls to urllib.request.urlopen use our Opener.
urllib.request.install_ opener (opener)

#HiE: FE LR FATHE | build_opener $2lt T HTTPBasicAuthHandler., FEZRIATHE ML T
opener 2% i, & &1 X 7 LR 00 19 AL #E#S - ProxyHandler (WA E THIANEE T http_proxy I
78 §), UnknownHandler, HTTPHandler, HITPDefaultErrorHandler, HTITPRedirectHandler,
FTPHandler,FileHandler,DataHandler, HTTPErrorProcessor,

top_level url HS £ g —5¢ %M URL (045 “http:” #7MFI FAL4 K T ERSG H5), HEdl "hetp:/
/example.com/" , &4 @—% “UiRRIR" (BPEHL, KrErm5), WAl "example. com" &
"example.com:8080" (JF—ARPIEE THITE) . ViR AEHELE PSR 34—l
"joe:password@Rexample.com" HiAIEH .

7 KHE

urllib 1 B 246 0 AR S . X238 5T ProxyHandler SEEURY, 24400 2 ACHE A E A, J&1E % handler
FER 0. R R, AR RS TR . R £REE B O ProxyHandler , AN
EXAH, HEIE S Basic Authentication handler 254D

>>> proxy_support = urllib.request.ProxyHandler ({})
>>> opener = urllib.request.build_opener (proxy_support)
>>> urllib.request.install_opener (opener)

filE): Hijurllib. request & R SCRHETABUR he tps FEihl . (HIL D) BE AT DB LS urllib.request
K, AN BIRE TR

S A N B AR A REAE AR P ) IR . R st AR AR ER localhost URL, &I L. TE BB GBI, urllib i
SPRMEIFCEAE . T localhost e 55 2 il IA , FoAAZFH I urllib {8 f AR
6 urllib {¥j SSL ¢34 opener (CONNECT J5%:): ASPN Cookbook Recipe ,
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Hi[E): RS T REQUEST _METHOD AR &, N4 Z W HTTP_PROXY ; i getproxies () XH4.

8 EEFERE

Python #KHX Web S JEAYAE 127021 urllib JIF )2 http.client i, MJEENE] T EHETE,

M Python 2.3 FFUf, T DAFE i 22 10 7 S5 AW 2 1) AR HoF o ) o 3 Ko 0 20 B 332 3] I T 50l 1) B TR 7 X AR A
BOANEOLT, B P R oot Dol AMER. Hal, EETENLHIRZRERS hp.client 2 urllib.request
JEB o AR PAS A B N B A A2 SRy I

import socket
import urllib.request

# timeout in seconds
timeout = 10
socket .setdefaulttimeout (timeout)

# this call to urllib.request.urlopen now uses the default timeout
# we have set in the socket module

req = urllib.request.Request ('http://www.voidspace.org.uk")
response = urllib.request.urlopen (req)

9 IR

X% SCARY Hy John Lee B .
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