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PAT i 265 Python £ B Y SCEEIA 2 B 2I44:
¢ Basic Authentication

PA Python [EVf5f#) Basic Authentication 3£,

urllib.request 2 —1{f /| 4% URLSs (Uniform Resource Locators) U5 %8} Python #54H . B HLt—(W T 5 b
R R 2 2 TEAN ik, wrlopen R, WARAL TR EIAE A A1 F A BEBE— 280 RUEHRE], Flan: &
7Kf] authentication, cookies. proxies 4545, 18 8EHS A DAY handler 5% opener ¥ {31 .

urllib.request X FFLF"URL %" (Glad URL H " " Z BiFAF R I PAR 43—l "ftp: //python.org/
"oy o nfrp" ) BIASRHCEM MY (FTP, HTTP 2 2%) ) URL %8, AR X
i HTTP 3% 5.

— WS E T urlopen RAEH RS MR, EERBEE SR EAREMOEET, R0 68 T 28O #
HyperText Transfer Protocol 5 — &) T fift. #5e% HHSHEENZE RFC 2616, Rifh &t — 8 SefHER
%5 E5E, AR B G R AL 2 [E)R HTTP a8 DR A wrllib . 33 (3 BRI HEEEUL urllib . request
B, IREREFREE.

2 4 URL BB &R

PAF 2 urllib.request 5 & B0 7

import urllib.request
with urllib.request.urlopen('http://python.org/') as response:
html = response.read()

2R AEGE ok URL 3R B8 U5 G B A7 i — &, AT PAR A shutil.copyfileobj () Fl tempfile.
NamedTemporaryFile () HRA:

import shutil
import tempfile
import urllib.request

with urllib.request.urlopen('http://python.org/"') as response:
with tempfile.NamedTemporaryFile (delete=False) as tmp_file:
shutil.copyfileobj (response, tmp_£file)

with open(tmp_file.name) as html:
pass

urllib (AR 2 HI 2 X A B (RS URL AR{UAT DA http: I3k, SERTPAR fip: | file: 5%) . A AEARH
MR N 375, H b2 K3k HTTP.

HTTP DA KRN0 S A Fehl——%& P 2R g sk, IRSs 48 &£ . urllib.request il Request X4 RN E
AR HTTP 353K . 5 (7 B i B 30 2 A 28— Request X142, 55 TAHZEZRELY URL, fliX4™ Request %
ZAENSEOH A “urlopen® , KF£xiR[F11%Z URL AR TS o WX S 2T SOt 4, st /2 idd nr DAXT 8
.read () ZFMmsd:
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import urllib.request

req = urllib.request.Request ('http://www.voidspace.org.uk")
with urllib.request.urlopen(req) as response:
the_page = response.read()

TWHYER, urllib.request ] [7]—> Request £z [TACPETH URL J5 5. Lannl £ FTP KU -

req = urllib.request.Request ('ftp://example.com/")

# HTTP 1l 7, Request XY R BEGMPII RSN 5 5ol DMEBR L 2l o5 . L, T DA 7 X Hdls
IR R BSME S (metadata) 45 I 55 8% X L85 AP 2 AE 8 HTTP SKAR” Bl Ak . RHHKIR
Ao

2.1 BB

AR HEAS URL Ak, I URL 24854~ CGI GEMH M X8 0) BIAR S H AL web . XF
T HTTP i 5, X2 A FER POST iR A58 M. 24 Web TUHE ) HTML KPR, WIEAHE
WRPATHEAE . (HHAZPTA R POST #ook H £ 8 WA POST Jr XA 4E M Ech 2] A S i . Xt
THEE M HTML 28, FUREFRZEDER i, RE1EHR data 5L 4 Request X4 Fifdid Fe 2 H
urllib.parse JERBREGE NN

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
values = {'name' : 'Michael Foord',

'location' : 'Northampton',

'language’' : 'Python' }

data = urllib.parse.urlencode (values)

data = data.encode('ascii') # data should be bytes

req = urllib.request.Request (url, data)

with urllib.request.urlopen(req) as response:
the_page = response.read()

YR, AT ER A HALG, Anh HTML R &S0 240795152 W HTML JjE, #i40 4%
WA data 250, urllib 8 A GET 353K . GET f1 POST ik A4 — AR, POST igkAA: HA “EIfE
7, TS AR T A RGEAIRAS . B0, AN —NTT 8, S — RHERERE B IR st B R . R
%% HTTP b BAHG5 H POST % 2 BSSEIVER , 1 GET ik M R SHEIER . (H%A 12 rEaEm
1l GET A1 POST KA EI1E A - BdEtdn] PAZE HTTP GET iR i, R BB B4 5 %] URL HEp],

RN B

>>> import urllib.request
>>> import urllib.parse

>>> data = {}

>>> data['name'] = 'Somebody Here'

>>> data['location'] = 'Northampton'

>>> data['language'] = 'Python'

>>> url_values = urllib.parse.urlencode (data)

>>> print (url_values) # The order may differ from below.

name=Somebody+Here&language=Python&location=Northampton

(FItakss)
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(R —H)

>>> url = 'http://www.example.com/example.cgi'
>>> full_url = url + '"?' + url_values
>>> data = urllib.request.urlopen (full_url)

WER, 58%00 URL gl e iR 2 GV, o iR 20 4 i i &t .

2.2 HTTP LEps 2

A ADEARR HTTP SGRER, DA AN A7E HTTP 3R AT E E .

e NIRRT E] B B RN 0 RS IR AR T BRIAESL T, urllib K 5 SrbR
P14 “Python-urllib/xy” (HHt x . v /2 Python HUAM . WHAS, il Python-urllib/2.5), XA
SRR R EN TS, BOE T ME A O R AR, WSR2l k5 B User—-Agent’ FARIHH T,
TEAE Request RPNy, ATDAE AP MBI SLAE B . DA R BIRAE S 2 B A 3K, H2 B Srr
PR AN A Internet Explorer®

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)"
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }
headers = {'User—-Agent': user_agent}

data = urllib.parse.urlencode (values)

data = data.encode('ascii')

req = urllib.request.Request (url, data, headers)

with urllib.request.urlopen(req) as response:
the_page = response.read()

Wi R G A W AMRAT D5k . 82 A Kinfo A= genurl 35y, Tl BN & K AAT 4.

3 FEHLE

Q2R urlopen ToyE AL BRI A5 B, #i<fii X URLError o R 5l # 1Y Python API —#4f, 0] GEfil &
ValueError . TypeError ZNE R,
HTTPError f& URLError [T, 4 URL J& HTTP {55 I b2 il % .
FRREIREM urllib.error B S,

! i1 Google.

2P RSB IR, RIAN [  00 AR E RRE RO M SO W MR R web AR E S . ARSERYR, REMBEK
SR I AN 0 0 2 6 AN [ A A 1 I T

3 MSIE 6 [f] user-agent {Z B2  “Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)”
447 2 HTTP i3k L3895 B, 3151528 Quick Reference to HTTP Headers,
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3.1 URLError

fil ) URLError {5 A, #H ZMEAE (SEAEEERS MMM E ), BEHEENRE AL X
fil & W) S8 2 —A> reason JEE, 2 ML ER ARSI SCAN RGBT .

Bildn:

>>> req = urllib.request.Request ('http://www.pretend_server.org')
>>> try: urllib.request.urlopen (req)
. except urllib.error.URLError as e:
print (e.reason)

(4, 'getaddrinfo failed')

3.2 HTTPError

MRS 53R 0] 45 HTTP 1 AR AL & — N RTSHD” o A5 FHZOIR S 2 W IR 55 48 TC 3 52 %18 2K
BRI I AL FL R 0 o A P53 G v P — R A0 R 7 o B0 ) Y A “redirection , IXSEERE P M 5 — URL 4b
IRECBHE, urllib ¥ 2 HATALHL, X FARLE T yE AL PRAGIR L, urlopen $$455| % HTTPError . HAIRYHE R
fh: “404” (TUMHIJCEERE]) . “403” (Wsk@EfELn) F <4017 (FFEFHINE) .

4R HTTP £5i21515 2 5% RFC 2616
HTTPError SLHPRFL & — ALY “code” J@M, XTI F RS 4% &Kk 4L iR

HiRXTS
T BOA PR RS BATAR PR S 7] (300 DAPNADASIRAS) , 1 H. 100--299 [RRRASIDE R Ry, PR i 3 2
2B 400--599 [ AR RAD

http.server.BaseHITPRequestHandler.responses 2RA f MM, HAz5H T RFC 2616
BN T AW N ARSI, R S oan T

# Table mapping response codes to messages; entries have the
# form {code: (shortmessage, longmessage) }.

responses = {
100: ('Continue', 'Request received, please continue'),
101: ('Switching Protocols',

'Switching to new protocol; obey Upgrade header'),

200: ('OK', 'Request fulfilled, document follows'),
201: ('Created', 'Document created, URL follows'),
202: ('Accepted',
'Request accepted, processing continues off-line'),
203: ('"Non—-Authoritative Information' 'Request fulfilled from cache'),
204: ('No Content', 'Request fulfllled, nothing follows'),
205: ('Reset Content', 'Clear input form for further input.'),
206: ('Partial Content', 'Partial content follows.'),
300: ('Multiple Choices',
'Object has several resources -- see URI list'),
301: ('Moved Permanently', 'Object moved permanently —-- see URI 1list'),
302: ('Found', 'Object moved temporarily —-- see URI list'),
303: ('See Other', 'Object moved -- see Method and URL list'),
304: ('Not Modified',
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FEH LR

'Document has not changed since given time'),

305: ('Use Proxy',
'You must use proxy specified in Location to access this
'resource.'),

307: ('Temporary Redirect',

'Object moved temporarily —-—- see URI list'),
400: ('Bad Request',

'Bad request syntax or unsupported method'),
401: ('Unauthorized',

'No permission -- see authorization schemes'),
402: ('Payment Required',

'No payment -- see charging schemes'),
403: ('Forbidden',

'Request forbidden -- authorization will not help'),
404: ('Not Found', 'Nothing matches the given URI'),
405: ('Method Not Allowed',

'Specified method is invalid for this server.'),
406: ('Not Acceptable', 'URI not available in preferred format.'),
407: ('Proxy Authentication Required', 'You must authenticate with '

'this proxy before proceeding.'),
408: ('Request Timeout', 'Request timed out; try again later.'),
409: ('Conflict', 'Request conflict.'),
410: ('Gone',

'URI no longer exists and has been permanently removed.'),
411: ('Length Required', 'Client must specify Content-Length.'),
412: ('Precondition Failed', 'Precondition in headers is false.'),
413: ('Request Entity Too Large', 'Entity is too large.'),
414: ('Request-URI Too Long', 'URI is too long.'),
415: ('Unsupported Media Type', 'Entity body in unsupported format.'),
416: ('Requested Range Not Satisfiable',

'Cannot satisfy request range.'),
417: ('Expectation Failed',

'Expect condition could not be satisfied.'),
500: ('Internal Server Error', 'Server got itself in trouble'),
501: ('Not Implemented',

'Server does not support this operation'),
502: ('Bad Gateway', 'Invalid responses from another server/proxy.'),
503: ('Service Unavailable',

'The server cannot process the request due to a high load'),
504: ('Gateway Timeout',

'The gateway server did not receive a timely response'),
505: ('HTTP Version Not Supported', 'Cannot fulfill request.'),

L fuh SR, MRS ARE AR B HTTP 853520 Fef iR DU TN, . o AR HTTPError SEAH) A [m] 11 i
FIMRLY. . IXFERE R T code JEHEZ AL, HEIRITZIAME urllib. response BHGR IR A read., geturl
F1 info Jyk:

>>> req = urllib.request.Request ('http://www.python.org/fish.html")
>>> try:
urllib.request.urlopen (req)
except urllib.error .HTTPError as e:
print (e.code)
print (e.read())

(D)
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404

b'<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1l/DTD/xhtmll-transitional.dtd">\n\n\n<html

<title>Page Not Found</title>\n

33 B2

HHMER AL HTTPError 3 URLError , A PRI SE. HER NS —for .

F—HMHE

from urllib.request import Request, urlopen
from urllib.error import URLError, HTTPError
req = Request (someurl)
try:
response = urlopen(req)
except HTTPError as e:
print ('The server couldn\'t fulfill the request.')
print ('"Error code: ', e.code)
except URLError as e:
print ('We failed to reach a server.')
print ('Reason: ', e.reason)
else:
# everything is fine

#iE): except HTTPError /R HieAbH, &N except URLError ¥4 Bletdfifk HTTPError .

BEHMHR

from urllib.request import Request, urlopen
from urllib.error import URLError
req = Request (someurl)
try:
response = urlopen(req)
except URLError as e:

if hasattr (e, 'reason'):
print ('We failed to reach a server.')
print ('Reason: ', e.reason)

elif hasattr (e, 'code'):

print ('The server couldn\'t fulfill the request.')

print ('Error code: ', e.code)
else:
# everything is fine




4 info 0 geturl 5%

iy urlopen (5 HTTPError SXfl) FriR [l ma B AL & A~ E FE i info () Al geturl (), &ML
iR urllib. response & X,

geturl —— iR [ ITARELIT I LSS URL. %7 VARA A, Bk urlopen (&K opener X4:) WREC AL T
—REE M. CIRPA R URL R34 iG>k URL .
info - % 77 R [El— AN LTS, ik TRRBUG OO, F5 A RS54 3% th ik #B(5 E (headers) .

HEiIE & http.client .HTTPMessage 3L,

Typical headers include *Content-length’, ’Content-type’, and so on. See the Quick Reference to HTTP Headers for a
useful listing of HTTP headers with brief explanations of their meaning and use.

5 Opener 1 Handler

When you fetch a URL you use an opener (an instance of the perhaps confusingly named urllib.request.
OpenerDirector). Normally we have been using the default opener - via urlopen - but you can create custom
openers. Openers use handlers. All the “heavy lifting” is done by the handlers. Each handler knows how to open URLs
for a particular URL scheme (http, ftp, etc.), or how to handle an aspect of URL opening, for example HTTP redirections
or HTTP cookies.

2 B AL ) B handler $REL URL, FHZEANE-—> opener Xf4¢, BilfALHHE cookie (1) opener, B} H 2 ]
A AL EEIY) opener

# B OA #  opener, 4 L fl b — A4~ OpenerDirector , A J5 E &E W H

add_handler (some_handler_instance) .

s F WA build_opener , iX /@A H K FH A2 opener X4 HHEM %L build_opener ERIALUR
JJIUL/‘ handler, NidifHRMHL T P 75 A1/ B 78 55 2RI handler )77

A BEIE T E A I AY handler, DAEARBEACER . B O3\ UEAIH A DL EARS RCR R I 1 D

install_opener AJ T ik opener XN (4)5) BRiA opener, XEEE T urlopen W& R AT %
K opener,

opener X LA —4 “open Jik, FIHEEEIHAILAZKE url, J5:05 urlopen pREHHIA]. BRAER A T
HE, BNENELMHA install_opener .

6 BN

AT BB handler BRI FE, 2B HTTPBasicAuthHandler o A K%M HE IR 41
AFE R B IE ) TAE R ——% 2|7 Basic Authentication Tutorial .

ﬂn% ST BMANIE, IRS IS Kk R B AIER SLEBME B (PAK 401 #5iRAHS ) . X A& (E S48 T 5
A IEF N “Z4 XKk (realm)”, #&A W F PR : WWW-Authenticate: SCHEME realm="REALM" ,

Bilan

WWW-Authenticate: Basic realm="cPanel Users"

IRIG, P N B IACRTE R, SR T A S B A 5 e DI B A A T . X A
BUHAIE”. R T RiAbE R, W PARE HTTPBasicAuthHandler ff—NSE0) K08 I B opener.,

HTTPBasicAuthHandler fJ—/4 N BLAR N SORAE B URL , 224 KIS 580 . 44 Z (6] A S
KA o WERAERH VI Z 4 DI (O B M d54% 2 0 O IE SR 5 B, IR AT A 3] HTTPPasswordMgr
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o BHEAIHARLLEXRIEMA 4, XBH “HTTPPasswordMgrWithDefaultRealm* 5ifR 518, fi4 >k URL
HE BN P2 NS . A A A KR AL P2 e, o HEIBVAE. R None 1
A add_password J{ER LA XIS E, RIRHBIAH A,

HICHR LS OPAIERY 2T URL, [1%45 add_password() i) URL 453 “HIIR” #Y URL tH A5 RAVLHL:

# create a password manager
password_mgr = urllib.request.HTTPPasswordMgrWithDefaultRealm()

# Add the username and password.

# If we knew the realm, we could use it instead of None.
top_level_url = "http://example.com/foo/"
password_mgr.add_password (None, top_level_url, username, password)

handler = urllib.request.HTTPBasicAuthHandler (password_mgr)

# create "opener" (OpenerDirector instance)
opener = urllib.request.build_opener (handler)

# use the opener to fetch a URL
opener.open (a_url)

# Install the opener.
# Now all calls to urllib.request.urlopen use our opener.
urllib.request.install_opener (opener)

HEE): LA LSBT, Hi build_opener 44 T HITPBasicAuthHandler . ERINIENL K, opener &4
T b B WARDLEY) handler ——ProxyHandler (ARGEAIRAIE, WAL E TR R http_proxy
) , UnknownHandler , HTTPHandler , HTTPDefaultErrorHandler ., HTTPRedirectHandler ,
FTPHandler . FileHandler ., DataHandler ., HTTPErrorProcessor .

top_level url H5E % £ /g —45¢% 1) URL (444E “http:” #043F1 E W44 K I ERY IR 1145 ), Holil "hetp: /
/example.com/" , & L4 “UiMARR" (RIEN4, KWk HS), A "example . com" 5
"example.com:8080" (J§—AM/RBIEE TiHS) o AR AREE “HAFER” Ma——m
"joe:password@Rexample.com" FiAIEH .

7 KE

urllib S 5 Sl I 60 PRI E . X 2iilid ProxyHandler SEBLAY, 440 PR E N, 21E% handler
FER R . EEX RS, (AR REA RO . MR E H O ProxyHandler , ANBE
EXAH, HBE IS Basic Authentication handler Z5{:

>>> proxy_support = urllib.request.ProxyHandler ({})
>>> opener = urllib.request.build_opener (proxy_support)
>>> urllib.request.install_opener (opener)

fiE): HEjurllib.request A~ LFFE I ht tps gL (HIL I E W DA 4 urllib.request
FKIEH, WA BIRERT RS .

S A Nb B R AR A BEAE AR A 1 TR o A SR sl i AR BB Jocalhost URL, ¥ 25| PH 1k . 1B % E A0, urllib 4t
STRWBNLEEE . T H localhost Az 45# R BIA, FRAABIH (1 urllib {f F (03
6 urllib ] SSL 138 opener (CONNECT J3): ASPN Cookbook Recipe .
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Hi[E): RS T REQUEST_METHOD AR &, |4 Z W HTTP_PROXY ; i getproxies () XH4.

8 EEFERE

Python #kH{ Web BT BE T @021 urllib J 22 http.client M, M5 X HE] 7 EE T,

M Python 2.3 FFUf, 1T DAFE i 22 10 7 S5 A W] 2 1) AR Hof o ) o 3 X 20 B 332 3] I T 00l 1) B TR 7 X AR A
BOANEOLT, Bp i oot AR, Hil, EH7 -G RERS hp.client B urllib.request
JEB o AR PAS A B N B A A2 SRy I

import socket
import urllib.request

# timeout in seconds
timeout = 10
socket .setdefaulttimeout (timeout)

# this call to urllib.request.urlopen now uses the default timeout
# we have set in the socket module

req = urllib.request.Request ('http://www.voidspace.org.uk")
response = urllib.request.urlopen (req)

9 IR

X% SCAY Hy John Lee B .
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