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I’ m only going to talk about INET sockets, but they account for at least 99% of the sockets in use. And I’ 11 only talk
about STREAM sockets - unless you really know what you’ re doing (in which case this HOWTO isn’ t for you!), you’
1l get better behavior and performance from a STREAM socket than anything else. I will try to clear up the mystery of
what a socket is, as well as some hints on how to work with blocking and non-blocking sockets. But I’ 1l start by talking
about blocking sockets. You’ Il need to know how they work before dealing with non-blocking sockets.

PSSR PIRME R 2 —TE T [ B35 ] FIARRRE MY ERIARN, KR T BT FrhEdk, 1h#k
A % om ] By TIA5 o ) BT ZRAIE, B E i Fom il — i, RS e
FHEBREPIEL 5. & HAE (Feln: ARADIYERR) S T% ) B8 A8 RS54 0 AT DA
A THRS5us ] BT 1% il BRI

1.1 Hs

Huih ik, fE4MER IPC UERRRLES) 1, BRTRHEMITN. EEMEENFE L, TREAFHERE
PRy IPC S, (HRRmtBs- -Gkl SRy A — bk

BN BSD Unix BE RGN — AR e M, BB K —FEAE PR A4 . A — MR S5 ——
E%?%H@T%%Q@%Eﬁﬁ%ﬂﬁﬁﬁm%@ﬁéﬁﬁékﬁMﬁﬁﬁﬁﬁ(i&ﬁ%%ﬁ%ﬁ%%
W

2 QIBEREF

FRTME G , 24 R AT AR B A U A SERE N, ARG YT AR i C M0 T N X L1

#create an INET, STREAMing socket
s = socket.socket (

socket .AF_INET, socket.SOCK_STREAM)
#now connect to the web server on port 80
# — the normal http port
s.connect ( ("www.mcmillan—-inc.com", 80))
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#create an INET, STREAMing socket
serversocket = socket.socket (

socket .AF_INET, socket.SOCK_STREAM)
#bind the socket to a public host,
# and a well-known port
serversocket .bind((socket.gethostname (), 80))
#become a server socket
serversocket.listen (5)
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while 1:
#accept connections from outside
(clientsocket, address) = serversocket.accept ()

#now do something with the clientsocket

#in this case, we'll pretend this is a threaded server
ct = client_thread(clientsocket)

ct.run ()
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If you need fast IPC between two processes on one machine, you should look into whatever form of shared memory the
platform offers. A simple protocol based around shared memory and locks or semaphores is by far the fastest technique.

If you do decide to use sockets, bind the “server” socketto ' localhost'. On most platforms, this will take a shortcut
around a couple of layers of network code and be quite a bit faster.
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class mysocket:
""'"demonstration class only
- coded for clarity, not efficiency

rrr

def _ init_ (self, sock=None):
if sock is None:
self.sock = socket.socket (
socket .AF_INET, socket.SOCK_STREAM)
else:
self.sock = sock

def connect (self, host, port):
self.sock.connect ( (host, port))

def mysend(self, msg):
totalsent = 0
while totalsent < MSGLEN:
sent = self.sock.send(msg[totalsent:])
if sent ==
raise RuntimeError ("socket connection broken")
totalsent = totalsent + sent

def myreceive (self):

chunks = []

bytes_recd = 0

while bytes_recd < MSGLEN:
chunk = self.sock.recv(min (MSGLEN - bytes_recd, 2048))
if chunk == '"':

raise RuntimeError ("socket connection broken'")

chunks.append (chunk)
bytes_recd = bytes_recd + len (chunk)

return ''.join (chunks)
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4.1 EEFEAEHR

Probably the worst thing about using blocking sockets is what happens when the other side comes down hard (without
doing a close). Your socket is likely to hang. SOCKSTREAM is a reliable protocol, and it will wait a long, long time
before giving up on a connection. If you’ re using threads, the entire thread is essentially dead. There’ s not much you
can do about it. As long as youaren’ t doing something dumb, like holding a lock while doing a blocking read, the thread
isn’ t really consuming much in the way of resources. Do nor try to kill the thread - part of the reason that threads are
more efficient than processes is that they avoid the overhead associated with the automatic recycling of resources. In other
words, if you do manage to kill the thread, your whole process is likely to be screwed up.
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In Python, you use socket .setblocking (0) to make it non-blocking. In C, it’ s more complex, (for one thing,
you’ Il need to choose between the BSD flavor O_NONBLOCK and the almost indistinguishable Posix flavor O_NDELAY,
which is completely different from TCP_NODELAY), butit’ s the exact same idea. You do this after creating the socket,
but before using it. (Actually, if you’ re nuts, you can switch back and forth.)
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ready_to_read, ready_to_write, in_error = \
select.select (
potential_readers,
potential_writers,
potential_errs,
timeout)
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One very nasty problem with select: if somewhere in those input lists of sockets is one which has died a nasty death, the
select will fail. You then need to loop through every single damn socket in all those listsand doa select ( [sock],
[1,[1,0) until you find the bad one. That timeout of 0 means it won’ t take long, butit’ s ugly.
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Portability alert: On Unix, select works both with the sockets and files. Don’ t try this on Windows. On Windows,
select works with sockets only. Also note that in C, many of the more advanced socket options are done differently on
Windows. In fact, on Windows I usually use threads (which work very, very well) with my sockets. Face it, if you want
any kind of performance, your code will look very different on Windows than on Unix.

5.1 Performance

There’ s no question that the fastest sockets code uses non-blocking sockets and select to multiplex them. You can put
together something that will saturate a LAN connection without putting any strain on the CPU. The trouble is that an app
written this way can’ t do much of anything else - it needs to be ready to shuffle bytes around at all times.

Assuming that your app is actually supposed to do something more than that, threading is the optimal solution, (and using
non-blocking sockets will be faster than using blocking sockets). Unfortunately, threading support in Unixes varies both
in API and quality. So the normal Unix solution is to fork a subprocess to deal with each connection. The overhead for
this is significant (and don’ t do this on Windows - the overhead of process creation is enormous there). It also means
that unless each subprocess is completely independent, you’ 1l need to use another form of IPC, say a pipe, or shared
memory and semaphores, to communicate between the parent and child processes.

Finally, remember that even though blocking sockets are somewhat slower than non-blocking, in many cases they are
the “right” solution. After all, if your app is driven by the data it receives over a socket, there’ s not much sense in
complicating the logic just so your app can wait on select instead of recv.
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