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ZF31: There is a French translation of an earlier revision of this HOWTO, available at urllib2 - Le Manuel manquant.
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o A n:m ¢k ”Z}“E Ad="EYTth- 9 & "ftp"E "ftp://python.org/" e URL 27 JUthH
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A& & whubApubx), HTTP (HyperText Transfer Protocol) Oﬂ o 3l o) sl 7} & 2 3o} HTTP o thst 74 =
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urllib.request & AF& 5= 7H8 7hebel v 2 o} 27 25U o)

import urllib.request
with urllib.request.urlopen('http://python.org/') as response:
html = response.read()
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2] W, shutil.copyfileobi () 2} tempfile.
NamedTemporaryFile () 45 &3 3T 4 51 r’]’

import shutil
import tempfile
import urllib.request

with urllib.request.urlopen('http://python.org/"') as response:
with tempfile.NamedTemporaryFile (delete=False) as tmp_file:
shutil.copyfileobj (response, tmp_file)

with open(tmp_file.name) as html:
pass
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import urllib.request

req = urllib.request.Request ('http://www.voidspace.org.uk")
with urllib.request.urlopen(req) as response:
the_page = response.read()

urllb.request-= £ URL 2~ 7)-§ % 2] 8+7] 913 22 Request AL E} 3l o & A& oh. o & Eol, 33}
Lo FTP 242 ¥ 4+ Utk

req = urllib.request.Request ('ftp://example.com/")
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SHE 9 88 229 7 AL T, HITPol A, ol 218 55 POST 870 eka 221 2 A% A-£ao

Egﬁl/]‘:}- o] AL TF HellA ZH-rJ 42 HTML 3 (form) & A& vff B} A4 7 =3 3t= A YU Th
2 EPOST7} ol w22 48 % ‘4‘3} POSTE /\}3404 ooy H]O]Eia oA A4l e S&
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Q1,13 t}L data O]Z]-E Request 711 Aol ALttt 2AF YL urllib.parse 2ol B & 89 S4E
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import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
values = {'name' : 'Michael Foord',

'location' : 'Northampton',

'language’' : 'Python' }

data = urllib.parse.urlencode (values)

data = data.encode('ascii') # data should be bytes
req = urllib.request.Request (url, data)

with urllib.request.urlopen(req) as response:

the_page = response.read()

0E Aol 92w 4 A8l $ UL (15 o] HIML Eol 4 A& == ahis 4
Z}A EP W82 HTML Specification, Form Submissiong 22 S} Al 2

data 91418 A5 2o w, urllibs GET £ 32 AH& 3 th GET} POST £ o] ThE o 744 =
POST 8 4ol &5 “F2r87 o] k= AYUth: o WA o2 & AIAH Y A& HA YT (& =]
Aol 7] 227 0] of 2] B9 £ ool WET £ % FEE Y4 UTH. HITP 3 Fo] POSTE F4 2752
do 7+ Zolal, GET-2 zqEH FAEE o7 vt 93] 3Fal YA T GET 84 o] 282
9 © 7] A1} POST _,J_7§ of &g o] gl S & £+ 915Utk URL A of] Q159 8Fo] HTTP GET

2o golHE Agd % 94 yrh

e} 2ol SaAH Ytk

>>> import urllib.request
>>> import urllib.parse
>>> data = {}

>>> data['name'] = 'Somebody Here'

>>> datal['location'] = 'Northampton'

>>> data['language'] = 'Python'

>>> url_values = urllib.parse.urlencode (data)

>>> print (url_values) # The order may differ from below.

name=Somebody+tHere&language=Python&location=Northampton

(Th5 sTeTATol A1)
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>>> url = 'http://www.example.com/example.cgi'
>>> full url = url + '"?' + url_values
>>> data = urllib.request.urlopen (full_url)

A7) URLE URLe] 28 $748 hg A58 g4 F7hsko] ol ol §2) 51414 2.
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o 71 & HTTP 8 of| S|t & F7Fst= = A 8t7] sl & 7k 54 HTTP & o o] &3l 2 .
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SYYrt} o] & o] Python-urllib/2.5) & A_,tg Ly, o] Aol EE T A 7] AL}, ©HA] FHE3}HA|
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Internet Explorer @] 31 v] 7 0 g A3k},

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)"
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }
headers = {'User—-Agent': user_agent}

data = urllib.parse.urlencode (values)

data = data.encode('ascii')

req = urllib.request.Request (url, data, headers)

with urllib.request.urlopen(req) as response:
the_page = response.read()
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urlopen raises URLError when it cannot handle a response (though as usual with Python APIs, built-in exceptions
such as ValueError, TypeError etc. may also be raised).

HTTPError is the subclass of URLError raised in the specific case of HTTP URLs.
o ZYA=urllib.error 25| YE YU}

log Eo] 2.

2 B2}-9-7) 2153 (browser sniffing) & ] AFo] E T zFlol] ¢ L L2 th- ] BES ALgoto] Alo|ER FEEHE Z0]
AN FYAYUTh B % @2 Ato] EV o 73] HepeA bt o2 WS By ch

B MSIE 6 2] A}-&2} of] o] A E (user agent) = ‘Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SVI1; .NET CLR 1.1.4322)" 14Ut}
4o W HTTP &4 3|t ol o) & 214 8F W) 8-S Quick Reference to HTTP HeadersS 234 Al
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3.1 URLError

T, UENT A2 gAY RAFEA AW Z] F27F AW, AARA A7t ¢l 7] w2 ol URLError
ZF kA gty e}, o] AL, WA S o Q] ol &= ‘reason’ O] E B HEVI gJon, o] oy
A A& 288k FE2Y Utk

AqE =

>>> req = urllib.request.Request ('http://www.pretend server.org')
>>> try: urllib.request.urlopen (req)
except urllib.error.URLError as e:
print (e.reason)

(4, 'getaddrinfo failed')

3.2 HTTPError

Every HTTP response from the server contains a numeric “status code”. Sometimes the status code indicates that the
server is unable to fulfil the request. The default handlers will handle some of these responses for you (for example,
if the response is a “redirection” that requests the client fetch the document from a different URL, urllib will handle
that for you). For those it can’ t handle, urlopen will raise an HTTPError. Typical errors include ‘404’ (page not
found), ‘403’ (request forbidden), and ‘401’ (authentication required).

2 EHTTP ol 8] Z=0f o3k & 3 F A= RFC 26162 A A 102 F23HIA1 L

The HTTPError instance raised will have an integer ‘code’ attribute, which corresponds to the error sent by the
server.

ozl 2=
715 A 7= FyEld 600 MY e FE)S X dtal, 100-299 HY e FEE=AFS VYRR BE
400-599 9 9] o8] =k HA Huch

http.server.BaseHITPRequestHandler.responses+ RFC 26167} A} &3l= RE S =&

EASE R88 39 2= 90 QU BelE 8l AV E of 7o) ABTI T}

# Table mapping response codes to messages; entries have the
# form {code: (shortmessage, longmessage) }.

responses = {
100: ('Continue', 'Request received, please continue'),
101: ('Switching Protocols',

'Switching to new protocol; obey Upgrade header'),

200: ('OK', 'Request fulfilled, document follows'),
201: ('Created', 'Document created, URL follows'),
202: ('Accepted',

'Request accepted, processing continues off-1line'),
203: ('Non-Authoritative Information', 'Request fulfilled from cache'),
204: ('No Content', 'Request fulfilled, nothing follows'),
205: ('Reset Content', 'Clear input form for further input.'),

(

206: 'Partial Content', 'Partial content follows.'),
300: ('Multiple Choices'
'Object has several resources —-- see URI list'),
301: ('Moved Permanently', 'Object moved permanently —-- see URI list'),
302: ('Found', 'Object moved temporarily —-—- see URI list'),
303: ('See Other', 'Object moved -- see Method and URL list'),
304: ('Not Modified',
'Document has not changed since given time'),
305: ('Use Proxy',

(Th5 sTeTATol A1)
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'You must use proxy specified in Location to access this '
'resource.'),

307: ('Temporary Redirect',

'Object moved temporarily -- see URI list'),
400: ('Bad Request',

'Bad request syntax or unsupported method'),
401: ('Unauthorized',

'No permission —-- see authorization schemes'),
402: ('Payment Required',

'No payment —-- see charging schemes'),
403: ('Forbidden',

'Request forbidden -- authorization will not help'),
404: ('Not Found', 'Nothing matches the given URI'),
405: ('Method Not Allowed',

'Specified method is invalid for this server.'),
406: ('Not Acceptable', 'URI not available in preferred format.'),
407: ('Proxy Authentication Required', 'You must authenticate with '

'this proxy before proceeding.'),
408: ('Request Timeout', 'Request timed out; try again later.'),
409: ('Conflict', 'Request conflict.'),
410: ('Gone',

'URI no longer exists and has been permanently removed.'),
411: ('Length Required', 'Client must specify Content-Length.'),
412: ('Precondition Failed', 'Precondition in headers is false.'),
413: ('Request Entity Too Large', 'Entity is too large.'),
414: ('Request-URI Too Long', 'URI is too long.'),
415: ('Unsupported Media Type', 'Entity body in unsupported format.'),
416: ('Requested Range Not Satisfiable',

'Cannot satisfy request range.'),
417: ('Expectation Failed',

'Expect condition could not be satisfied.'),
500: ('Internal Server Error', 'Server got itself in trouble'),
501: ('Not Implemented',

'Server does not support this operation'),
502: ('Bad Gateway', 'Invalid responses from another server/proxy.'),
503: ('Service Unavailable',

'The server cannot process the request due to a high load'),
504: ('Gateway Timeout',

'The gateway server did not receive a timely response'),
505: ('HTTP Version Not Supported', 'Cannot fulfill request.'),

When an error is raised the server responds by returning an HTTP error code and an error page. You can use the
HTTPError instance as a response on the page returned. This means that as well as the code attribute, it also has

read, geturl, and info, methods as returned by the ur11ib. response module:

>>> req = urllib.request.Request ('http://www.python.org/fish.html")
>>> try:
urllib.request.urlopen (req)
except urllib.error.HTTPError as e:
print (e.code)
print (e.read())
404
b'<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1l/DTD/xhtmll-transitional.dtd">\n\n\n<html

<title>Page Not Found</title>\n




3.3 OI22|

So if you want to be prepared for HTTPError or URLError there are two basic approaches. I prefer the second
approach.

1H

from urllib.request import Request, urlopen
from urllib.error import URLError, HTTPError
req = Request (someurl)
try:
response = urlopen(req)
except HTTPError as e:
print ('The server couldn\'t fulfill the request.')
print ('"Error code: ', e.code)
except URLError as e:
print ('We failed to reach a server.')
print ("Reason: ', e.reason)
else:
# everything is fine

za: The except HTTPError must come first, otherwise except URLError will also catch an
HTTPError.
2t

from urllib.request import Request, urlopen
from urllib.error import URLError
req = Request (someurl)
try:
response = urlopen (req)
except URLError as e:

if hasattr(e, 'reason'):
print ('We failed to reach a server.')
print ('Reason: ', e.reason)
elif hasattr (e, 'code'):
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
else:

# everything is fine

4 info2} geturl

The response returned by urlopen (or the HTTPError instance) has two useful methods info () and geturl ()
and is defined in the module ur11ib.response..

geturl - 74 -2 5] 0] 2] 9] A A URL-E WF&§ U th o] = urlopen(FE+ AMEE 2. x v Aa)) o] glt] &)
FARE 5 A7 w2l FEFYh 7HA -2 o] X9 URLL 84 S URLI} 24 o5 4 FUTh
info - 7442 ol S Ayt QAT AR, E5 AW B SE. @A htep.client.
HTTPMessage QAAAEHA YU TH

Y ukA 9l 3| 6 o &= ‘Content-length’, ‘Content-type” 5©°] 55Utk 2 n et & %o o3l 7+eh3k A1 o]
£ 583 HTTP & 252 Quick Reference to HTTP HeadersS ZFZ 514 A] 2.
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URLE 7w L 2 (ot EAAHA o] F X urllib.request.OpenerDirector?] QA
HA)E /\]-361—\/]"4' I A O 2 urlopend 3 7|2 Q2 E ALL YA U AL AL Ao 2 T E WIS
S 95Uk e zE A2l E AU BE “olge 927 Ak ST 2 Al
_lzé URL &7 (http,ftp O)Oﬂ q]?_]_'URL,—_._ OI]-E Ho]"ﬁ O]L]’URL 05.7]-"2] @'étﬂ(@]%%ﬂ HTTP ﬂ]}]ﬂj}/\‘j
o] L} HTTP F7])& A &3l WS &1 9g5ych

EAQ A7 7 AXD A Z URLS 7HA 2l e 2 1S whEUth o & 5 7|2 A gsts L2 E
AW Y EAE A e L2y E A= Aol dFUh

_Q__;LL—]_

&=

s 7 9, OpenerDirector & o ~ " ~ 3} 3} t} 2,

Fe, 9 e 2 22y AA S Bt HY @42 build openerE AR & AF YT
build_openert 7|2 o2 o Hel 71 2ASAE, o FoAAG A2 el S A G s

),

ode el AW 45 Y ThE Y A2 VE mebal, A% U OHE THAW B S5 A 4FEL ALY
% g%tk
2]

install_opener& A}E3}o] opener AAE (AY) 7|2 2=z & 2t& 4 JF5 YT =, urlopens
F2oE AT 22U ASHUD,

Lz Aol urlopen &9t 22 WA 02 URLe 7HA L7 f18] A4 25T 4 Q1= open M A]
=75 UL B o]9)9, install openeraix“ﬂ' 42+ fsUth

6 7|2 2

Ol

To illustrate creating and installing a handler we will use the HTTPBasicAuthHandler. For a more detailed
discussion of this subject — including an explanation of how Basic Authentication works - see the Basic Authentication
Tutorial.

o1Fo] Aashuf, AHE 401 ol =} TA) AFS 8= ddE Bk oz AF
2713} ‘o o (realm)’ & A AT UTh o= o2 A A AS YT WwW-Authenticate: SCHEME
realm="REALM".

dE =

WWW-Authenticate: Basic realm="cPanel Users"

3—‘14 OJAEE Fo] AT o]5H HYAZTE 879 a]ﬂi 2338 245 oAl Al
T 3f oF @"4 t}. °] 2 °] 7]% ©] = (basic authentication)’ ¢ U T}. ZZN2E B3] 9 s
HTTPBasicAuthHandler IAE A9l o] A B 7]|E AR 2 =& U]"é g ﬁlgb]lﬂr

_4

HTTPBasicAuthHandler+ H] UM S 7] A} (password manager) 2= 2 A & AF2-5Fo] URL I} o & o] A
H] ' ¥ & (password) & AF-& A} ©] & (username) & £ 9] w2 A 2 U ch (A7 Bl Q% & T 2 HE])
F Yol F4A X] ¢}T}H, HTTPPasswordMgr & A& 4 Q5 UTH £F J o] £427 Aowgr:a}x]
?%'3141’4- o] %, HTTPPasswordMgriithDefaultRealmE Al&3l= 4 0] -‘ljalﬂ-b] t}. o] AL URL
O] 712 ARG AL o] FH YA G E A AT 5 AFUTE 54 GGl e hA 22 Al 5 5HA] ‘3%2“‘
ol Aol A ZH Yt NoneS add_password WA E 9] q}@realm olatz A 2sto] o] 2 LFepd U T

A URLL ¢1Z o] B 23 A WA URLY Yt} .add_password() o] 4 &3t URLH T} “t 2&” URLE
A X g oh

# create a password manager
password_mgr = urllib.request.HTTPPasswordMgrWithDefaultRealm ()

# Add the username and password.
# If we knew the realm, we could use it instead of None.
top_level_url = "http://example.com/foo/"

(Th5 sTeTATol A1)
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password_mgr.add_password (None, top_level_url, username, password)
handler = urllib.request.HTTPBasicAuthHandler (password_mgr)

# create "opener" (OpenerDirector instance)
opener = urllib.request.build_opener (handler)

# use the opener to fetch a URL
opener.open (a_url)

# Install the opener.
# Now all calls to urllib.request.urlopen use our opener.
urllib.request.install_opener (opener)

Z}31: In the above example we only supplied our HTTPBasicAuthHandler to build_opener. By default
openers have the handlers for normal situations - ProxyHandler (if a proxy setting such as an http_proxy
environment variable is set), UnknownHandler, HTTPHandler, HTTPDefaultErrorHandler,
HTTPRedirectHandler, FTPHandler,FileHandler,DataHandler, HTTPErrorProcessor.

top_level _url2 AAZ (‘http? &7 FA4 249 TAE o2 W MAHAA FE AT E F35}E)
AA URL, o] & E9] "http://example.com/" o] AL} “FA| (authorlty)” (E, A9 Hd0828 TE HAS
£ 285t T 2EY), o & E0] "example.com" O] Y "example.com:8080" (£ ALY o= T E W
T2 2FFUh AUt FA 7 AohE “userinfo” A L AE £3E}1A] gholof FUT)- o 2 S0

"joe:password@example.com" 2 ZHLIZ A| ¢F5 U T

N
|l

2tA|

urllib= Z A A LS A% 72 810 AHR-3 ColE ZEAl Aol A E uf It A 7] A A
%l—‘?’—ﬂ-ﬂ% ProxyHandler& 3| o] o] Ytk =2 oA E&0] A ke F¢7t
SSUITR. o8 912 2 71 & mebA 7} Ao A B A ProxyHandler & 245 A Vh
o] A& Basic Authentication ] ] 7] A A 3} ¥] 2 3F GA S AL235Fe] £33 YT

)
©
T
2
lo
fru
°1PN

>>> proxy_support = urllib.request.ProxyHandler ({})
>>> opener = urllib.request.build_opener (proxy_support)
>>> urllib.request.install_opener (opener)

i A urllib.request+ ZHAE F& https A E 7HA 2+ 2 A YskA sttt 19
‘/]', z el A 2 urllib.request & 2H7g-3ko] 84318 4 9l FU T,

Z+31: W4 REQUEST_METHOD 7} A A= ™ HTTP_PROXY = A UT}; getproxies () o AHAE
A2 AL
L= H

YA Bl Ao Ae o] YA 25 e A& AHgE oF Futh o] A S B3 localhost URLS 7hA £.2] 31 A =
St A Ut [EE Z A S AR SHe 5 A5 o] o, urllib+ o] 21& A=, localhost AHE 2T HES HAESHH,
urllib 7} Z A S AR5} A] B31A 8 oF gy o).

6 urllib opener for SSL proxy (CONNECT method): ASPN Cookbook Recipe.
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Yol A 2] 228 714 9 7] 913 sho] 4 A L A 55} of
£ A188131, o A THA] socket 2ol H 2] 2] & A& 3 o,

r}i rlo

gho] M 235 E A Ao 2 FE 7] Aol &70] FHS 7thEl = A AR T 5 st § iﬂol
= 7]’7*‘]ﬂ'°]=?5]'% & ZEIAYANA FE& T F UAFULh 7 EH o2 A BRE+= ]Z}Z]d"]

W< (hang) = Yd5YTE A, 24 A 7}73] 12 http.client U} urllib.request ~F oA =& A &5 1/]D}.
T, ths g o] BE Ao tisl 7|2 A FASE dddeg AT 4 5Tt

import socket
import urllib.request

# timeout in seconds
timeout = 10
socket.setdefaulttimeout (timeout)

# this call to urllib.request.urlopen now uses the default timeout
# we have set in the socket module

req = urllib.request.Request ('http://www.voidspace.org.uk')
response = urllib.request.urlopen (req)

9 Zx

o] E ]+ John Lee 7} AE 31 A H 5 ch
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