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import logging
import auxiliary_module

# create logger with 'spam_application'

logger = logging.getLogger ('spam application')
logger.setLevel (logging.DEBUG)

# create file handler which logs even debug messages
fh = logging.FileHandler ('spam.log')

fh.setLevel (logging.DEBUG)

# create console handler with a higher log level

ch = logging.StreamHandler ()

ch.setLevel (logging.ERROR)

# create formatter and add it to the handlers
formatter = logging.Formatter ('? (asctime)s — ¢ (name)s — §(levelname)s — ¢ (message)s
=")

fh.setFormatter (formatter)

ch.setFormatter (formatter)

# add the handlers to the logger
logger.addHandler (fh)

logger.addHandler (ch)

logger.info('creating an instance of auxiliary_module.Auxiliary')
a = auxiliary_module.Auxiliary ()

logger.info('created an instance of auxiliary_module.Auxiliary')
logger.info('calling auxiliary module.Auxiliary.do_something')
a.do_something ()

logger.info('finished auxiliary_module.Auxiliary.do_something')
logger.info('calling auxiliary_module.some_function() ")
auxiliary_module.some_function ()

logger.info('done with auxiliary_module.some_function()"')

g2 Bz 2EdYrch

import logging

# create logger
module_logger = logging.getLogger ('spam application.auxiliary')

class Auxiliary:
def _ init_ (self):
self.logger = logging.getLogger ('spam application.auxiliary.Auxiliary")
self.logger.info('creating an instance of Auxiliary')

def do_something(self):
self.logger.info('doing something')
a=1+1
self.logger.info ('done doing something')

def some_function():
module_logger.info('received a call to "some_ function"')

Zee o)y gyt




2005-03-23 23:47:11,663 - spam_application - INFO -
creating an instance of auxiliary_module.Auxiliary
2005-03-23 23:47:11,665 - spam_application.auxiliary.Auxiliary - INFO -
creating an instance of Auxiliary
2005-03-23 23:47:11,665 - spam_application - INFO -
created an instance of auxiliary_module.Auxiliary
2005-03-23 23:47:11,668 - spam_application - INFO -
calling auxiliary_module.Auxiliary.do_something
2005-03-23 23:47:11,668 - spam_application.auxiliary.Auxiliary - INFO -
doing something
2005-03-23 23:47:11,669 - spam_application.auxiliary.Auxiliary - INFO -
done doing something
2005-03-23 23:47:11,670 - spam_application - INFO -
finished auxiliary_module.Auxiliary.do_something
2005-03-23 23:47:11,671 - spam_application - INFO -
calling auxiliary_module.some_function ()
2005-03-23 23:47:11,672 - spam_application.auxiliary - INFO -
received a call to 'some_function'
2005-03-23 23:47:11,673 - spam_application - INFO -
done with auxiliary_module.some_function ()

18
o
i)

3= s UTh o Aol A HIQd (HZR) 28 =9

import logging
import threading
import time

def worker (arg):
while not arg(['stop']:
logging.debug ('Hi from myfunc')
time.sleep(0.5)

def main () :

logging.basicConfig(level=logging.DEBUG, format='% (relativeCreated) 6d
—% (threadName) s % (message)s')

info = {'stop': False}

thread = threading.Thread(target=worker, args=(info,))

thread.start ()
while True:
try:
logging.debug ('Hello from main')
time.sleep(0.75)
except KeyboardInterrupt:
info['stop'] = True
break
thread.join ()

if name == '_ main

A s 23 g7 o] AT T

0 Thread-1 Hi from myfunc

3 MainThread Hello from main
505 Thread-1 Hi from myfunc
755 MainThread Hello from main

(TH= ST ATl A1)




(o] A sl o] A ol A AH)

1007 Thread-1 Hi from myfunc
1507 MainThread Hello from main
1508 Thread-1 Hi from myfunc
2010 Thread-1 Hi from myfunc
2258 MainThread Hello from main
2512 Thread-1 Hi from myfunc
3009 MainThread Hello from main
3013 Thread-1 Hi from myfunc
3515 Thread-1 Hi from myfunc
3761 MainThread Hello from main
4017 Thread-1 Hi from myfunc
4513 MainThread Hello from main
4518 Thread-1 Hi from myfunc
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import logging

logger = logging.getLogger ('simple example')
logger.setLevel (logging.DEBUG)

# create file handler which logs even debug messages
fh = logging.FileHandler ('spam.log')

fh.setLevel (logging.DEBUG)

# create console handler with a higher log level

ch = logging.StreamHandler ()

ch.setLevel (logging.ERROR)

# create formatter and add it to the handlers
formatter = logging.Formatter (' - - -
—)

ch.setFormatter (formatter)

fh.setFormatter (formatter)

# add the handlers to logger

logger.addHandler (ch)

logger.addHandler (fh)

# 'application' code

logger.debug ('debug message')
logger.info('info message')
logger.warning ('warn message')
logger.error ('error message')
logger.critical('critical message')
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import logging

# set up logging to file - see previous section for more details
logging.basicConfig(level=logging. DEBUG,
format="'% (asct c)s % (name)-12s % (levelname)-8s % (mes
datefmt="%m-<d tsM',
filename="'/tmp/myapp.log',
filemode="w"')
# define a Handler which writes INFO messages or higher to the sys.stderr
console = logging.StreamHandler ()
console.setlLevel (logging.INFO)
# set a format which is simpler for console use
formatter = logging.Formatter('? (name)-12s: ¢ (leveln
# tell the handler to use this format
console.setFormatter (formatter)
# add the handler to the root logger
logging.getLogger ('') .addHandler (console)

# Now, we can log to the root logger, or any other logger. First the root...
logging.info ('Jackdaws love my big sphinx of quartz.')

# Now, define a couple of other loggers which might represent areas in your
# application:

loggerl = logging.getLogger ('myapp.areal')
logger2 = logging.getlLogger ('myapp.area2')

loggerl.debug ('Quick zephyrs blow, vexing daft Jim.'")
loggerl.info ('How quickly daft jumping zebras vex.')
logger2.warning ('Jail zesty vixen who grabbed pay from quack.')
logger2.error ('The five boxing wizards jump quickly.')

s ZEol & the 3t 2ol 24P U,

root : INFO Jackdaws love my big sphinx of quartz.
myapp.areal : INFO How quickly daft jumping zebras vex.
myapp.area2 : WARNING Jail zesty vixen who grabbed pay from quack.
myapp.area2 : ERROR The five boxing wizards Jjump quickly.

gdol = o] FA 7] SH Ut

10-22 22:19 root INFO Jackdaws love my big sphinx of quartz.

10-22 22:19 myapp.areal DEBUG Quick zephyrs blow, vexing daft Jim.

10-22 22:19 myapp.areal INFO How quickly daft jumping zebras vex.

10-22 22:19 myapp.area?2 WARNING Jail zesty vixen who grabbed pay from quack.
10-22 22:19 myapp.area?2 ERROR The five boxing wizards jump quickly.

W A THA] 9] DEBUG H Al A = ol o A B Ut ThE B AR & 5 242 A48T
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Note that the above choice of log filename /tmp/myapp . log implies use of a standard location for temporary
files on POSIX systems. On Windows, you may need to choose a different directory name for the log - just ensure
that the directory exists and that you have the permissions to create and update files in it.




5 Custom handling of levels

Sometimes, you might want to do something slightly different from the standard handling of levels in handlers, where
all levels above a threshold get processed by a handler. To do this, you need to use filters. Let’ s look at a scenario
where you want to arrange things as follows:

« Send messages of severity INFO and WARNING to sys.stdout
« Send messages of severity ERROR and above to sys.stderr
« Send messages of severity DEBUG and above to file app . log

Suppose you configure logging with the following JSON:

{

"version": 1,
"disable_existing_loggers": false,
"formatters": {
"simple": {
"format": "% (levelname)-8s - % (message)s"

b
"handlers": {

"stdout": {
"class": "logging.StreamHandler",
"level”": "INFO",
"formatter": "simple",
"stream": "ext://sys.stdout"

}I

"stderr": {

"class": "logging.StreamHandler",
"level”: "ERROR",
"formatter": "simple",
"stream": "ext://sys.stderr"
}I
"file": {
"class": "logging.FileHandler",
"formatter": "simple",
"filename": "app.log",
"mode": "w"
}
}I
"root": {
"level": "DEBUG",
"handlers": [
"stderr",
"stdout",
"file"

This configuration does almost what we want, except that sy s . stdout would show messages of severity ERROR
and above as well as INFO and WARNING messages. To prevent this, we can set up a filter which excludes those
messages and add it to the relevant handler. This can be configured by adding a filters section parallel to
formatters and handlers:

{
"filters": {
"warnings_and_below": {
"()" : "_ main__ .filter_maker",
"level”: "WARNING"

(Th5 sTeTATol A1)
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and changing the section on the st dout handler to add it:

{

"stdout": {
"class": "logging.StreamHandler",
"level": "INFO",
"formatter": "simple",
"stream": "ext://sys.stdout",
"filters": ["warnings_and_below"]

A filter is just a function, so we can define the filter_maker (a factory function) as follows:

def filter maker (level):
level = getattr(logging, level)

def filter (record):
return record.levelno <= level

return filter

This converts the string argument passed in to a numeric level, and returns a function which only returns True if
the level of the passed in record is at or below the specified level. Note that in this example I have defined the
filter_maker in a test script main.py that I run from the command line, so its module willbe __main__ -
hencethe _ main__ .filter_maker in the filter configuration. You will need to change that if you define it in
a different module.

With the filter added, we can run main . py, which in full is:

import json
import logging
import logging.config

CONFIG = """
{
"version": 1,
"disable_existing_loggers": false,
"formatters": {
"simple": {
"format": " - "

b
"filters": {

"warnings_and_below": {
"()" : "_ _main__ .filter_maker",
"level": "WARNING"

b
"handlers": {
"stdout": {

"class": "logging.StreamHandler",
"level": "INFO",

"formatter": "simple",

"stream": "ext://sys.stdout",
"filters": ["warnings_and_below"]

}l

"stderr": {

(Th5 slTeTATol A1)
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logg
logg
logg
logg
logg
logg

"class": "logging.StreamHandler",
"level": "ERROR",
"formatter": "simple",
"stream": "ext://sys.stderr"
}V
"file": {
"class": "logging.FileHandler",
"formatter": "simple",
"filename": "app.log",
"mode": "w"
}
s
"root": {
"level": "DEBUG",
"handlers": [
"stderr",
"stdout",
"file"

filter _maker (level) :
level = getattr(logging, level)

def filter (record):
return record.levelno <= level

return filter

ing.config.dictConfig(json.loads (CONFIG))
ing.debug ('A DEBUG message')

ing.info ('An INFO message')
ing.warning ('A WARNING message')
ing.error ('An ERROR message')
ing.critical ('"A CRITICAL message')

And after running it like this:

pyth

on main.py 2>stderr.log >stdout.log

We can see the results are as expected:

$ mo

INFO
WARN
ERRO
CRIT

ERRO
CRIT

re *.log
log
G — A DEBUG message

— An INFO message
ING - A WARNING message
R — An ERROR message
ICAL - A CRITICAL message
rr.log
R - An ERROR message
ICAL - A CRITICAL message
ut.log

(T sl o Aol Al)
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INFO — An INFO message
WARNING - A WARNING message
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import logging

import logging.config
import time

import os

# read initial config file
logging.config.fileConfig('logging.conf')

# create and start listener on port 9999
t = logging.config.listen(9999)
t.start ()

logger = logging.getLogger ('simpleExample')

try:
# loop through logging calls to see the difference
# new configurations make, until Ctrl+C is pressed
while True:
logger.debug ('debug message')
logger.info('info message')
logger.warning ('warn message')
logger.error ('error message')
logger.critical ('critical message')
time.sleep (5)
except KeyboardInterrupt:
# cleanup
logging.config.stoplListening()
t.join()

52 9t o] 5S WokA, 2 ade A 24 FAHLR (o]X AZFH
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#!/usr/bin/env python
import socket, sys, struct

with open(sys.argv([l], 'rb') as f:
data_to_send = f.read()

HOST = 'localhost'

PORT = 9999

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
print ('connecting...")

s.connect ( (HOST, PORT))

print ('sending config...'")

s.send(struct.pack('>L', len(data_to_send)))
s.send(data_to_send)
s.close ()

print ('complete')

10
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Sometimes you have to get your logging handlers to do their work without blocking the thread you’ re logging from.
This is common in web applications, though of course it also occurs in other scenarios.

£3 =9 PF o Hol+= Ml sMIPHandler %ME‘r N2 A wholl A= oA E 7HA] ol f &, AR}
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que = queue.Queue (-1) # no limit on size

queue_handler = QueueHandler (que)

handler = logging.StreamHandler ()

listener = Queuelistener (que, handler)

root = logging.getLogger ()

root .addHandler (queue_handler)

formatter = logging.Formatter (' : ")
handler.setFormatter (formatter)

listener.start ()

# The log output will display the thread which generated
# the event (the main thread) rather than the internal

# thread which monitors the internal queue. This is what
# you want to happen.

root.warning('Look out!")

listener.stop ()

AR, thest 2o A3E vEth

MainThread: Look out!

ZF31:  Although the earlier discussion wasn’ t specifically talking about async code, but rather about slow logging
handlers, it should be noted that when logging from async code, network and even file handlers could lead to problems
(blocking the event loop) because some logging is done from asyncio internals. It might be best, if any async
code is used in an application, to use the above approach for logging, so that any blocking code runs only in the
QueueListener thread.

¥ 35004 W A: ol W 35 o d M Ao A, QueneListener £ B4 ol 4 e BE WA A E 27)
st u AlvE ZE A= ﬁ%ﬂ%‘%‘?‘r- (o] AE F7F AN A o) 7 ZE P o] _,_—‘,:— ‘?}Wﬂ"ﬂ/ﬂ t’ﬂOH
AT 7R Y7 i &Y th) 3.5 o] = HE, 9] %Z}E 7191 = 21 A} respect_handler_level=True
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import logging, logging.handlers

rootLogger = logging.getLogger ('")

rootLogger.setLevel (logging.DEBUG)

socketHandler = logging.handlers.SocketHandler ('localhost',
logging.handlers.DEFAULT_TCP_LOGGING_PORT)

# don't bother with a formatter, since a socket handler sends the event as

# an unformatted pickle

rootLogger.addHandler (socketHandler)

# Now, we can log to the root logger, or any other logger. First the root...
logging.info ('Jackdaws love my big sphinx of quartz.')

# Now, define a couple of other loggers which might represent areas in your
# application:

loggerl = logging.getLogger ('myapp.areal')
logger2 = logging.getlLogger ('myapp.area2')

loggerl.debug ('Quick zephyrs blow, vexing daft Jim.'")
loggerl.info('How quickly daft jumping zebras vex.')
logger2.warning ('Jail zesty vixen who grabbed pay from quack.')
logger2.error ('The five boxing wizards jump quickly.')

import pickle

import logging

import logging.handlers
import socketserver
import struct

class LogRecordStreamHandler (socketserver.StreamRequestHandler) :
"""Handler for a streaming logging request.

This basically logs the record using whatever logging policy is
configured locally.

mn

def handle (self):
mrrn
Handle multiple requests - each expected to be a 4-byte length,
followed by the LogRecord in pickle format. Logs the record
according to whatever policy is configured locally.

mmn

while True:

chunk = self.connection.recv (4)
if len(chunk) < 4:
break
slen = struct.unpack('>L'"', chunk) [0]
chunk = self.connection.recv(slen)
while len (chunk) < slen:
chunk = chunk + self.connection.recv(slen - len (chunk))

obj = self.unPickle (chunk)

(T sl o Aol Al<)
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record = logging.makelLogRecord (ob7j)
self.handlelLogRecord (record)

def unPickle(self, data):
return pickle.loads (data)

def handleLogRecord(self, record):
# 1f a name is specified, we use the named logger rather than the one
# implied by the record.
if self.server.logname is not None:
name = self.server.logname
else:
name = record.name
logger = logging.getLogger (name)
# N.B. EVERY record gets logged. This is because Logger.handle
# is normally called AFTER logger-level filtering. If you want
# to do filtering, do it at the client end to save wasting
# cycles and network bandwidth!
logger.handle (record)

class LogRecordSocketReceiver (socketserver.ThreadingTCPServer) :

mn

Simple TCP socket-based logging receiver suitable for testing.

men

allow_reuse_address = True

def _ init_ (self, host='localhost',
port=logging.handlers.DEFAULT_TCP_LOGGING_PORT,
handler=LogRecordStreamHandler) :
socketserver.ThreadingTCPServer._ _init__ (self, (host, port), handler)
self.abort = 0
self.timeout = 1
self.logname = None

def serve_until_stopped(self):
import select

abort = 0
while not abort:
rd, wr, ex = select.select([self.socket.fileno()],
(1, 1,
self.timeout)
if rd:

self.handle_request ()
abort = self.abort

def main () :
logging.basicConfig(
format="'% (relativeCreated) 5d % (ne
tcpserver = LogRecordSocketReceiver ()
print ('About to start TCP server...')
tcpserver.serve_until_stopped /()

if name_ == '_ main__ ':
main ()

AT 2o AT Zo| N 2Eo] oFEAE A4 H A
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About to start TCP server...
59 root INFO Jackdaws love my big sphinx of quartz.

(TH5 sl el Aol A%)
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59 myapp.areal DEBUG Quick zephyrs blow, vexing daft Jim.
69 myapp.areal INFO How quickly daft jumping zebras vex.
69 myapp.area?2 WARNING Jail zesty vixen who grabbed pay from quack.
69 myapp.area?2 ERROR The five boxing wizards jump quickly.

Note that there are some security issues with pickle in some scenarios. If these affect you, you can use an alternative
serialization scheme by overriding the makePickle () method and implementing your alternative there, as well as
adapting the above script to use your alternative serialization.

8.1 Running a logging socket listener in production

To run a logging listener in production, you may need to use a process-management tool such as Supervisor. Here is
a Gist which provides the bare-bones files to run the above functionality using Supervisor. It consists of the following
files:

File Purpose

prepare.sh A Bash script to prepare the environment for testing

supervisor. The Supervisor configuration file, which has entries for the listener and a multi-process
conf web application

ensure_app.sh | A Bash script to ensure that Supervisor is running with the above configuration
log_listener. | The socket listener program which receives log events and records them to a file
by

main.py A simple web application which performs logging via a socket connected to the listener
webapp.json A JSON configuration file for the web application
client.py A Python script to exercise the web application

The web application uses Gunicorn, which is a popular web application server that starts multiple worker processes
to handle requests. This example setup shows how the workers can write to the same log file without conflicting with
one another — they all go through the socket listener.

To test these files, do the following in a POSIX environment:
1. Download the Gist as a ZIP archive using the Download ZIP button.
2. Unzip the above files from the archive into a scratch directory.

3. In the scratch directory, run bash prepare.sh to get things ready. This creates a run subdirectory to
contain Supervisor-related and log files, and a venv subdirectory to contain a virtual environment into which
bottle, gunicorn and supervisor are installed.

4. Run bash ensure_app.sh to ensure that Supervisor is running with the above configuration.

5. Run venv/bin/python client.py to exercise the web application, which will lead to records being
written to the log.

6. Inspect the log files in the run subdirectory. You should see the most recent log lines in files matching the
pattern app . log*. They won’ t be in any particular order, since they have been handled concurrently by
different worker processes in a non-deterministic way.

7. You can shut down the listener and the web application by running venv/bin/supervisorctl -c
supervisor.conf shutdown.

You may need to tweak the configuration files in the unlikely event that the configured ports clash with something
else in your test environment.
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def debug(self, msg, /, *args, **kwargs):
Delegate a debug call to the underlying logger, after adding
contextual information from this adapter instance.
msg, kwargs = self.process(msg, kwargs)
self.logger.debug(msg, *args, **kwargs)
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class CustomAdapter (logging.LoggerAdapter) :
This example adapter expects the passed in dict-like object to have a
"connid' key, whose value in brackets 1is prepended to the log message.

men

def process(self, msg, kwargs):
return ' | ] ' % (self.extra['connid'], msg), kwargs

¥ Aoz AT 5 dHUTh

logger = logging.getlLogger ( name )
adapter = CustomAdapter (logger, {'connid': some_conn_id})
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import logging
from random import choice

class ContextFilter (logging.Filter):

mn

This is a filter which injects contextual information into the log.

Rather than use actual contextual information, we just use random
data in this demo.

mrn

USERS = ['jim', 'fred', 'sheila']
IPS = ['123.231.231.123', '127.0.0.1"', '"192.168.0.1"]

def filter (self, record):

record.ip = choice (ContextFilter.IPS)
record.user = choice (ContextFilter.USERS)
return True
if name == '__main_ ':
levels = (logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR, logging.
<.CRITICAL)
logging.basicConfig(level=logging. DEBUG
format—'i" :

—%(ip)-15s User: % (user) -8
al = logging. getLogger('

5 (N
a.b.
a2 = logging.getLogger('d.e.

f = ContextFilter ()
al.addrilter (f)
az.addFilter (f)
al.debug ('A debug message')
al.info('An info message with $s', 'some parameters')
for x in range (10)
1vl = choice (levels)
lvlname = logging.getLevelName (1vl)
az.log(lvl, 'A message at 2%s level with 2d %s', lvlname, 2, 'parameters')

At ohe T 2 AT gtk
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2010-09-06 22:38:15,292 a.b.c DEBUG IP: 123.231.231.123 User: fred A debug.

—message
2010-09-06 22:38:15,300 a.b.c INFO IP: 192.168.0.1 User: sheila An info.
—message with some parameters

2010-09-06 22:38:15,300 d.e.f CRITICAL IP: 127.0.0.1 User: sheila A
—message at CRITICAL level with 2 parameters

2010-09-06 22:38:15,300 d.e.f ERROR IP: 127.0.0.1 User: Jjim AL
—message at ERROR level with 2 parameters

2010-09-06 22:38:15,300 d.e.f DEBUG IP: 127.0.0.1 User: sheila AL
—message at DEBUG level with 2 parameters

2010-09-06 22:38:15,300 d.e.f ERROR IP: 123.231.231.123 User: fred A
—message at ERROR level with 2 parameters

2010-09-06 22:38:15,300 d.e.f CRITICAL IP: 192.168.0.1 User: Jjim AL
—message at CRITICAL level with 2 parameters

2010-09-06 22:38:15,300 d.e.f CRITICAL IP: 127.0.0.1 User: sheila AL
—message at CRITICAL level with 2 parameters

2010-09-06 22:38:15,300 d.e.f DEBUG IP: 192.168.0.1 User: Jjim A
—message at DEBUG level with 2 parameters

2010-09-06 22:38:15,301 d.e.f ERROR IP: 127.0.0.1 User: sheila AL
—message at ERROR level with 2 parameters

2010-09-06 22:38:15,301 d.e.f DEBUG IP: 123.231.231.123 User: fred AL
—message at DEBUG level with 2 parameters

2010-09-06 22:38:15,301 d.e.f INFO IP: 123.231.231.123 User: fred A

—message at INFO level with 2 parameters

10 Use of contextvars

Since Python 3.7, the cont extvars module has provided context-local storage which works for both threading
and asyncio processing needs. This type of storage may thus be generally preferable to thread-locals. The following
example shows how, in a multi-threaded environment, logs can populated with contextual information such as, for
example, request attributes handled by web applications.

For the purposes of illustration, say that you have different web applications, each independent of the other but
running in the same Python process and using a library common to them. How can each of these applications have
their own log, where all logging messages from the library (and other request processing code) are directed to the
appropriate application’ s log file, while including in the log additional contextual information such as client IP, HTTP
request method and client username?

Let’ s assume that the library can be simulated by the following code:

# webapplib.py
import logging
import time

logger = logging.getLogger ( name )

def useful () :
# Just a representative event logged from the library
logger.debug('Hello from webapplib!")
# Just sleep for a bit so other threads get to run
time.sleep (0.01)

We can simulate the multiple web applications by means of two simple classes, Request and WebApp. These
simulate how real threaded web applications work - each request is handled by a thread:

# main.py

import argparse

from contextvars import ContextVar
import logging

(ThS slTeTATol A1)

17




(o1 s o] A oA A<

import os

from random import choice
import threading

import webapplib

logger = logging.getlLogger ( name )
root = logging.getLogger ()
root.setLevel (logging.DEBUG)

class Request:
A simple dummy request class which just holds dummy HTTP request method,
client IP address and client username
def _ init__ (self, method, ip, user):
self.method = method
self.ip = ip
self.user = user

# A dummy set of requests which will be used in the simulation - we'll just pick
# from this list randomly. Note that all GET requests are from 192.168.2.XXX

# addresses, whereas POST requests are from 192.16.3.XXX addresses. Three users
# are represented in the sample requests.

REQUESTS = [
Request ('GET', '192.168.2.20", 'jim'"),
Request ('POST', '192.168.3.20', 'fred'"),
Request ('GET', '192.168.2.21", 'sheila'),
Request ('POST', '192.168.3.21"', 'jim'"),
Request ('GET', '192.168.2.22', 'fred'),

Request ('POST', '192.168.3.22', 'sheila'),

# Note that the format string includes references to request context information
# such as HTTP method, client IP and username

formatter = logging.Formatter ('? (threadName)-11s % (appName)s ¢ (name)-9s ¢ (user)-6s
—%(ip)s % (method)-4s % (message)s')

# Create our context variables. These will be filled at the start of request
# processing, and used in the logging that happens during that processing

ctx_request = ContextVar ('request')
ctx_appname = ContextVar ('appname')

class InjectingFilter (logging.Filter):
A filter which injects context-specific information into logs and ensures
that only information for a specific webapp is included in its log
def _ init_ (self, app):
self.app = app

def filter (self, record):
request = ctx_request.get ()
record.method = request.method
record.ip = request.ip
record.user = request.user
record.appName = appName = ctx_appname.get ()
return appName == self.app.name

(T sl o Aol Al<)
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class WebApp:

def

")

mmn

A dummy web application class which has its own handler and filter for a
webapp-specific log.
won
def _ init_ (self, name):
self.name = name
handler = logging.FileHandler (name + '.log', 'w')
f = InjectingFilter (self)
handler.setFormatter (formatter)
handler.addFilter (f)
root.addHandler (handler)
self.num_requests = 0

def process_request (self, request):
mrrnn
This is the dummy method for processing a request. It's called on a
different thread for every request. We store the context information into
the context vars before doing anything else.
ctx_request.set (request)
ctx_appname.set (self.name)
self.num_requests += 1
logger.debug ('Request processing started')
webapplib.useful ()
logger.debug ('Request processing finished')

main () :

fn = os.path.splitext (os.path.basename( file )) [0]

adhf = argparse.ArgumentDefaultsHelpFormatter

ap = argparse.ArgumentParser (formatter_class=adhf, prog=fn,

description='Simulate a couple of web '

'applications handling some '
'requests, showing how request '
'context can be used to '
'populate logs')

aa = ap.add_argument

aa('--count', '-c', type=int, default=100, help='How many requests to simulate

options = ap.parse_args()

# Create the dummy webapps and put them in a list which we can use to select
# from randomly

appl = WebApp ('appl')

app2 = WebApp ('app2')

apps = lappl, app2]

threads = []

# Add a common handler which will capture all events

handler = logging.FileHandler ('app.log', 'w')

handler.setFormatter (formatter)

root .addHandler (handler)

# Generate calls to process requests
for i in range (options.count):
try:

# Pick an app at random and a request for it to process
app = choice (apps)
request = choice (REQUESTS)
# Process the request in its own thread
t = threading.Thread(target=app.process_request, args=(request,))
threads.append(t)

(T sl o Aol Al<)
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t.start ()
except KeyboardInterrupt:
break

# Wait for the threads to terminate
for t in threads:
t.join ()

for app in apps:

print (' processed requests'
if name_ ==
main ()

[}

% (app.name,

app.num_requests))

If you run the above, you should find that roughly half the requests go into app1 . 1og and the rest into app2 . 1og,
and the all the requests are logged to app . 1og. Each webapp-specific log will contain only log entries for only that
webapp, and the request information will be displayed consistently in the log (i.e. the information in each dummy
request will always appear together in a log line). This is illustrated by the following shell output:

~/logging—-contextual-webapp$ python main.py

appl processed 51 requests
app2 processed 49 requests
~/logging—-contextual-webapp$ wc -1 *.log
153 appl.log
147 app2.log
300 app.log
600 total

~/logging—contextual-webapp$ head -3 appl.

Thread-3 (process_request)
—processing started

appl _ _main__

Thread-3 (process_request) appl webapplib
—webapplib!
Thread-5 (process_request) appl __main___

—processing started

~/logging—-contextual-webapp$ head -3 app2.

Thread-1 (process_request)
—processing started

app2 __main___

Thread-1 (process_request) app2 webapplib
—webapplib!
Thread-2 (process_request) app2 __main_

—processing started
~/logging-contextual-webapp$ head app.log

Thread-1 (process_request) app2 __main__
—processing started

Thread-1 (process_request) app2 webapplib
—webapplib!

Thread-2 (process_request) app2 _ _main___
—processing started

Thread-3 (process_request) appl _ _main_
—processing started

Thread-2 (process_request) app2 webapplib
—webapplib!

Thread-3 (process_request) appl webapplib
—webapplib!

Thread-4 (process_request) app2 _ _main_
—processing started

Thread-5 (process_request) appl __main___
—processing started

Thread-4 (process_request) app2 webapplib
—webapplib!

Thread-6 (process_request) appl _ _main_

log
Jim

Jim
Jim

log
sheila

sheila

Jim

sheila
sheila
Jim
Jim
Jim
Jim
fred
Jim
fred

Jim

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

192.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

168.

.21

.21

.21

.21

.21

.20

.21

.21

.20

.21

.20

.21

.22

.21

.22

.21

POST

POST

POST

GET

GET

GET

GET

GET

GET

POST

GET

POST

GET

POST

GET

POST

Request..

Hello from.

Request..

Request..

Hello from.

Request.

Request.

Hello from.

Request.

Request.

Hello from.

Hello from.

Request.

Request.

Hello from.

Request.

—processing started
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~/logging-contextual-webapp$ grep appl appl.log | wc -1
153
~/logging—contextual-webapp$ grep app2 app2.log | wc -1
147
~/logging-contextual-webapp$ grep appl app.log | wc -1
153
~/logging-contextual-webapp$ grep app2 app.log | wc -1
147

11 Imparting contextual information in handlers

Each Handler has its own chain of filters. If you want to add contextual information to a LogRecord without
leaking it to other handlers, you can use a filter that returns a new LogRecord instead of modifying it in-place, as
shown in the following script:

import copy
import logging

def filter (record: logging.LogRecord):
record = copy.copy (record)
record.user = 'jim'
return record

if name_ == '_ _main__ ':
logger = logging.getLogger ()
logger.setlLevel (logging.INFO)
handler = logging.StreamHandler ()
formatter = logging.Formatter (' from ")
handler.setFormatter (formatter)
handler.addFilter (filter)
logger.addHandler (handler)

logger.info('A log message')
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You could also write your own handler which uses the Lock class from the multiprocessing module
to serialize access to the file from your processes. The existing FileHandler and subclasses do not make
use of multiprocessing at present, though they may do so in the future. Note that at present, the
multiprocessing module does not provide working lock functionality on all platforms (see https://bugs.python.
org/issue3770).
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# You'll need these imports in your own code
import logging

import logging.handlers

import multiprocessing

# Next two import lines for this demo only
from random import choice, random
import time

#
# Because you'll want to define the logging configurations for listener and.
—workers, the
# listener and worker process functions take a configurer parameter which is a.
—callable
# for configuring logging for that process. These functions are also passed the.
—queue,
# which they use for communication.
#
# In practice, you can configure the listener however you want, but note that in.
—~this
# simple example, the listener does not apply level or filter logic to received_
—records.
# In practice, you would probably want to do this logic in the worker processes,.
—to avoid
# sending events which would be filtered out between processes.
#
# The size of the rotated files is made small so you can see the results easily.
def listener_configurer():

root = logging.getLogger ()

h = logging.handlers.RotatingFileHandler ('mptest.log', 'a', 300, 10)

f = logging.Formatter ('%$ (asctime)s % (processName)-10s % (name)s % (levelname)-8s
—% (message)s')

h.setFormatter (f)

root .addHandler (h)

# This is the listener process top-level loop: wait for logging events

# (LogRecords)on the queue and handle them, quit when you get a None for a
# LogRecord.

def listener_process (queue, configurer):

configurer ()
while True:
try:
record = queue.get ()
if record is None: # We send this as a sentinel to tell the listener.
—~to quit.
break
logger = logging.getLogger (record.name)

logger.handle (record) # No level or filter logic applied - just do it!
except Exception:

import sys, traceback

print ('Whoops! Problem:', file=sys.stderr)

traceback.print_exc(file=sys.stderr)

# Arrays used for random selections in this demo

LEVELS = [logging.DEBUG, logging.INFO, logging.WARNING,
logging.ERROR, logging.CRITICAL]

LOGGERS = ['a.b.c', 'd.e.f']

(T sl o Aol Al<)
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MESSAGES = [
'Random message #1',
'Random message #2',
'Random message #3',

# The worker configuration is done at the start of the worker process run.
# Note that on Windows you can't rely on fork semantics, so each process
# will run the logging configuration code when it starts.
def worker_configurer (queue) :
h = logging.handlers.QueueHandler (queue) # Just the one handler needed
root = logging.getLogger ()
root .addHandler (h)
# send all messages, for demo; no other level or filter logic applied.
root.setlLevel (logging.DEBUG)

# This is the worker process top-level loop, which just logs ten events with
# random intervening delays before terminating.
# The print messages are just so you know it's doing something!
def worker_process (queue, configurer):
configurer (queue)
name = multiprocessing.current_process () .name
print ('Worker started: %s' % name)
for i in range (10):
time.sleep (random())
logger = logging.getLogger (choice (LOGGERS) )
level = choice (LEVELS)
message = choice (MESSAGES)
logger.log(level, message)
print ('Worker finished: $s' % name)

# Here's where the demo gets orchestrated. Create the queue, create and start
# the listener, create ten workers and start them, wait for them to finish,
# then send a None to the queue to tell the listener to finish.
def main () :
queue = multiprocessing.Queue (1)
listener = multiprocessing.Process (target=1listener_process,
args=(queue, listener_configurer))
listener.start ()
workers = []
for i in range (10):
worker = multiprocessing.Process (target=worker_process,
args=(queue, worker_configurer))
workers.append (worker)
worker.start ()
for w in workers:
w.join ()
queue.put_nowait (None)
listener.join()

if name == '__main_ ':
main ()

o] ~ayE WFPL 272 o A0 WE o] A oA §2 )

import logging

import logging.config

import logging.handlers

from multiprocessing import Process, Queue
import random

(TH= sl o] Aol AIS)
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import threading
import time

def logger_thread(q) :
while True:
record = g.get ()
if record is None:
break
logger = logging.getLogger (record.name)
logger.handle (record)

def worker_process(q):
gh = logging.handlers.QueueHandler (q)
root = logging.getLogger ()
root.setlLevel (logging.DEBUG)
root.addHandler (gh)

levels = [logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR,
logging.CRITICAL]
loggers = ['foo', 'foo.bar', 'foo.bar.baz',

'spam', 'spam.ham', 'spam.ham.eggs']
for i in range(100):
1lvl = random.choice (levels)
logger = logging.getLogger (random.choice (loggers))
logger.log(lvl, 'Message no. %d', 1)

if name_ == '_ _main__':
a = Queue()
d = {
'version': 1,
'formatters': {
'detailed': {
'class': 'logging.Formatter',
'format': '$ (asctime)s % (name)-15s % (levelname)-8s % (processName) —

—10s % (message)s'
}

I
'handlers': {

'console': {
'class': 'logging.StreamHandler',
'level': 'INFO',

}I

'file': {
'class': 'logging.FileHandler',
'filename': 'mplog.log',
'mode': 'w',
'formatter': 'detailed',

by
'foofile': {

'class': 'logging.FileHandler',
'filename': 'mplog-foo.log',
'mode': 'w',
'formatter': 'detailed',

}l

'errors': {
'class': 'logging.FileHandler',
'filename': 'mplog-errors.log',
'mode': 'w',
'level': 'ERROR',
'formatter': 'detailed',

by
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24




(o] A sl o] A ol A AH)

}I
'loggers': {
'foo': {
'handlers': ['foofile']
}
Hs
"root': |
'level': 'DEBUG',
'handlers': ['console', 'file', 'errors']
}I
}
workers = []
for i in range(5):
wp = Process (target=worker_process, name='worker "% (1 + 1), args=(g,))

workers.append (wp)
wp.start ()
logging.config.dictConfig(d)
lp = threading.Thread(target=logger_thread, args=(q,))
lp.start ()
# At this point, the main process could do some useful work of its own
# Once it's done that, it can wait for the workers to terminate...
for wp in workers:
wp.Jjoin ()
# And now tell the logging thread to finish up, too
g.put (None)

lp.join ()
ol P 5 EAA AT TS @33}% U BAFUTH- o & 59, foo 2A & foo A H A
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12.1 concurrent.futures.ProcessPoolExecutor A}235}7|
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’queue = multiprocessing.Queue (1)

Ao, th&= AHg-sl oF vt

’queue = multiprocessing.Manager () .Queue (—1) # also works with the examples above

I8 v QA S

workers = []
for i in range(10):
worker = multiprocessing.Process (target=worker_process,
args=(queue, worker_configurer))
workers.append (worker)
worker.start ()
for w in workers:
w.join ()
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oA th=3} 2ol A E 4= A5 YTt (WA concurrent. futures & YXEZE 3}

with concurrent.futures.ProcessPoolExecutor (max_workers=10) as executor:
for i in range(10):
executor.submit (worker_process, queue, worker_configurer)
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12.2 Deploying Web applications using Gunicorn and uWSGI

When deploying Web applications using Gunicorn or uWSGI (or similar), multiple worker processes are created
to handle client requests. In such environments, avoid creating file-based handlers directly in your web application.
Instead, use a SocketHandler to log from the web application to a listener in a separate process. This can be set
up using a process management tool such as Supervisor - see Running a logging socket listener in production for more
details.

13 o 3|H ALE351H|

lOII

Sometimes you want to let a log file grow to a certain size, then open a new file and log to that. You may want
to keep a certain number of these files, and when that many files have been created, rotate the files so that the
number of files and the size of the files both remain bounded. For this usage pattern, the logging package provides a
RotatingFileHandler:

import glob
import logging
import logging.handlers

LOG_FILENAME = 'logging rotatingfile example.out'

# Set up a specific logger with our desired output level
my_logger = logging.getLogger ('MyLogger")
my_logger.setLevel (logging.DEBUG)

# Add the log message handler to the logger
handler = logging.handlers.RotatingFileHandler (
LOG_FILENAME, maxBytes=20, backupCount=5)

my_logger.addHandler (handler)
# Log some messages
for i in range (20):

my_logger.debug('i = % oi)

# See what files are created
logfiles = glob.glob('%s*"'" $ LOG_FILENAME)

for filename in logfiles:
print (filename)

Aoh=6719) sk olojof a1, 217] S8 T2 o) te =1 7] Be) ARy

logging_rotatingfile_example.out

logging_rotatingfile_example.out.
logging_rotatingfile_example.out.
logging_rotatingfile_example.out.
logging_rotatingfile_example.out.
logging_rotatingfile_example.out.

a b w N

1752 el e

logging_rotatingfile_example.out ©|®, I 7] A gto] =& ufjnjc}

@4
A1 0] 22 o202 MR /1% WSl 3 22be) o] Fo] WA of A} F s (.1
o .2 /45 5) .6 5ol ARG,

£, 0l oAl 21 P08 FuA o2 A7 AR FUTh maxbyes & A AT o AHFHT AL 4

ek,
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logging ©] 3}o] A FF glo] B glof] F71% 9 W, 71 W8 22 HA] Z]% T = FLS
E9% RS AR Ao| A5 T 1 ol 2, spol He T e Az e £l J2WL 2
string.Template(Fo]H 240 =71E) T} str. format () (o)A 2.6°ﬂ F714).

27L& (B25FH) o] F 7HA 27}:-5‘311"/] ’\E}‘” o Eﬁ*ﬂ MAE D= AFFUTh Formatter Fe A&
style o2t F7HAQ 7|FE w7 A& A= /AAH A5 YT 71282 '8 o] ARL e F
7WA 2l g Ao gt (' H s & /\}*‘13"\ AsUTh (2o 7Ithstxe]) o] A 3%7‘44'4
TIANL V| EA O Z FAH A style UH7H‘31/\§ WA A O Z XA str. format () B+ string.
Template 3} 87 ZHgst= 29 EAES AT = JdFUTh 2 7t e Eoﬂ—?—ﬂ st A A

=& AAQUTh

l

>>> import logging

>>> root = logging.getLogger ()

>>> root.setLevel (logging.DEBUG)

>>> handler = logging.StreamHandler ()

>>> bf = logging.Formatter (' ’
. style="{")

>>> handler.setFormatter (bf)
>>> root.addHandler (handler)

>>> logger = logging.getLogger ('foo.bar')

>>> logger.debug('This is a DEBUG message')

2010-10-28 15:11:55,341 foo.bar DEBUG This is a DEBUG message
>>> logger.critical('This is a CRITICAL message')

2010-10-28 15:12:11,526 foo.bar CRITICAL This is a CRITICAL message
>>> df = logging.Formatter ('Sasctime S$name $ Smessage',
S style='S")

>>> handler.setFormatter (df)
>>> logger.debug('This is a DEBUG message')

2010-10-28 15:13:06,924 foo.bar DEBUG This is a DEBUG message

>>> logger.critical('This is a CRITICAL message')

2010-10-28 15:13:11,494 foo.bar CRITICAL This is a CRITICAL message
>>>

202 9% 2957 98] 274 WAAE TGS AL D 27 WA T S B A
AU A A A A& e 2ol %-Erh S S 5 YUtk

>>> logger.error ('This is an , 'other,', 'ERROR,', 'message')
2010-10-28 15:19:29,833 foo.bar ERROR This is another, ERROR, message
>>>

27 & (logger.debug (), logger.info () 5)< AA| 27 WA A AAE 8] A= 912 wj7] A
ks A, 719 = vy ‘i‘i’““ AA 27 $EE A9A o =X E A3 A4S 2H 3=
SEZUHALIYUCH(AE 0], EFlo]a] YR E 2T 5| A& 7He] 7] = exc_info 7| = w7 ¥
-’F‘/}Elﬂ] F7HE =W X*EE Ut = extra 7|9 = w7 ©). ZefA] of 2] E2 str. format ()
T+ string.Template 2 HS AME3 AH 27 325 T 4 5 Uth E 4 2 = logging 9 7] A 7}

Y- LM &S AFg3lo] 2 FAE I W JXPE HeHs 71 EdUTh o] d AT} T3S F AT

B ke o Aol HlH A e AYUTh )% B Y BE 27 5F0| %-EY EALE 837
ERRISLN

- 2§ E0 L A8 o) ) AAE FAE Y
o 2AAE 49 A S 4§ logging 317 2 = E
ol ser () & S B AL AN L. e A EALE

class BraceMessage:
def _ _init_ (self, fmt, /, *args, **kwargs):
self.fmt = fmt
self.args = args
self.kwargs = kwargs

(Th5 sTeTATol A1)
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def = str_ (self):
return self.fmt.format (*self.args, **self.kwargs)

class DollarMessage:
def _ init__ (self, fmt, /, **kwargs):
self.fmt = fmt
self.kwargs = kwargs

def _ str_ (self):
from string import Template
return Template (self.fmt) .substitute(**self.kwargs)

o] T stHE 2N AL A AHS A, {J- = $-2 0 ’H S ARS St 2 H 21 299 “%(message)s”,
“{message}” T+ “$message” 2] ol L]—ﬂ-q——‘; {\:_‘Xﬂ “message” 22 UHE = JdFUTh oJH A& 21 3}
TS uuheh F e o] B8 AHEFHE AL Tha BARA W, (% ] BF gettext. gettext ()
GO UASY Ee o EReR ABT L} TR vpAR) % 28 WA S A o £ U

7
9] 2o 27} sl Aol £ o] YA = GA T, o} A7) oI Ro] TEo] BAsle] BAYL 5 9%
Utk o427} 0] A48 5 Q15U T (wherever 2 REOIA A= Atk 744 g Th:

o 2

=:]
=
A=
A

>>> from wherever import BraceMessage as _

>>> print (__ ('Message with ', 2, name='placeholders'))
Message with 2 placeholders

>>> class Point: pass

>>> p = Point ()

>>> p.x = 0.5

>>> p.y = 0.5

>>> print (__('Message with coordinates: ( , )y ',
point=p))

Message with coordinates: (0.50, 0.50)
>>> from wherever import DollarMessage as

>>> print (__('Message with $num $what', num=2, what='placeholders'))
Message with 2 placeholders
>>>

A AAE print () & ARESE] 2R o] o] DA FFsteA HolFa A 28 o] FZHeE
AA 27 @ wl= logger.debug () W 2ok FARRE Z21& ARS8l oF U T

One thing to note is that you pay no significant performance penalty with this approach: the actual formatting happens
not when you make the logging call, but when (and if) the logged message is actually about to be output to a log by a
handler. So the only slightly unusual thing which might trip you up is that the parentheses go around the format string
and the arguments, not just the format string. That’ s because the __ notation is just syntax sugar for a constructor
call to one of the XXXMessage classes.

Y3t} Y, LoggerAdapter S AFR 3o TS A A QF Zo] o GAS a2 E AL 4 A5 th

import logging

class Message:
def _ init_ (self, fmt, args):
self.fmt = fmt
self.args = args

def @ str_ (self):
return self.fmt.format (*self.args)

class StyleAdapter (logging.LoggerAdapter) :
def _ _init__ (self, logger, extra=None):
super () ._ _init__ (logger, extra or {})

(THS ST AT A1)
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def log(self, level, msg, /, *args, **kwargs):
if self.isEnabledFor (level):

msg, kwargs = self.process(msg, kwargs)
self.logger._log(level, Message (msg, args), (), **kwargs)
logger = StyleAdapter (logging.getLogger ( name ))
def main () :
logger.debug('Hello, ', 'world!")
if name == '_ main__ ':
logging.basicConfig(level=logging.DEBUG)
main ()

The above script should log the message Hel1lo, world! when run with Python 3.2 or later.

15 A2 X} Q| LogRecord
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logger = logging.getLogger ( name_ )

o]AL olutx T oF & W A F UL Bt ML= AAY HASY 2A FEE
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old_factory = logging.getLogRecordFactory ()

def record_factory(*args, **kwargs):
record = old_factory(*args, **kwargs)
record.custom_attribute = Oxdecafbad
return record

logging.setLogRecordFactory (record_factory)

ol HEe AE & glolB g7l HEZE Aoz dAT £ YL E 5, A2 o]JEE|HEE Y
2AY G E3HA] & 71] EZoZAlTHAEGHEE o2 =3 5 4L glojor gtk a8y
AN Z+ e BE 27 AN AYPA T LHIAEE F7181 22, Filter & A}&oﬁzﬂ A= 2=
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16 Subclassing QueueHandler - a ZeroMQ example

QueueHandler A B Z#2F /\P%?‘S}O% T2 {39 7ol WAIA & B 5= 5 Ut ol & 9] ZeroMQ
‘publish’ 270, ofef) A4, 272 HMEZ FAE o] A 7| & (‘queve’ 2) AZH YT

import zmg # using pyzmqg, the Python binding for ZeroMQ
import json # for serializing records portably

ctx = zmg.Context ()
sock = zmqg.Socket (ctx, zmg.PUB) # or zmqg.PUSH, or other suitable value
sock.bind('tcp://*:5556") # or wherever

class ZeroMQSocketHandler (QueueHandler) :
def enqueue(self, record):
self.queue.send_json (record. dict )

handler = ZeroMQSocketHandler (sock)

22 PASE B2 Pl dEUth 1§ Bol Aelvh £ A% vEtd A2 @ dolHE ARHe

Ak

class ZeroMQSocketHandler (QueueHandler) :
def _ init_ (self, uri, socktype=zmqg.PUB, ctx=None) :
self.ctx = ctx or zmg.Context ()
socket = zmqg.Socket (self.ctx, socktype)
socket .bind (uri)
super () .__init__ (socket)

def enqueue(self, record):
self.queue.send_json (record. dict )

def close(self):
self.queue.close ()
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17 Subclassing QueuelListener - a ZeroMQ example

OE 732 FollA HAIAE 7] f3] QueueListener o] A H ZAE O T s, o€
£ 9] ZeroMQ ‘subscribe’ 47, T2 2 o Yt}

class ZeroMQSocketListener (Queuelistener) :
def _ _init__ (self, uri, /, *handlers, **kwargs):
self.ctx = kwargs.get ('ctx') or zmg.Context ()
socket = zmg.Socket (self.ctx, zmqg.SUB)
socket.setsockopt_string(zmg.SUBSCRIBE, '') # subscribe to everything
socket.connect (uri)
super () .__init__ (socket, *handlers, **kwargs)

def dequeue (self):
msg = self.queue.recv_json()
return logging.makeLogRecord (msg)

© B7]:

2 E logging logging 2& 9l t] 3t API & ¥ @~

X E logging.config logging 258§ +4 APL

2 E logging.handlers logging =&l ®=3HH 783 2 2] 7].
A basic logging tutorial

A more advanced logging tutorial

18 EAMLz2| 7|2t 42| of
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LOGGING = {
'version': 1,
'disable_existing loggers': True,
'formatters': {
'verbose': {
'format': '$ (levelname)s % (asctime)s % (module)s % (process)d % (thread)d

by

'simple': {
'format': '% (levelname) (message) s
}I
}I
'filters': {
'special': |
'()': 'project.logging.SpecialFilter'
'foo': 'bar',
}

}I
'handlers': {
'null': {
'level':'DEBUG',
'class':'django.utils.log.NullHandler',
}I
'console':{
'level':'DEBUG',
'class':'logging.StreamHandler'
'formatter': 'simple'

(Th5 sTeTATol A1)
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by

'mail_admins': {
'level': 'ERROR',
'class': 'django.utils.log.AdminEmailHandler',
'filters': ['special']
}
}I
'loggers': {
'django': {
'handlers':['null'],

'propagate': True,
'level':"INFO',

}I

'django.request': {
'handlers': ['mail_admins'],
'level': '"ERROR',
'propagate’': False,

}I

'myproject.custom': {
'handlers': ['console', 'mail_admins'],
'level': '"INFO',
'filters': ['special']
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19 rotator2} namer& AIZ25HA 21 S|™ X 2|5}7]

An example of how you can define a namer and rotator is given in the following runnable script, which shows gzip
compression of the log file:

import gzip

import logging

import logging.handlers
import os

import shutil

def namer (name) :
return name + ".gz"

def rotator (source, dest):
with open(source, 'rb') as f_in:
with gzip.open(dest, 'wb') as f_out:
shutil.copyfileobj(f_in, f_out)
os.remove (source)

rh = logging.handlers.RotatingFileHandler ('rotated.log', maxBytes=128, .
—backupCount=5)

rh.rotator = rotator

rh.namer = namer

root = logging.getLogger ()

root.setLevel (logging.INFO)

root.addHandler (rh)

f = logging.Formatter ('?% (asctime)s ¢ (message)s')
rh.setFormatter (f)

(T sl o Aol Al<)
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for i in range (1000):
root.info (f'Message no. {i + 1}")

After running this, you will see six new files, five of which are compressed:

$ 1s rotated.log*

rotated.log rotated.log.2.gz rotated.log.4.gz
rotated.log.l.gz rotated.log.3.gz rotated.log.5.gz
$ zcat rotated.log.l.gz

2023-01-20 02:28:17,767 Message no. 996

2023-01-20 02:28:17,767 Message no. 997

2023-01-20 02:28:17,767 Message no. 998

20 = { M3t multiprocessing Oi| A|
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import logging

import logging.config

import logging.handlers

from multiprocessing import Process, Queue, Event, current_process
import os

import random

import time

class MyHandler:
A simple handler for logging events. It runs in the listener process and
dispatches events to loggers based on the name 1in the received record,
which then get dispatched, by the logging system, to the handlers

configured for those loggers.
mrrn

def handle (self, record):
if record.name == "root":
logger = logging.getLogger ()
else:
logger = logging.getLogger (record.name)

if logger.isEnabledFor (record.levelno) :
# The process name is transformed just to show that it's the listener
# doing the logging to files and console
record.processName = 'S5s (for %s)' % (current_process () .name, record.
—processName)

logger.handle (record)

def listener_process(q, stop_event, config):

(THS SoTAT o A1)
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def

def

mmn

This could be done in the main process, but is just done in a separate
process for illustrative purposes.

This initialises logging according to the specified configuration,
starts the listener and waits for the main process to signal completion
via the event. The listener is then stopped, and the process exits.

mmn

logging.config.dictConfig(configqg)

listener = logging.handlers.Queuelistener (q, MyHandler())
listener.start ()
if os.name == 'posix':
# On POSIX, the setup logger will have been configured in the
# parent process, but should have been disabled following the
# dictConfig call.
# On Windows, since fork isn't used, the setup logger won't
# exist in the child, so it would be created and the message
# would appear — hence the "if posix" clause.

logger = logging.getLogger ('setup')

logger.critical ('Should not appear, because of disabled logger ...")
stop_event.wait ()
listener.stop()

worker_process (config) :

mrrn

A number of these are spawned for the purpose of illustration. In
practice, they could be a heterogeneous bunch of processes rather than
ones which are identical to each other.

This initialises logging according to the specified configuration,
and logs a hundred messages with random levels to randomly selected
loggers.

A small sleep is added to allow other processes a chance to run. This
is not strictly needed, but it mixes the output from the different
processes a bit more than if it's left out.

o

logging.config.dictConfig(configqg)

levels = [logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR,
logging.CRITICAL]
loggers = ['foo', 'foo.bar', 'foo.bar.baz',
'spam', 'spam.ham', 'spam.ham.eggs']
if os.name == 'posix':
# On POSIX, the setup logger will have been configured in the
# parent process, but should have been disabled following the
# dictConfig call.
# On Windows, since fork isn't used, the setup logger won't
# exist in the child, so it would be created and the message

# would appear - hence the "if posix" clause.

logger = logging.getLogger ('setup')

logger.critical ('Should not appear, because of disabled logger ...'")
for i in range (100):

1lvl = random.choice (levels)

logger = logging.getLogger (random.choice (loggers))

logger.log(lvl, 'Message no. ¢d', 1)

time.sleep(0.01)

main () :

g = Queue()

# The main process gets a simple configuration which prints to the console.
config_initial = {

(T sl o Aol Al<)
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'version': 1,
'handlers': {
'console': {
'class': 'logging.StreamHandler',
'level': '"INFO'

I

'root': {
'handlers': ['console'],
'level': 'DEBUG'

The worker process configuration is just a QueueHandler attached to the
root logger, which allows all messages to be sent to the queue.

We disable existing loggers to disable the "setup" logger used in the
parent process. This is needed on POSIX because the logger will

be there in the child following a fork().

config_worker = {

'version': 1,

RN R S e ad

'disable_existing_loggers': True,
'handlers': {
'queue': {
'class': 'logging.handlers.QueueHandler',
'queue': g

}I

'root': {
'handlers': ['queue'],
'level': 'DEBUG'

The listener process configuration shows that the full flexibility of
logging configuration is available to dispatch events to handlers however
you want.

We disable existing loggers to disable the "setup" logger used in the
parent process. This 1s needed on POSIX because the logger will

be there in the child following a fork().

config_listener = {

'version': 1,

S W HHR KR R

'disable_existing_loggers': True,
'formatters': {
'detailed': {
'class': 'logging.Formatter',
'format': '$ (asctime)s % (name)-15s % (levelname)-8s % (processName) -
—~10s % (message)s'

by

'simple': {
'class': 'logging.Formatter',
'format': '?% (name)-15s % (levelname)-8s % (processName)-10s
—% (message) s'
}
}I
'handlers': {
'console': {
'class': 'logging.StreamHandler',
'formatter': 'simple',

'level': '"INFO'
b

'file': {
'class': 'logging.FileHandler',
'filename': 'mplog.log',

(T sl o Aol Al<)
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'mode': 'w',
'formatter': 'detailed'

by
'foofile': {

'class': 'logging.FileHandler',
'filename': 'mplog-foo.log',
'mode': 'w',
'formatter': 'detailed'
by
'errors': {
'class': 'logging.FileHandler',
'filename': 'mplog-errors.log',
'mode': 'w',
'formatter': 'detailed',
'level': 'ERROR'
}
}I
'loggers': {
'foo': {
'handlers': ['foofile']
}
}I
'root': {
'handlers': ['console', 'file', 'errors'],
'level': 'DEBUG'

}
# Log some initial events, just to show that logging in the parent works
# normally.
logging.config.dictConfig(config initial)
logger = logging.getLogger ('setup')
logger.info ('About to create workers ...'")
workers = []
for i in range(5):

wp = Process (target=worker_process, name='worker 5d' % (i + 1),

args=(config_worker,))

workers.append (wp)

wp.start ()

logger.info ('Started worker: %s', wp.name)
logger.info ('About to create listener ...")
stop_event = Event ()
lp = Process (target=listener_process, name='listener',

args=(q, stop_event, config_ listener))

\

lp.start ()
logger.info('Started listener')
# We now hang around for the workers to finish their work.
for wp in workers:
wp.join ()
# Workers all done, listening can now Stop.
# Logging in the parent still works normally.
logger.info('Telling listener to stop ...")
stop_event.set ()
lp.Jjoin ()
logger.info('All done.")
if name_ == '__main_':
main ()
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'"ASCII section\ufeffUnicode section'

FUIE T = 2 A E U+FEFF+, UTF-8-& A3t 792 ulf, UTF-8 BOM 2. & Q17 F Ut} -
HFo]EE b'\xef\xbb\xbf"'.
2. ASCII sectionS 9 ol= AHg] A 7|2 v RAA L. 18
du] 2= ojof Ut (L EA 5 ™, UTF-8 A3 o] 59
3. Unidcode sectionS Qo= xFg] A 7| E vl HEAA 2 X3
A EX7E 285 o] o= AFAF YT - UTF-8& A&

N

12 % Uebus ol o B 7F 4 ASCII
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WA= R F2 A2 FAPUh.
e | o] Bl of] ASCIT 9] & Bl
of AFFHYrh
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<+ ok © 1, logging ©] &3 3}A] 9
9k, WAl ] 7} RFC 5424 9} & 3+5] #] ¢F 31 syslog tl 2 0] 8% & 5~ 55U Th

R 2 WA A& AMEe] g5 5 AEF Bl 7 w2l g A 71 ANA 5 & 5 AT ==
DY) (B AFAL AEA A E) TR END S e FRIE TR0 2 W AAE 2G5
£ 4430l 918 5 Sl Utk o] 212 logging 3 7] A & g3l FA 24 T 5 AUk o] o] 4T
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4@ 3)she e 42 A
import json
import logging
class StructuredMessage:
def _ init__ (self, message, /, **kwargs):
self.message = message
self.kwargs = kwargs
def _ str_  (self):
return ' >>> ' % (self.message, json.dumps (self.kwargs))
_ = StructuredMessage # optional, to improve readability
logging.basicConfig(level=logging.INFO, format="' ")
logging.info(_('message 1', foo='bar', bar='baz', num=123, fnum=123.456))
99 23 PE LAY W o3} 2ol A4F Uk
message 1 >>> {"fnum": 123.456, "num": 123, "bar": "baz", "foo": "bar"}
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import json
import logging

class Encoder (json.JSONEncoder) :
def default (self, o):
if isinstance (o, set):
return tuple (0)
elif isinstance (o, str):
return o.encode ('unicode_escape') .decode ('ascii')
return super () .default (o)

class StructuredMessage:

def __ _init__ (self, message, /, **kwargs):
self.message = message
self.kwargs = kwargs

def = str_ (self):

s = Encoder () .encode (self.kwargs)
return ' >>> ' % (self.message, s)
_ = StructuredMessage # optional, to improve readability
def main() :
logging.basicConfig(level=logging.INFO, format=' ")
logging.info(_('message 1', set_value={1, 2, 3}, snowman='\u2603'"))
if name == '__main_ ':
main ()

99 2aY=g AYste ohe 3 2ol APt

’message 1 >>> {"snowman": "\u2603", "set_value": [1, 2, 31}

5o 4= ALg8 vl 4 vl o] vl ThE 4 g,

23 dictConfig () £ A2|7|E A2 X} Ho|5}7]

Fatol A 27 A2l 71 A A Aol st AL w7t 91, dictConfig () S AHE8l YThdE A1
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def owned_file_handler (filename, mode='a', encoding=None, owner=None) :
if owner:
if not os.path.exists (filename) :
open (filename, 'a').close()
shutil.chown (filename, *owner)
return logging.FileHandler (filename, mode, encoding)

29 th, dictContig() of ABH & 24 FAANA, o B4E TES} 24 AN E PYFHES
AR S A5k

LOGGING = {
'version': 1,
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'disable_existing loggers': False,

'formatters': {
'default': {
'format': '$(asctime)s % (levelname)s % (name)s % (message)s'

}I
by
'handlers': {
'file':{
# The values below are popped from this dictionary and
# used to create the handler, set the handler's level and
# its formatter.
'()'": owned_file_handler,
'level':'DEBUG',
'formatter': 'default',
# The values below are passed to the handler creator callable
# as keyword arguments.

'owner': ['pulse', 'pulse'l],
'filename': 'chowntest.log',
'mode': 'w',
'encoding': 'utf-8',
}I
}I
'root': |
'handlers': ['file'],
'level': 'DEBUG',

b

o] Ao A= A ol & E7] 93l pulse g AHEARS} 152 AHE S AFAS AR Y 255t
23 YE chowntest.py & AF |54

import logging, logging.config, os, shutil

def owned_file_handler (filename, mode='a', encoding=None, owner=None) :
if owner:
if not os.path.exists (filename) :
open (filename, 'a').close()
shutil.chown (filename, *owner)
return logging.FileHandler (filename, mode, encoding)

LOGGING = {

'version': 1,
'disable_existing loggers': False,
'formatters': {
'default': {
'format': '$ (asctime)s % (levelname)s % (name)s % (message)s'

}I
}I
'handlers': {
"file':{
# The values below are popped from this dictionary and
# used to create the handler, set the handler's level and
# its formatter.
'"()': owned_file_handler,
'level':'DEBUG',
'formatter': 'default',
# The values below are passed to the handler creator callable
# as keyword arguments.

'owner': ['pulse', 'pulse'l],
'filename': 'chowntest.log',
'mode': 'w',

(TH5 sl el Aol A%)
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'encoding': 'utf-8"',
}I
b
'root': |
'handlers': ['file'],
'level': 'DEBUG',

by
}

logging.config.dictConfig (LOGGING)
logger = logging.getLogger ('mylogger')
logger.debug ('A debug message')

o] & A7) A A=, obvkE root Z Ao & APt

$ sudo python3.3 chowntest.py

$ cat chowntest.log

2013-11-05 09:34:51,128 DEBUG mylogger A debug message

$ 1s -1 chowntest.log

-rw—-r——r—— 1 pulse pulse 55 2013-11-05 09:34 chowntest.log

Z

l

dictConfig() & A Y35}

= shutil.chown () o] 5% 3}o] A 335 AFSHUT}. © <
2, (&€ =9°]) os.chown ()
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: owned_file_handler,

o g 59 o @A & 4 Yguth

"()‘: 'ext://project.util.owned_file_handler',

o 7] project.util & &7 A= 9] 7] A 9 /“Zﬂ o] 2
A 'ext://_main__ .owned_file handler' AFS-
%02 R dictConti () o 93] BABUL
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glo]# 3.20| A, Formatter & style Z|HE W7f 45 A =4, o] A AT SHAS Y3l 2
7| EZEOoZ AR HA { = s E XA str format () & string.Template o &3] X YH
EojY JoNe BT 4 YRS GUD AL 21N HE 20T 2 MAAE E
A3t BAE Aol 1, A =7 AR oI A L T PGl 7ol 5 .

Logging calls (debug (), info () etc.) only take positional parameters for the actual logging message itself, with
keyword parameters used only for determining options for how to handle the logging call (e.g. the exc_info
keyword parameter to indicate that traceback information should be logged, or the ext ra keyword parameter to
indicate additional contextual information to be added to the log). So you cannot directly make logging calls using
str.format () or string.Template syntax, because internally the logging package uses %-formatting to
merge the format string and the variable arguments. There would be no changing this while preserving backward
compatibility, since all logging calls which are out there in existing code will be using %-format strings.

e elr i
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msg % args U E o] dojit= 3oy, of 2 Eﬂ%@—’? 91% %?JHE},ZEJL},

RE XY A8dS quﬂﬁ}fﬂ/ﬂ & Z =9}

AR E S Fofsf of Pt =S Hloj~ FHA
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AL 8F A B = setLogRecordFactory () 2F LogRecord o tf g & H A2 AP A E FZ 34 A L.
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24.2 ALEXL Ee| HIAIX| A AL

0- 9 S-Eo)E S AFEao] 1 22 WA A S BT S s T2, ofuhE o ghekel who] A%
t}. (arbitrary-object-messages | /ﬂ) Eﬂ s oj O]AQ A A S oA = Q)
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AU e 2elas A EA o

class BraceMessage:
def _ _init__ (self, fmt, /, *args, **kwargs):
self.fmt = fmt
self.args = args
self.kwargs = kwargs

def _ str_ (self):
return self.fmt.format (*self.args, **self.kwargs)

class DollarMessage:
def __init__ (self, fmt, /, **kwargs):
self.fmt = fmt
self.kwargs = kwargs

def _ str_ (self):
from string import Template
return Template(self.fmt) .substitute (**self.kwargs)

o] T 3UE W FAFE A AFS3HE, (- T $- 20" S AFE 3] 29 E 27 &3 9 “%(message)s”,

“{message}” = “$message” k] o] L‘rE‘rb}h AA| “message” Fi= T - dsUTh oJH AS 213
I AE ujuith A o] 55 AR FHE Zl o] thA FANG T, A K] of| M o] L} _ 3} T2 H A S ARES) A
=] ““Pﬁ}ﬂl s 5 %l%‘%i} (= A Y3t _ & AHgsta i, ofute )

o] 429 o7k oelol hek Uitk WA, str. format () 8 AHEsHE Zoig gtk

>>> = BraceMessage

>>> print (__('Message with ', 2, 'placeholders'))
Message with 2 placeholders

>>> class Point: pass

>>> p = Point ()
>>> p.x = 0.5
>>> p.y = 0.5

(Th5 slTeTATol A1)
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>>> print (__('Message with coordinates: ( , ) ', point=p))
Message with coordinates: (0.50, 0.50)

FHAZ, string. Template & AFR- 3= el 9J U}

>>> = DollarMessage

>>> print (__('Message with $num $what', num=2, what='placeholders'))
Message with 2 placeholders

>>>

One thing to note is that you pay no significant performance penalty with this approach: the actual formatting happens
not when you make the logging call, but when (and if) the logged message is actually about to be output to a log by a
handler. So the only slightly unusual thing which might trip you up is that the parentheses go around the format string
and the arguments, not just the format string. That’ s because the __ notation is just syntax sugar for a constructor
call to one of the XXXMe ssage classes shown above.

25 dictConfig() 2 ZE| 7 A5}17|

dictConfig() & AHgste] SHE 74T F AdsUth AT Aol o B A 3l of &2 ¥ &s}A)
FE = AU TH(Leh A o Ze WL AFFIL. Filter 7 B2 ghol Hejelo] 23 393 B
= £°7,%8‘”FNmEf%fﬂﬂZ%f<%ﬂovﬁmfﬂ (A Wojx Zeag AFH U,
bR o g filter () HAEE AR s Al A1 Filter AH ZH2E FATF B2V UF
1%4ﬂaﬂEHLJEHE%”&bﬂN%%%ﬂ%E%HA?%Qﬁﬂﬂﬂ()ﬂiﬂ@ﬂﬂﬂﬁ
(FA27t g BHaA g rilter Q2HAE WSS 2282 2F b5y h. e g

oYYk

import logging
import logging.config
import sys

class MyFilter (logging.Filter):
def _ init_ (self, param=None) :
self.param = param

def filter (self, record):
if self.param is None:
allow = True

else:

allow = self.param not in record.msg
if allow:

record.msg = 'changed: ' + record.msg

return allow

LOGGING = {
'version': 1,
'filters': {

'myfilter': {

"()': MyFilter,
'param': 'noshow',
}
}I
'handlers': {
'console': {
'class': 'logging.StreamHandler',
'filters': ['myfilter']

b
'root': {

(Th5 sTeTATol A1)
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'level': 'DEBRUG',
'handlers': ['console']

}l

v

if name == "' main___
logging.config.dictConfig (LOGGING)
logging.debug('hello")
logging.debug('hello - noshow')

fifo

H o

ol A= J2PHAE =L FHER 7IHE /) W A2 A tlolHE ddshs Uy

FUTh ARehd, o AaYEL 0L ATk

changed: hello
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AFULh A& 5], A ool A MyFilter Al rext:// main__ .MyFilter' & AMEE 5
Asyth
« R T olYzh o] ZVleS AR A A Y A2V 2 =g E Ak AR E = dF Ut

logging ©] A o A AFE-AF A ] AAE oA DA A=A of 8 o] B2 & B = logging-config-dict-
userdef & H A3, 919 th& Q8] 2y dicrConfig) = A 2] 7] & A& 2F F o817 = HAA L
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T AsUth

MG A B AL w7 AE YT - =AY A= QAT 9] AR Y
B 20] 71257 QBT FAITh TS AA AR, A8 Bl Eufel 27

import logging

class OneLineExceptionFormatter (logging.Formatter) :
def formatException(self, exc_info):

mmn

Format an exception so that it prints on a single line.

mrmirn

result = super () .formatException (exc_info)

return repr (result) # or format into one line however you want to

def format (self, record):
s = super () .format (record)
if record.exc_text:
s = s.replace('\n', '') +
return s

def configure_logging() :
fh = logging.FileHandler ('output.txt', 'w')
f = OnelineExceptionFormatter ('

fh.setFormatter (f)

root = logging.getLogger ()
root.setlLevel (logging.DEBUG)
root .addHandler (fh)

(Th5 sTeTATol A1)
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def main() :
configure_logging ()
logging.info ('Sample message')
try:
x=1/0
except ZeroDivisionError as e:
logging.exception('ZeroDivisionError: ', oe)

if name == '__main_ ':
main ()

A3, A A F &9 shdol 448Uk

28/01/2015 07:21:23|INFO|Sample message |

28/01/2015 07:21:23|ERROR|ZeroDivisionError: integer division or modulo by zero]
—'Traceback (most recent call last):\n File "logtest7.py", line 30, in main\n -
—x = 1 / 0\nZeroDivisionError: integer division or modulo by zero'|

e Age destA T, A8 AR E Aot tl2 TS WS €8FUth traceback ZEL H5
Aestd 270l 2ol 2 5 dFUth

27 24 OIAIX] &517]

ke
Ut 0471/‘1 TTS &3 273 o] AL-§-Afe} *o*?l X—}&ﬁ}ﬂb‘r, Ag st ol 23l AlTtol
71 A ke, Elil A A ] EZFHAA 2 AAEAE GES AR 54 GO
SOl A2 s A oA 7 Wojl shub eloj = Ak Zhg Ytk ofe 9 oA Lt v
A5 7] Z*"ﬂ ?f}‘/H HAIAE o ¢2 wl 7HA] tf 7] 8kaL, o) wiEoll 2 A 2] 7] 7L 7] el & Al
Asd o < espeak TTS 3} 7] 2| 7} AHE: 7hs 8tttal 7Hg sk A2 & HojFe a3 A gyt

import logging
import subprocess
import sys

class TTSHandler (logging.Handler) :
def emit (self, record):

msg = self.format (record)
# Speak slowly in a female English voice
cmd = ['espeak', '-s150', '-ven+f3', msqg]

p = subprocess.Popen(cmd, stdout=subprocess.PIPE,
stderr=subprocess.STDOUT)

# wait for the program to finish

p.communicate ()

def configure_logging() :
h = TTSHandler ()
root = logging.getLogger ()
root .addHandler (h)
# the default formatter just returns the message
root.setLevel (logging.DEBUG)

def main () :
logging.info ('Hello'")
logging.debug ('Goodbye")

if name_ == '_ main '

(Th5 sTeTATol A1)
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configure_logging ()
sys.exit (main())

A3, o] AT HE = A4 544 S E “Hello” &} “Goodbye” & Abel| t 2 23 th
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2EOFHHMEEHHAHT S IYEE 31, w7t HE HH Y H o|MEEo] flush Y- A & H3l
o2 A g7 (target A7) E AP Uth 7|2 H 02, MemoryHandler & bﬂﬂﬂ"/} A AU 2ol
AZE JAFGEG T AU Z2 o HMEZ HASH ZHA FUTh AR Ao 28] T3S 4T 4%,

o] £2]¥ & MemoryHandler o] T 553 A H Zef 29 7 AL & YFUth

AA 2T HE = 7”4?51- T foo 7F =, BE E:/_ —’F—%% T3 BHA, olH o 2O A E
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import logging
from logging.handlers import MemoryHandler
import sys

logger = logging.getLogger ( name_ )
logger.addHandler (logging.NullHandler ())

def log_if_ errors(logger, target_handler=None, flush_level=None, capacity=None) :
if target_handler is None:
target_handler = logging.StreamHandler ()
if flush_level is None:
flush_level = logging.ERROR
if capacity is None:
capacity = 100
handler = MemoryHandler (capacity, flushLevel=flush_ level, target=target_
—handler)

def decorator (fn):
def wrapper (*args, **kwargs):
logger.addHandler (handler)
try:
return fn(*args, **kwargs)
except Exception:
logger.exception('call failed')

(ThS sl Aol A1)

45




(o1 s o] A oA A<

raise
finally:
super (MemoryHandler, handler) .flush()
logger.removeHandler (handler)
return wrapper

return decorator

def write_line(s):
sys.stderr.write('%s\n' % s)

def foo(fail=False):
write_line ('about to log at DEBUG ...'")
logger.debug ('Actually logged at DEBUG'")
write_line ('about to log at INFO ...")
logger.info('Actually logged at INFO')
write_line ('about to log at WARNING ...")
logger.warning ('Actually logged at WARNING')
if fail:
write_line ('about to log at ERROR ...")
logger.error ('Actually logged at ERROR')
write_line('about to log at CRITICAL ...")
logger.critical ('Actually logged at CRITICAL')
return fail

decorated_foo = log_if_errors(logger) (foo)

if name_ == '_ main__ ':
logger.setlLevel (logging.DEBUG)
write_line('Calling undecorated foo with False')
assert not foo (False)
write_line('Calling undecorated foo with True')
assert foo (True)
write_line('Calling decorated foo with False')
assert not decorated_foo (False)
write_line('Calling decorated foo with True')
assert decorated_foo (True)

o] ~AYES AWIHA b 22 E o] tehdth:

Calling undecorated foo with False
about to log at DEBUG

about to log at INFO

about to log at WARNING

Calling undecorated foo with True
about to log at DEBUG

about to log at INFO

about to log at WARNING

about to log at ERROR

about to log at CRITICAL

Calling decorated foo with False
about to log at DEBUG

about to log at INFO

about to log at WARNING

Calling decorated foo with True
about to log at DEBUG

about to log at INFO

about to log at WARNING

about to log at ERROR

Actually logged at DEBUG
Actually logged at INFO

(TH= sl o] Aol AIS)
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Actually logged at WARNING
Actually logged at ERROR
about to log at CRITICAL
Actually logged at CRITICAL

7FERROR ©]/4<Ql oI E 7} 7] 52 uf
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@Qlog_if errors (logger)
def foo(fail=False):

29 Sending logging messages to email, with buffering

To illustrate how you can send log messages via email, so that a set number of messages are sent per email, you
can subclass Buf feringHandler. In the following example, which you can adapt to suit your specific needs, a
simple test harness is provided which allows you to run the script with command line arguments specifying what you
typically need to send things via SMTP. (Run the downloaded script with the —h argument to see the required and
optional arguments.)

import logging
import logging.handlers
import smtplib

class BufferingSMTPHandler (logging.handlers.BufferingHandler) :
def _ init__ (self, mailhost, port, username, password, fromaddr, toaddrs,
subject, capacity):

logging.handlers.BufferingHandler.__init__ (self, capacity)
self.mailhost = mailhost

self.mailport = port

self.username = username

self.password = password

self.fromaddr = fromaddr
if isinstance (toaddrs, str):
toaddrs = [toaddrs]

self.toaddrs = toaddrs

self.subject = subject

self.setFormatter (logging.Formatter ("¢ (asctime)s % (levelname)-5s
—% (message)s"))

def flush(self):
if len(self.buffer) > 0:
try:
smtp = smtplib.SMTP (self.mailhost, self.mailport)
smtp.starttls ()
smtp.login(self.username, self.password)
msg = "From: %s\r\nTo: 2s\r\nSubject: 2%s\r\n\r\n" % (self.fromaddr,
— ','".Jjoin(self.toaddrs), self.subject)
for record in self.buffer:
s = self.format (record)
msg = msg + s + "\r\n"
smtp.sendmail (self.fromaddr, self.toaddrs, msqg)
smtp.quit ()
except Exception:
if logging.raiseExceptions:
raise
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self.buffer = []

if name_ == '_ main '
import argparse

ap = argparse.ArgumentParser ()

aa = ap.add_argument
aa('host', metavar='HOST', help='SMTP server')
aa('-—-port', '-p', type=int, default=587, help='SMTIP port')

aa('user', metavar='USER', help='SMIP username')
aa('password', metavar='PASSWORD', help='SMTP password')
aa('to', metavar='TO', help='Addressee for emails')
aa('sender', metavar='SENDER', help='Sender email address')
aa('--subject', '-s',
default="'Test Logging email from Python logging module (buffering)'
help='Subject of email')
options = ap.parse_args|()
logger = logging.getLogger ()
logger.setLevel (logging.DEBUG)
h = BufferingSMTPHandler (options.host, options.port, options.user,
options.password, options.sender,
options.to, options.subject, 10)
logger.addHandler (h)
for i in range(102):
logger.info("Info index = 2d", 1)
h.flush{()
h.close ()

If you run this script and your SMTP server is correctly set up, you should find that it sends eleven emails to the
addressee you specify. The first ten emails will each have ten log messages, and the eleventh will have two messages.
That makes up 102 messages as specified in the script.

30 1 ME S UTC(GMT) 2 A|ZHS OS]

Sometimes you want to format times using UTC, which can be done using a class such as UTCFormatter, shown
below:

import logging
import time

class UTCFormatter (logging.Formatter) :
converter = time.gmtime

o)A Formatter EH/L oA UTCFormatter € AMEE 4= A5 UTh +AAE &3l ol € =314,
2o o= A3 o Alo] 9o AHE H2HWOF dictConfig() APIE AMR S 4= A5 Y Th

import logging
import logging.config
import time

class UTCFormatter (logging.Formatter) :
converter = time.gmtime

LOGGING = {
'version': 1,
'disable_existing_loggers': False,
'formatters': {
'utce': {

(Th= Aol Aol A1)
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'"()": UTCFormatter,

'format': '$ (asctime)s % (message)s',
Hs
'"local': {

'format': "% (: ) s ( ye)s',

b
'handlers': {

'consolel': {
'class': 'logging.StreamHandler',
'formatter': 'utc',
Hs
'console2': {
'class': 'logging.StreamHandler',
'formatter': 'local',
}I
}I
'root':
'handlers': ['consolel', 'console2'],
}
}
if name_ == '_ main__ ':
logging.config.dictConfig (LOGGING)
logging.warning('The local time is 2¢s', time.asctime())

ol 22 YEES AW, 137 2L U &S AU

2015-10-17 12:53:29,501 The local time is Sat Oct 17 13:53:29 2015
2015-10-17 13:53:29,501 The local time is Sat Oct 17 13:53:29 2015

AlZkol Bt A 7] 7]l M= UTCE, th& A 2l 7ol A= A A te s 29s = Z21e By
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import logging
import sys

class LoggingContext:
def _ init__ (self, logger, level=None, handler=None, close=True):

self.logger = logger

self.level = level
self.handler = handler
self.close = close

def _ enter_ (self):
if self.level is not None:
self.old_level = self.logger.level
self.logger.setlLevel (self.level)
if self.handler:
self.logger.addHandler (self.handler)

def _ exit_ (self, et, ev, tb):

(THS SoTAT o A1)
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if self.level is not None:
self.logger.setlevel (self.old_level)
if self.handler:
self.logger.removeHandler (self.handler)
if self.handler and self.close:
self.handler.close ()
# implicit return of None => don't swallow exceptions

42 78 AARSE, 279 2L AGAE B A7) AL = with E29] W9 obo A 3 groz
’“@%“4"/} Ae71E A, 5 A Al A F7bH 3L EFNA wAUZ o A AGUtE B52
A2 ) A2 718 BEE AR A 23T £ E dsuth- HE A8 77 2284 oFow o] FA
25 dsyth

AE 9 HoAFT f6l, b 2= £S5 fol #7125 d5 Utk

if name == "'_ _main_ ':
logger = logging.getLogger ('foo')
logger.addHandler (logging.StreamHandler () )
logger.setlevel (logging. INFO)
logger.info('l. This should appear just once on stderr.')
logger.debug('2. This should not appear.')
with LoggingContext (logger, level=logging.DEBUG) :
logger.debug('3. This should appear once on stderr.')
logger.debug('4. This should not appear.')
h = logging.StreamHandler (sys.stdout)
with LoggingContext (logger, level=logging.DEBUG, handler=h, close=True) :
logger.debug('5. This should appear twice - once on stderr and once on.
—stdout.")
logger.info('6. This should appear just once on stderr.')
logger.debug('7. This should not appear.')

$oE 27]0] 24 $58 1F0 2 AAFI T T A BN A #12 et BA A #25 hebb
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$ python logctx.py

1. This should appear Jjust once on stderr.

3. This should appear once on stderr.

5. This should appear twice - once on stderr and once on stdout.
5. This should appear twice - once on stderr and once on stdout.
6.

This should appear just once on stderr.

thA] A3 S HA] stderr & /dev/null & YA EFH, th23} Zo] stdout L2 S H HA R T
Uhehd o

$ python logctx.py 2>/dev/null
5. This should appear twice - once on stderr and once on stdout.

ThA] 3, 3}A] 2 stdout & /dev/null 2 2lH @ ESW, o] 27 Ytk

$ python logctx.py >/dev/null

1. This should appear Jjust once on stderr.

3. This should appear once on stderr.

5. This should appear twice - once on stderr and once on stdout.
6. This should appear just once on stderr.

o] -7, stdout ol AN A WA A #5+= oAl FH = YEFHA 55U Th
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import argparse
import importlib
import logging
import os
import sys
def main (args=None) :
scriptname = os.path.basename( file )
parser = argparse.ArgumentParser (scriptname)
levels = ('DEBUG', 'INFO', 'WARNING', 'ERROR', 'CRITICAL'")
parser.add_argument ('--log-level', default='INFO', choices=levels)

subparsers = parser.add_subparsers (dest='command',
help="'Available commands:"')
start_cmd = subparsers.add_parser ('start', help='Start a service')
start_cmd.add_argument ('name', metavar='NAME',
help='Name of service to start')
stop_cmd = subparsers.add_parser('stop',
help='Stop one or more services')
stop_cmd.add_argument ('names', metavar='NAME', nargs='+"',
help='Name of service to stop')
restart_cmd = subparsers.add_parser ('restart',
help='Restart one or more services')
restart_cmd.add_argument ('names', metavar='NAME', nargs='+',
help='Name of service to restart')
options = parser.parse_args()
# the code to dispatch commands could all be in this file. For the purposes
# of illustration only, we implement each command in a separate module.

try:
mod = importlib.import_module (options.command)
cmd = getattr (mod, 'command')
except (ImportError, AttributeError):
print ('Unable to find the code for command \'%s\'' % options.command)
return 1

# Could get fancy here and load configuration from file or dictionary
logging.basicConfig(level= optlons log_level,
format="'% (levelnam s % (name)s % (message)s')

cmd (options)

if name == "'__main_ ':
sys.exit (main())

183l start, stop ¥ restart HH S HEY BEZ LAY = AH YT 718 A ZEE 4
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# start.py
import logging

logger = logging.getLogger ( name )

def command (options) :
logger.debug ('About to start $s', options.name)
# actually do the command processing here
logger.info('Started the \'%s\' service.', options.name)

a2l el

# stop.py
import logging

logger = logging.getLogger ( name )

def command (options) :

n = len(options.names)
if n ==
plural = "'
services = '\'2s\'' % options.names[0]
else:
plural = 's'
services = ', '".join('\'%s\'' % name for name in options.names)
i = services.rfind(', ")
services = services[:1] + ' and ' + services[i + 2:]

logger.debug ('About to stop ¢s', services)
# actually do the command processing here

1

logger.info ('Stopped the ¢s servicegs.', services, plural)

H) 58, kAl Al A sl v

# restart.py
import logging

logger = logging.getLogger ( name_ )

def command (options) :

n = len(options.names)
if n == 1:
plural = "'
services = '\'2s5\'' % options.names[0]
else:
plural = 's'
services = ', '".Jjoin('\'%¢s\'' % name for name in options.names)
i = services.rfind(', ")
services = services[:1] + ' and ' + services[i + 2:]

logger.debug ('About to restart %s', services)
# actually do the command processing here
logger.info ('Restarted the $¢s serviced¢s.', services, plural)

) 3§ ERIAS R 2T SFOR APHY, oW 5Y2 AFYrh

$ python app.py start foo
INFO start Started the 'foo' service.

$ python app.py stop foo bar
INFO stop Stopped the 'foo' and 'bar' services.

$ python app.py restart foo bar baz
INFO restart Restarted the 'foo', 'bar' and 'baz' services.
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$ python app.py -—-log-level DEBUG start foo
DEBUG start About to start foo
INFO start Started the 'foo' service.

$ python app.py —-—-log-level DEBUG stop foo bar
DEBUG stop About to stop 'foo' and 'bar'
INFO stop Stopped the 'foo' and 'bar' services.

$ python app.py —--log-level DEBUG restart foo bar baz
DEBUG restart About to restart 'foo', 'bar' and 'baz'
INFO restart Restarted the 'foo', 'bar' and 'baz' services.

g E A

$ python app.py -—-log-level WARNING start foo
$ python app.py —-—-log-level WARNING stop foo bar
$ python app.py --log-level WARNING restart foo bar baz

©] -, WARNING +F o[ 402 obf AL 27 814] okghong, W2 Z&o] o7 AR A4 shA] ok

get.

33 242 23t Qt GUI

A question that comes up from time to time is about how to log to a GUI application. The Qt framework is a popular
cross-platform UI framework with Python bindings using PySide2 or PyQt5 libraries.

O ol = QtGUIC] 21 5h= i & HojFUth o] A2 2882 # 3k It otHandler S8
274Ut o] Zej2t GUI JulolEE dhe H < éaﬂ_«l S olofof gk 3 ULAA (5
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HIAAE 27 U .
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249 9 ZF 535 = QThread & ARl oF 3h= AF&Ho] 17l Wi Ut

The code should work with recent releases of either PySide2 or PyQt 5. You should be able to adapt the approach
to earlier versions of Qt. Please refer to the comments in the code snippet for more detailed information.

import datetime
import logging
import random
import sys
import time

# Deal with minor differences between PySideZ and PyQtb
try:

from PySide2 import QtCore, QtGui, OQtWidgets

Signal = QtCore.Signal

Slot = QtCore.Slot
except ImportError:

from PyQt5 import QtCore, QtGui, QtWidgets

Signal = QtCore.pyqgtSignal

Slot = QtCore.pygtSlot

logger = logging.getLogger ( name_ )

(Th5 sTeTATol A1)
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#
# Signals need to be contained in a QO0bject or subclass in order to be correctly
# initialized.
#
class Signaller (QtCore.QObject) :
signal = Signal (str, logging.LogRecord)

#
# Output to a Qt GUI is only supposed to happen on the main thread. So, this
# handler is designed to take a slot function which is set up to run in the main
# thread. In this example, the function takes a string argument which is a
# formatted log message, and the log record which generated it. The formatted
# string is just a convenience - you could format a string for output any way
# you like in the slot function itself.
#
# You specify the slot function to do whatever GUI updates you want. The handler
# doesn't know or care about specific UI elements.
#
class QtHandler (logging.Handler) :
def _ init_ (self, slotfunc, *args, **kwargs):
super().__init__ (*args, **kwargs)
self.signaller = Signaller ()

self.signaller.signal.connect (slotfunc)

def emit (self, record):
s = self.format (record)
self.signaller.signal.emit (s, record)

#
# This example uses QThreads, which means that the threads at the Python level
# are named something like "Dummy-1". The function below gets the Qt name of the

# current thread.
#
def ctname () :
return QtCore.QThread.currentThread () .objectName ()

#

# Used to generate random levels for logging.

#

LEVELS = (logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR,
logging.CRITICAL)

#

# This worker class represents work that is done in a thread separate to the

# main thread. The way the thread is kicked off to do work is via a button press

# that connects to a slot in the worker.

#

# Because the default threadName value in the LogRecord isn't much use, we add

# a gThreadName which contains the QThread name as computed above, and pass that

# value in an "extra" dictionary which is used to update the LogRecord with the

# QThread name.

#

# This example worker just outputs messages sequentially, interspersed with

# random delays of the order of a few seconds.

#

class Worker (QtCore.QObject) :
@Slot ()
def start (self):

(T sl o Aol Al<)
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extra = {'gThreadName': ctname () }
logger.debug ('Started work', extra=extra)
i=1

# Let the thread run until interrupted. This allows reasonably clean
# thread termination.
while not QtCore.QThread.currentThread() .isInterruptionRequested() :
delay = 0.5 + random.random() * 2
time.sleep (delay)
level = random.choice (LEVELS)
logger.log(level, 'Message after delay of $3.1f: 3%d', delay, i,
—extra=extra)
i +=1

Implement a simple UI for this cookbook example. This contains:

read-only text edit window which holds formatted log messages
button to start work and log stuff in a separate thread
button to log something from the main thread

button to clear the log window

Ho¥ W K W W W W
B S -

class Window (QtWidgets.QWidget) :

COLORS = {
logging.DEBUG: 'black',
logging.INFO: 'blue',
logging.WARNING: 'orange',
logging.ERROR: 'red',
logging.CRITICAL: 'purple',

def _ _init__ (self, app):
super().__init__ ()
self.app = app
self.textedit = te = QtWidgets.QPlainTextEdit (self)
# Set whatever the default monospace font is for the platform
f = QtGui.QFont ('nosuchfont'")
f.setStyleHint (f.Monospace)
te.setFont (f)
te.setReadOnly (True)
PB = QtWidgets.QPushButton
self.work_button = PB('Start background work', self)
self.log_button = PB('Log a message at a random level', self)
self.clear_button = PB('Clear log window', self)
self.handler = h = QtHandler (self.update_status)
# Remember to use qThreadName rather than threadName in the format string.
fs = '%(asctime)s % (qgqThreadName)-12s % (levelname)-8s % (message)s'
formatter = logging.Formatter (fs)
h.setFormatter (formatter)
logger.addHandler (h)
# Set up to terminate the QThread when we exit
app.aboutToQuit.connect (self.force_quit)

# Lay out all the widgets

layout = QtWidgets.QVBoxLayout (self)
layout .addWidget (te)

layout .addWidget (self.work_button)
layout.addWidget (self.log_button)
layout.addWidget (self.clear_button)
self.setFixedSize (900, 400)

(T sl o Aol Al<)
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# Connect the non-worker slots and signals
self.log_button.clicked.connect (self.manual_update)
self.clear_button.clicked.connect (self.clear_display)

# Start a new worker thread and connect the slots for the worker
self.start_thread()

self.work _button.clicked.connect (self.worker.start)

# Once started, the button should be disabled
self.work_button.clicked.connect (lambda : self.work_button.

—~setEnabled (False))

def start_thread(self):
self.worker = Worker ()
self.worker_thread = QtCore.QThread()
self.worker.setObjectName ('Worker")
self.worker_thread.setObjectName ('WorkerThread') # for gThreadName
self.worker.moveToThread (self.worker_thread)
# This will start an event loop in the worker thread
self.worker_thread.start ()

def kill thread(self):
# Just tell the worker to stop, then tell it to quit and wait for that
# to happen
self.worker_thread.requestInterruption ()
if self.worker_thread.isRunning() :
self.worker_thread.quit ()
self.worker_thread.wait ()
else:
print ('worker has already exited.')

def force_quit (self):
# For use when the window is closed
if self.worker_thread.isRunning() :
self.kill _thread()

# The functions below update the UI and run in the main thread because
# that's where the slots are set up

@Slot (str, logging.LogRecord)
def update_status(self, status, record):
color = self.COLORS.get (record.levelno, 'black")

s = '<pre><font color="%s">%s</font></pre>' % (color, status)
self.textedit.appendHtml (s)

@Slot ()
def manual_update (self):
# This function uses the formatted message passed in, but also uses
# information from the record to format the message in an appropriate
# color according to its severity (level).
level = random.choice (LEVELS)
extra = {'gThreadName': ctname() }
logger.log(level, 'Manually logged!', extra=extra)

@slot ()
def clear_display(self):
self.textedit.clear ()

def main () :

QtCore.QThread.currentThread () .setObjectName ('MainThread")
logging.getLogger () .setLevel (logging.DEBUG)

(T sl o Aol Al<)
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app

= QtWidgets.QApplication(sys.argv)

example = Window (app)
example.show ()

sys

if na
mai

.exit (app.exec_())

me_ =='__ _main__ ':

n()

34 Logging to syslog with RFC5424 support

Although
which hai

RFC 5424 dates from 2009, most syslog servers are configured by detault to use the older RFC 3164,
Is from 2001. When 1ogging was added to Python in 2003, it supported the earlier (and only existing)

protocol at the time. Since RFC5424 came out, as there has not been widespread deployment of it in syslog servers,

the SysL

ogHandler functionality has not been updated.

RFC 5424 contains some useful features such as support for structured data, and if you need to be able to log to a

syslog ser

import
import
import
import
import

class S

tz_
esc

def

def

ver with support for it, you can do so with a subclassed handler which looks something like this:
datetime
logging.handlers
re

socket
time
ysLogHandler5424 (logging.handlers.SysLogHandler) :

offset = re.compile(r' ([+-]\d{2}) (\d{2})s")

aped = re.compile(r' ([\I"\\])")

__init__ (self, *args, **kwargs):

self.msgid = kwargs.pop('msgid', None)

self.appname = kwargs.pop ('appname', None)

super().__init__ (*args, **kwargs)

format (self, record):

version = 1

asctime = datetime.datetime.fromtimestamp (record.created) .isoformat ()

m = self.tz_offset.match(time.strftime('$z"))
has_offset = False
if m and time.timezone:

hrs, mins = m.groups ()

if int (hrs) or int (mins):

has_offset = True

if not has_offset:

asctime += 'Z7'
else:

asctime += f'{hrs/):{mins}'
try:

hostname = socket.gethostname ()
except Exception:

hostname = '-'
appname = self.appname or '-—'
procid = record.process
msgid = '-'
msg = super () .format (record)
sdata = "'

if hasattr (record, 'structured data'):
sd = record.structured_data

(THS Aol A ol A1)
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H

This should be a dict where the keys are SD-ID and the value is a
# dict mapping PARAM-NAME to PARAM-VALUE (refer to the RFC for what.
—these

=

mean)

# There's no error checking here - it's purely for illustration, and.
—you

# can adapt this code for use in production environments

parts = []

def replacer (m):
g = m.groups ()
return '\\' + g[0]

for sdid, dv in sd.items():
part = £'[{sdid}’
for k, v in dv.items () :
s = str(v)
s = self.escaped.sub(replacer, s)
part += f£' {k/}/="{s}""'
part += ']’
parts.append (part)
sdata = ''.Jjoin(parts)
return f'{version/ {asctime/ {hostname} {appname} {procid} {msgid/} {sdata}/
—{msqg /'

You’ 1l need to be familiar with RFC 5424 to fully understand the above code, and it may be that you have slightly
different needs (e.g. for how you pass structural data to the log). Nevertheless, the above should be adaptable to your
speciric needs. With the above handler, you’ d pass structured data using something like this:

sd = {
'foo@12345': {'bar': 'baz', 'baz': 'bozz', 'fizz': r'buzz'},
'foo@54321': {'rab': 'baz', 'zab': 'bozz', 'zzif': r'buzz'}
}
extra = {'structured_data': sd}
i=1
logger.debug ('Message %d', i, extra=extra)

35 How to treat a logger like an output stream

Sometimes, you need to interface to a third-party API which expects a file-like object to write to, but you want to
direct the API’ s output to a logger. You can do this using a class which wraps a logger with a file-like API. Here’ s
a short script illustrating such a class:

import logging

class LoggerWriter:
def _ init__ (self, logger, level):
self.logger = logger
self.level = level

def write(self, message):
if message != '\n': # avoid printing bare newlines, 1if you like
self.logger.log(self.level, message)

def flush(self):
# doesn't actually do anything, but might be expected of a file-like
# object - so optional depending on your situation
pass

(Th5 slTeTATol A1)

58




(o] A sl o] A ol A AH)

def close(self):
# doesn't actually do anything, but might be expected of a file-like

# object - so optional depending on your situation. You might want
# to set a flag so that later calls to write raise an exception
pass

def main () :

logging.basicConfig(level=logging.DEBUG)
logger = logging.getLogger ('demo')

info_fp = LoggerWriter (logger, logging.INFO)
debug_fp = LoggerWriter (logger, logging.DEBUG)
print ("An INFO message', file=info_fp)

print ('A DEBUG message', file=debug_fp)

When this script is run, it prints

INFO:demo:An INFO message
DEBUG:demo:A DEBUG message

You could also use LoggerWriter toredirect sys.stdout and sys.stderr by doing something like this:

import sys

sys.stdout = LoggerWriter (logger, logging.INFO)
sys.stderr LoggerWriter (logger, logging.WARNING)

You should do this after configuring logging for your needs. In the above example, the basicConfig () call does
this (using the sys. stderr value before it is overwritten by a LoggerWriter instance). Then, you’ d get this
kind of result:

>>> print ('Foo')

INFO:demo:Foo

>>> print ('Bar', file=sys.stderr)
WARNING:demo:Bar

>>>

Of course, these above examples show output according to the format used by basicConfig (), but you can use
a different formatter when you configure logging.

Note that with the above scheme, you are somewhat at the mercy of buffering and the sequence of write calls which
you are intercepting. For example, with the definition of LoggerWriter above, if you have the snippet

sys.stderr = LoggerWriter (logger, logging.WARNING)
1/0

then running the script results in

WARNING:demo:Traceback (most recent call last):

WARNING:demo: File "/home/runner/cookbook-loggerwriter/test.py", line 53, in
—<module>

WARNING:demo:
WARNING:demo:main ()
WARNING:demo: File "/home/runner/cookbook-loggerwriter/test.py", line 49, in main

WARNING:demo:
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WARNING:demo:1 / O
WARNING:demo:ZeroDivisionError
WARNING:demo: :
WARNING:demo:division by zero

As you can see, this output isn’ t ideal. That’ s because the underlying code which writes to sys . stderr makes
mutiple writes, each of which results in a separate logged line (for example, the last three lines above). To get around
this problem, you need to buffer things and only output log lines when newlines are seen. Let’ s use a slghtly better
implementation of LoggerWriter:

class BufferinglLoggerWriter (LoggerWriter) :
def _ init_ (self, logger, level):
super () .__init__ (logger, level)
self.buffer = "'

def write(self, message):
if '\n' not in message:
self.buffer += message
else:
parts = message.split('\n")
if self.buffer:
s = self.buffer + parts.pop(0)
self.logger.log(self.level, s)
self.buffer = parts.pop ()
for part in parts:
self.logger.log(self.level, part)

This just buffers up stuff until a newline is seen, and then logs complete lines. With this approach, you get better
output:

WARNING:demo:Traceback (most recent call last):

WARNING:demo: File "/home/runner/cookbook-loggerwriter/main.py", line 55, in
—<module>

WARNING:demo: main ()

WARNING:demo: File "/home/runner/cookbook-loggerwriter/main.py", line 52, in main
WARNING:demo: 1/0

WARNING:demo: ZeroDivisionError: division by zero

36 Patterns to avoid

Although the preceding sections have described ways of doing things you might need to do or deal with, it is worth
mentioning some usage patterns which are unhelpful, and which should therefore be avoided in most cases. The
following sections are in no particular order.

36.1 Opening the same log file multiple times

On Windows, you will generally not be able to open the same file multiple times as this will lead to a “file is in use by
another process” error. However, on POSIX platforms you’ 1l not get any errors if you open the same file multiple
times. This could be done accidentally, for example by:

¢ Adding a file handler more than once which references the same file (e.g. by a copy/paste/forget-to-change
error).

« Opening two files that look different, as they have different names, but are the same because one is a symbolic
link to the other.

» Forking a process, following which both parent and child have a reference to the same file. This might be
through use of the multiprocessing module, for example.
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Opening a file multiple times might appear to work most of the time, but can lead to a number of problems in practice:

« Logging output can be garbled because multiple threads or processes try to write to the same file. Although
logging guards against concurrent use of the same handler instance by multiple threads, there is no such pro-
tection if concurrent writes are attempted by two different threads using two different handler instances which
happen to point to the same file.

o An attempt to delete a file (e.g. during file rotation) silently fails, because there is another reference pointing to
it. This can lead to confusion and wasted debugging time - log entries end up in unexpected places, or are lost
altogether. Or a file that was supposed to be moved remains in place, and grows in size unexpectedly despite
size-based rotation being supposedly in place.

Use the techniques outlined in o] 2] 3Z Z A 2o A] ¢ u}dof] 2 7] 17| to circumvent such issues.

36.2 Using loggers as attributes in a class or passing them as parameters

While there might be unusual cases where you’ 1l need to do this, in general there is no point because loggers are
singletons. Code can always access a given logger instance by name using 1ogging.getLogger (name), so
passing instances around and holding them as instance attributes is pointless. Note that in other languages such as
Java and C#, loggers are often static class attributes. However, this pattern doesn’ t make sense in Python, where the
module (and not the class) is the unit of software decomposition.

36.3 Adding handlers other than NullHandler to a logger in a library

Configuring logging by adding handlers, formatters and filters is the responsibility of the application developer, not
the library developer. If you are maintaining a library, ensure that you don’ t add handlers to any of your loggers
other than a Nul1Handler instance.

36.4 Creating a lot of loggers

Loggers are singletons that are never freed during a script execution, and so creating lots of loggers will use up
memory which can’ t then be freed. Rather than create a logger per e.g. file processed or network connection made,
use the existing mechanisms for passing contextual information into your logs and restrict the loggers created to those
describing areas within your application (generally modules, but occasionally slightly more fine-grained than that).

37 Other resources
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