Contents

o2 mEA 27 483l
o2 2el=dlA 27 517
% A2l D Evie

o7 doz =7 ]
Custom handling of levels
74 A oA

25 s A2l T

HEH I A 27 o] HE B 7]
8.1 Running a logging socket listener in production .

10 Use of contextvars

11 Imparting contextual information in handlers

12 of2] 2 A2 4 T st el 27] 317

12.1 concurrent.futures.ProcessPoolExecutor AF-8-3}7]
12.2 Deploying Web applications using Gunicorn and uWSGI

13 54 314 218317
14 thA i g 2epd 218517
15 A}-8-#} A 2] LogRecord

) =
Eal e

16 QueueHandler A B 2} 7] - ZeroMQ o A

27 283
=418 # 3.10.13

Guido van Rossum
and the Python development team

114 14,2023

10
11

12
15

16
16
17

18

22

23
27
27

28

29

31

32



17 QueueListener A B Z&| A TS 7] - ZeroMQ <] A| 33

18 g4 71 79 o 33
19 rotator £} namer & A}-2-3] 4 27 3 A ] g]s}7] 34
20 = ] A .3t multiprocessing o 4| 35
21 SysLogHandler 2 75 ¥ | X] 2] o] BOM 4}4) 317 39
22 ¥ =7 T4 40
23 dictConfig () & 2|7 E A2} A o] 5}7] 41
24 & =233 AA NN 54 0 2t 28317 43

24.1 LogRecord I EB] AL-& . . . . L 43

242 AFSAF B WAL AA AFE L. 44
25 dictConfig () 2 ZE] F43}7] 45
26 A&7 o) H ol 9] =Y 46
27 27 WA A] Ba}7] 47
28 27 WA A& W Psta 2AF S35 48
29 Sending logging messages to email, with buffering 50
30 744 53] UTC(GMT) & A 7H8 £95}7) 51
31 494 27¢ 18] AUAE B2 A 44517 52
32 CLI$& 2233 X% ¥l&8] 54
33 27)& 1% Qt GUI 57
34 Logging to syslog with RFC5424 support 61
35 How to treat a logger like an output stream 62
36 Patterns to avoid 64

36.1 Opening the same log file multiple times . . . . . . . . .. . ... ... 64

36.2 Using loggers as attributes in a class or passing them as parameters . . . . . . . . .. ... ... .... 65

36.3 Adding handlers other than Nul1Handler toaloggerinalibrary . . . .. .. ... ... .. .... 65

36.4 Creatingalotof loggers . . . . . . . . . . . i 65
37 Other resources 65
A9l 66

#| A} Vinay Sajip <vinay_sajip at red-dove dot com>

This page contains a number of recipes related to logging, which have been found useful in the past. For links to tutorial
and reference information, please see Other resources.



1 o2} mEA 27 1857

logging.getLogger ('someLogger') & ol3] ¥ &34 2 iﬂ AA o th gt =7 uksg U T
22 2E Yol ARk op e, 22 gto ]aﬂ O]E% ﬂEﬁ —"i"ﬂ’\q] sh, of 8] RE A = v EA] T
S5 00 AE A Dere o) ol S8 ST g e el e AL Ao R 74
S Wl REA A 2AE AL (FANA G2 B4 AW, A U RE 2 A 5L Fuz

Aggych e M BEyh

import logging
import auxiliary_module

# create logger with 'spam_application'

logger = logging.getLogger ('spam_application')
logger.setLevel (logging.DEBUG)

# create file handler which logs even debug messages
fh = logging.FileHandler ('spam.log')

fh.setLevel (logging.DEBUG)

# create console handler with a higher log level

ch = logging.StreamHandler ()

ch.setLevel (logging.ERROR)

# create formatter and add it to the handlers
formatter = logging.Formatter('? (asctime)s — $(name)s — S (levelname)s — ¢ (message)s')
fh.setFormatter (formatter)

ch.setFormatter (formatter)

# add the handlers to the logger
logger.addHandler (fh)

logger.addHandler (ch)

logger.info('creating an instance of auxiliary_module.Auxiliary')
a = auxiliary_module.Auxiliary ()

logger.info('created an instance of auxiliary_module.Auxiliary')
logger.info('calling auxiliary_module.Auxiliary.do_something')
a.do_something ()

logger.info('finished auxiliary_module.Auxiliary.do_something')
logger.info('calling auxiliary_module.some_function() ")
auxiliary_module.some_function ()

logger.info('done with auxiliary_module.some_function()")

oo uz REAYTH

import logging

# create logger
module_logger = logging.getLogger ('spam_application.auxiliary')

class Auxiliary:
def _ init_ (self):
self.logger = logging.getlLogger ('spam_application.auxiliary.Auxiliary")
self.logger.info('creating an instance of Auxiliary')

def do_something(self):
self.logger.info('doing something')
a=1+1
self.logger.info('done doing something')

def some_function():
module_logger.info('received a call to "some_function"')
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2005-03-23 23:47:11,663 - spam_application - INFO -
creating an instance of auxiliary_module.Auxiliary
2005-03-23 23:47:11,665 - spam_application.auxiliary.Auxiliary - INFO -
creating an instance of Auxiliary
2005-03-23 23:47:11,665 - spam_application - INFO -
created an instance of auxiliary_module.Auxiliary
2005-03-23 23:47:11,668 - spam_application — INFO -
calling auxiliary_module.Auxiliary.do_something
2005-03-23 23:47:11,668 - spam_application.auxiliary.Auxiliary - INFO -
doing something
2005-03-23 23:47:11,669 - spam_application.auxiliary.Auxiliary - INFO -
done doing something
2005-03-23 23:47:11,670 - spam_application - INFO -
finished auxiliary_module.Auxiliary.do_something
2005-03-23 23:47:11,671 - spam_application - INFO -
calling auxiliary_module.some_function ()
2005-03-23 23:47:11,672 - spam_application.auxiliary - INFO -
received a call to 'some_function'
2005-03-23 23:47:11,673 - spam_application - INFO -
done with auxiliary_module.some_function ()
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import logging
import threading
import time

def worker (arg) :
while not arg['stop']:
logging.debug ('Hi from myfunc')
time.sleep(0.5)

def main () :
logging.basicConfig(level=logging.DEBUG, format='?% (relativeCreated)od
% (threadName)s % (message)s')

info = {'stop': False}
thread = threading.Thread(target=worker, args=(info,))
thread.start ()
while True:
try:
logging.debug('Hello from main')
time.sleep(0.75)
except KeyboardInterrupt:
info['stop'] = True
break
thread.join ()

if _ name_ ==
main ()

ARt ~aYEE e 2ol AT




0 Thread-1 Hi from myfunc

3 MainThread Hello from main
505 Thread-1 Hi from myfunc
755 MainThread Hello from main
1007 Thread-1 Hi from myfunc
1507 MainThread Hello from main
1508 Thread-1 Hi from myfunc
2010 Thread-1 Hi from myfunc
2258 MainThread Hello from main
2512 Thread-1 Hi from myfunc
3009 MainThread Hello from main
3013 Thread-1 Hi from myfunc
3515 Thread-1 Hi from myfunc
3761 MainThread Hello from main
4017 Thread-1 Hi from myfunc
4513 MainThread Hello from main
4518 Thread-1 Hi from myfunc
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import logging

logger = logging.getLogger ('simple_example')
logger.setLevel (logging.DEBUG)

# create file handler which logs even debug messages
fh = logging.FileHandler ('spam.log')

fh.setLevel (logging.DEBUG)

# create console handler with a higher log level

ch = logging.StreamHandler ()

ch.setLevel (logging.ERROR)

# create formatter and add it to the handlers
formatter = logging.Formatter ('<? (asctime)s — 2 (name)s — 2 (levelname)s — 2% (message)s')
ch.setFormatter (formatter)

fh.setFormatter (formatter)

# add the handlers to logger

logger.addHandler (ch)

logger.addHandler (fh)

# 'application' code

logger.debug ('debug message')
logger.info('info message')
logger.warning ('warn message')
logger.error ('error message')
logger.critical('critical message')
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import logging

# set up logging to file - see previous section for more details
logging.basicConfig(level=logging.DEBUG,
format="'% (asctime)s % (name)-12s s % (me

datefmt="'%m-%d SH:%M',

filename="'/tmp/myapp.log',

filemode="'w")
# define a Handler which writes INFO messages or higher to the sys.stderr
console = logging.StreamHandler ()
console.setLevel (logging. INFO)
# set a format which is simpler for console use
formatter = logging.Formatter ('? (name)-12s: ¢ (level
# tell the handler to use this format
console.setFormatter (formatter)
# add the handler to the root logger
logging.getLogger ('') .addHandler (console)

# Now, we can log to the root logger, or any other logger. First the root...
logging.info('Jackdaws love my big sphinx of quartz.')

# Now, define a couple of other loggers which might represent areas in your
# application:

loggerl = logging.getLogger ('myapp.areal')
logger2 = logging.getLogger ('myapp.areal2’')

loggerl.debug('Quick zephyrs blow, vexing daft Jim."')
loggerl.info('How quickly daft jumping zebras vex.')
logger2.warning ('Jail zesty vixen who grabbed pay from quack.')
logger2.error ('The five boxing wizards jump quickly.')

A ahE ol oo 2ol Y Uth

root : INFO Jackdaws love my big sphinx of quartz.
myapp.areal : INFO How quickly daft jumping zebras vex.
myapp.area2 : WARNING Jail zesty vixen who grabbed pay from quack.
myapp.area2 : ERROR The five boxing wizards Jjump quickly.
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10-22
10-22
10-22
10-22

22
22
22
22
22

19 root

19 myapp.areal
19 myapp.areal
19 myapp.area?2
19 myapp.area?2

INFO
DEBUG
INFO
WARNING
ERROR

Jackdaws love my big sphinx of quartz.
Quick zephyrs blow, vexing daft Jim.
How quickly daft jumping zebras vex.

Jail zesty vixen who grabbed pay from quack.

The five boxing wizards jump quickly.
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Note that the above choice of log filename /tmp/myapp.log implies use of a standard location for temporary files
on POSIX systems. On Windows, you may need to choose a different directory name for the log - just ensure that the
directory exists and that you have the permissions to create and update files in it.
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5 Custom handling of levels

Sometimes, you might want to do something slightly different from the standard handling of levels in handlers, where all
levels above a threshold get processed by a handler. To do this, you need to use filters. Let’s look at a scenario where you

want to arrange things as follows:

* Send messages of severity INFO and WARNING to sys.stdout

» Send messages of severity ERROR and above to sys.stderr

» Send messages of severity DEBUG and above to file app . 1log

Suppose you configure logging with the following JSON:

{

"version": 1,
"disable_existing_loggers": false,
"formatters": {
"simple": {
"format": "% (levelname)-8s - % (message)s"
}
}I
"handlers": {
"stdout": {
"class": "logging.StreamHandler",
"level": "INFO",
"formatter": "simple",
"stream": "ext://sys.stdout"
}!
"stderr": {
"class": "logging.StreamHandler",
"level": "ERROR",
"formatter": "simple",
"stream": "ext://sys.stderr"
I
"file": {
"class": "logging.FileHandler",
"formatter": "simple",
"filename": "app.log",
"mode": "w"
¥
}I
"root": {
(TR ol AZ)
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"level": "DEBUG",

"handlers": [
"stderr",
"stdout",
"file"

This configuration does almost what we want, except that sys . stdout would show messages of severity ERROR and
above as well as INFO and WARNING messages. To prevent this, we can set up a filter which excludes those messages
and add it to the relevant handler. This can be configured by adding a £i1ters section parallel to formatters and
handlers:

{
"filters": {

"warnings_and_below": {
()" : "__main__ .filter_maker",
"level”: "WARNING"

and changing the section on the stdout handler to add it:

{

"stdout": {
"class": "logging.StreamHandler",
"level": "INFO",
"formatter": "simple",
"stream": "ext://sys.stdout",
"filters": ["warnings_and_below"]

A filter is just a function, so we can define the filter_maker (a factory function) as follows:

def filter maker (level):
level = getattr(logging, level)

def filter (record):
return record.levelno <= level

return filter

This converts the string argument passed in to a numeric level, and returns a function which only returns True if the level
of the passed in record is at or below the specified level. Note that in this example I have defined the filter maker
in a test script main . py that I run from the command line, so its module willbe __main__ - hence the _ main__ .
filter_maker in the filter configuration. You will need to change that if you define it in a different module.

With the filter added, we can run main . py, which in full is:

import json
import logging
import logging.config

(THE SOl Aol A1)
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CONFIG = '''"
{
"version": 1,
"disable_existing_loggers": false,
"formatters": {
"simple": {
"format": "% (levelname)-8s - ¢ (message)s"

}
"filters": {

"warnings_and_below": {
"()" : "_ main__ .filter_maker",
"level": "WARNING"
¥
}I
"handlers": {
"stdout": {
"class": "logging.StreamHandler",
"level”: "INFO",
"formatter": "simple",
"stream": "ext://sys.stdout",
"filters": ["warnings_and_below"]

}l

"stderr": {

"class": "logging.StreamHandler",
"level™: "ERROR",
"formatter": "simple",
"stream": "ext://sys.stderr"
b
"file": |
"class": "logging.FileHandler",
"formatter": "simple",
"filename": "app.log",
"mode": "w"
}
}I
"root": {
"level": "DEBUG",
"handlers": [
"stderr",
"stdout",
"file"

def filter_maker (level):
level = getattr(logging, level)

def filter (record):
return record.levelno <= level

return filter

logging.config.dictConfig(json.loads (CONFIG) )

(FF= sl el Aol AI%)
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logging.debug ('A DEBUG message')
logging.info ('An INFO message')
logging.warning ('A WARNING message')
logging.error ('An ERROR message')
logging.critical ('A CRITICAL message')

And after running it like this:

python main.py 2>stderr.log >stdout.log

We can see the results are as expected:

$ more *.log

app.log

DEBUG — A DEBUG message
INFO — An INFO message
WARNING - A WARNING message
ERROR — An ERROR message

CRITICAL - A CRITICAL message

ERROR - An ERROR message
CRITICAL - A CRITICAL message

stdout.log
INFO — An INFO message
WARNING - A WARNING message

6 74 A oA

Os2 24 +4 AHE AHE St 29 Ytk

import logging

import logging.config
import time

import os

# read initial config file
logging.config.fileConfig('logging.conf')

# create and start listener on port 9999
t = logging.config.listen(9999)
t.start ()

logger = logging.getLogger ('simpleExample')

try:
# loop through logging calls to see the difference
# new configurations make, until Ctrl+C is pressed
while True:

(FF= sl el Aol AI%)
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logger.debug ('debug message')
logger.info('info message')
logger.warning ('warn message')
logger.error('error message')
logger.critical('critical message')
time.sleep (5)
except KeyboardInterrupt:
# cleanup
logging.config.stopListening()

t.join ()
=< I o5 ok, A A A 2 FAHLE (o)X AF G " Aol E H A Aol Fo1A) AWz
s 23 g e

#!/usr/bin/env python
import socket, sys, struct

with open(sys.argv([l], 'rb') as f:
data_to_send = f.read()

HOST = 'localhost'

PORT = 9999

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
print ('connecting...")

s.connect ( (HOST, PORT))

print ('sending config...")

s.send(struct.pack ('>L', len(data_to_send)))
s.send (data_to_send)
s.close ()

print ('complete')

7 8% she A7) T

Sometimes you have to get your logging handlers to do their work without blocking the thread you’re logging from. This
is common in web applications, though of course it also occurs in other scenarios.

53 =8 PE S Hol= Hd?JL SMTPHandler YJUt}: 7)=te] FA wlo 9l o:]ai 7HA] ol &2, A2k
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que = queue.Queue (-1) # no limit on size

queue_handler = QueueHandler (que)

handler = logging.StreamHandler ()

listener = Queuelistener (que, handler)

root = logging.getLogger ()

root.addHandler (queue_handler)

formatter = logging.Formatter (' : ")
handler.setFormatter (formatter)

listener.start ()

# The log output will display the thread which generated
# the event (the main thread) rather than the internal

# thread which monitors the internal queue. This is what
# you want to happen.

root.warning('Look out!")

listener.stop ()

AR, thest 2o A3E wEYth

MainThread: Look out!

Z31: Although the earlier discussion wasn’t specifically talking about async code, but rather about slow logging handlers,
it should be noted that when logging from async code, network and even file handlers could lead to problems (blocking
the event loop) because some logging is done from asyncio internals. It might be best, if any async code is used in an
application, to use the above approach for logging, so that any blocking code runs only in the QueueListener thread.
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import logging, logging.handlers

rootLogger = logging.getLogger ('")

rootLogger.setlLevel (logging.DEBUG)

socketHandler = logging.handlers.SocketHandler ('localhost',
logging.handlers.DEFAULT_TCP_LOGGING_PORT)

# don't bother with a formatter, since a socket handler sends the event as

# an unformatted pickle

rootLogger.addHandler (socketHandler)

# Now, we can log to the root logger, or any other logger. First the root.

(D} s oA ol AI)
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logging.info ('Jackdaws love my big sphinx of quartz.')

# Now, define a couple of other loggers which might represent areas in your
# application:

loggerl = logging.getLogger ('myapp.areal')
logger2 = logging.getlLogger ('myapp.area2')

loggerl.debug ('Quick zephyrs blow, vexing daft Jim.'")
loggerl.info ('How quickly daft jumping zebras vex.')
logger2.warning ('Jail zesty vixen who grabbed pay from quack.')
logger2.error ('The five boxing wizards jump quickly.")

541 Z0 A socketserver BES AH§H] £41718 FAE 4+ D&Y Th 71 EAQ 2 o)A+ Th2
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import pickle

import logging

import logging.handlers
import socketserver
import struct

class LogRecordStreamHandler (socketserver.StreamRequestHandler) :
"""Handler for a streaming logging request.

This basically logs the record using whatever logging policy 1is
configured locally.

mmn

def handle (self):
mrrmn
Handle multiple requests - each expected to be a 4-byte length,
followed by the LogRecord in pickle format. Logs the record
according to whatever policy is configured locally.
while True:
chunk = self.connection.recv (4)
if len(chunk) < 4:
break
slen = struct.unpack('>L'"', chunk) [0]
chunk = self.connection.recv(slen)
while len (chunk) < slen:
chunk = chunk + self.connection.recv(slen - len (chunk))
obj = self.unPickle (chunk)
record = logging.makelLogRecord (ob7j)
self.handlelLogRecord (record)

def unPickle(self, data):
return pickle.loads (data)

def handleLogRecord(self, record):
# 1f a name is specified, we use the named logger rather than the one
# implied by the record.
if self.server.logname is not None:
name = self.server.logname

(HF= slef Aol AI%)
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else:
name = record.name
logger = logging.getLogger (name)
# N.B. EVERY record gets logged. This is because Logger.handle
# is normally called AFTER logger-level filtering. If you want
# to do filtering, do it at the client end to save wasting
# cycles and network bandwidth!
logger.handle (record)

class LogRecordSocketReceiver (socketserver.ThreadingTCPServer) :

meen

Simple TCP socket-based logging receiver suitable for testing.

mn

allow_reuse_address = True

def _ init_ (self, host='localhost',
port=logging.handlers.DEFAULT_TCP_LOGGING_PORT,
handler=LogRecordStreamHandler) :
socketserver.ThreadingTCPServer.__init__ (self, (host, port), handler)
self.abort = 0
self.timeout = 1
self.logname = None

def serve_until_stopped(self):
import select

abort = 0
while not abort:
rd, wr, ex = select.select([self.socket.fileno()],
(1, 1,
self.timeout)
if rd:

self.handle_request ()
abort = self.abort

def main() :
logging.basicConfig(

format="'% (relativeCreated) 5d % (name

0

tcpserver = LogRecordSocketReceiver
print ('About to start TCP server...
tcpserver.serve_until_stopped()

if _ name == '__main_ ':
main ()

About to start TCP server...

59 root INFO Jackdaws love my big sphinx of quartz.

59 myapp.areal DEBUG Quick zephyrs blow, vexing daft Jim.

69 myapp.areal INFO How quickly daft jumping zebras vex.

69 myapp.area?2 WARNING Jail zesty vixen who grabbed pay from quack.

69 myapp.area?2 ERROR The five boxing wizards jump quickly.
AR A2 AE 320 @ A Hek BAE Fugel RAFAAL. o BAZ FBH,
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8.1 Running a logging socket listener in production

To run a logging listener in production, you may need to use a process-management tool such as Supervisor. Here is a
Gist which provides the bare-bones files to run the above functionality using Supervisor. It consists of the following files:

File Purpose

prepare.sh A Bash script to prepare the environment for testing

supervisor. The Supervisor configuration file, which has entries for the listener and a multi-process web
conf application

ensure_app.sh | A Bash script to ensure that Supervisor is running with the above configuration
log_listener. The socket listener program which receives log events and records them to a file

by

main.py A simple web application which performs logging via a socket connected to the listener
webapp. json A JSON configuration file for the web application

client.py A Python script to exercise the web application

The web application uses Gunicorn, which is a popular web application server that starts multiple worker processes to
handle requests. This example setup shows how the workers can write to the same log file without conflicting with one
another — they all go through the socket listener.

To test these files, do the following in a POSIX environment:

1.
2.
3.

Download the Gist as a ZIP archive using the Download ZIP button.
Unzip the above files from the archive into a scratch directory.

In the scratch directory, run bash prepare. sh to get things ready. This creates a run subdirectory to contain
Supervisor-related and log files, and a venv subdirectory to contain a virtual environment into which bottle,
gunicorn and supervisor are installed.

Runbash ensure_app. sh to ensure that Supervisor is running with the above configuration.

Runvenv/bin/python client.py to exercise the web application, which will lead to records being written
to the log.

Inspect the log files in the run subdirectory. You should see the most recent log lines in files matching the pattern
app . log*. They won’t be in any particular order, since they have been handled concurrently by different worker
processes in a non-deterministic way.

. You can shut down the listener and the web application by running venv/bin/supervisorctl -c

supervisor.conf shutdown.

You may need to tweak the configuration files in the unlikely event that the configured ports clash with something else in
your test environment.
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def debug(self, msg, /, *args, **kwargs):
Delegate a debug call to the underlying logger, after adding
contextual information from this adapter instance.
msg, kwargs = self.process(msg, kwargs)
self.logger.debug(msg, *args, **kwargs)

LoggerAdapter & process () HAEEEY ARV 2T 2o 715 = XYULE 24 &2 WA A
1719 = O]Z]‘E oL, B Eﬂ o gt EZNA AHEE (HAR) HH HAS EeFUh o] A =9
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class CustomAdapter (logging.LoggerAdapter) :
This example adapter expects the passed in dict-like object to have a
"connid' key, whose value in brackets 1is prepended to the log message.
def process(self, msg, kwargs):
return '|[ ] ' % (self.extra['connid'], msg), kwargs

)@ Ao AT 4 Azt

logger = logging.getLogger (_ name )
adapter = CustomAdapter (logger, {'connid': some_conn_id})

JHH AAHH 23 3f= BE oJHEE 21 WA A] &of some_conn_id ko] 5 UTh
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import logging
from random import choice
class ContextFilter (logging.Filter):
This is a filter which injects contextual information into the log.
Rather than use actual contextual information, we just use random
data in this demo.
USERS = ['jim', 'fred', 'sheila']
IPS = ['123.231.231.123', '127.0.0.1"', '192.168.0.1"']
def filter(self, record):
record.ip = choice (ContextFilter.IPS)
record.user = choice (ContextFilter.USERS)
return True
if name == '__main__ ':
levels = (logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR, logging.
< CRITICAL)
logging.basicConfig(level=logging.DEBUG,
format="'% (asc ) =15 )—-5s % (level IP: (ip)
—15s User: % (user)-8s % (message)s')
al = logging.getLogger('a b c')
a2 = logging.getLogger('d.e.f")
f = ContextFilter ()
al.addrilter (f)
az.addFilter (f)
al.debug ('A debug message')
al.info('An info message with $%s', 'some parameters')
for x in range(10)
1vl = choice (levels)
lvlname = logging.getLevelName (1vl)
az.log(lvl, 'A message at ¢s level with 2d %s', lvlname, 2, 'parameters')
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2010-09-06 22:38:15,292 a.b.c DEBUG IP: 123.231.231.123 User: fred A debug.
—message

2010-09-06 22:38:15,300 a.b.c INFO IP: 192.168.0.1 User: sheila An info.
—message with some parameters

2010-09-06 22:38:15,300 d.e.f CRITICAL IP: 127.0.0.1 User: sheila A message.
—at CRITICAL level with 2 parameters

2010-09-06 22:38:15,300 d.e.f ERROR IP: 127.0.0.1 User: jim A message.
—~at ERROR level with 2 parameters

2010-09-06 22:38:15,300 d.e.f DEBUG IP: 127.0.0.1 User: sheila A message.
—at DEBUG level with 2 parameters

2010-09-06 22:38:15,300 d.e.f ERROR IP: 123.231.231.123 User: fred A message.
—at ERROR level with 2 parameters

2010-09-06 22:38:15,300 d.e.f CRITICAL IP: 192.168.0.1 User: Jjim A message.
—at CRITICAL level with 2 parameters

2010-09-06 22:38:15,300 d.e.f CRITICAL IP: 127.0.0.1 User: sheila A message.
—~at CRITICAL level with 2 parameters

2010-09-06 22:38:15,300 d.e.f DEBUG IP: 192.168.0.1 User: jim A message.
—at DEBUG level with 2 parameters

2010-09-06 22:38:15,301 d.e.f ERROR IP: 127.0.0.1 User: sheila A message.
—~at ERROR level with 2 parameters

2010-09-06 22:38:15,301 d.e.f DEBUG IP: 123.231.231.123 User: fred A message.
—at DEBUG level with 2 parameters

2010-09-06 22:38:15,301 d.e.f INFO IP: 123.231.231.123 User: fred A message.

—at INFO level with 2 parameters

10 Use of contextvars

Since Python 3.7, the contextvars module has provided context-local storage which works for both threading
and asyncio processing needs. This type of storage may thus be generally preferable to thread-locals. The follow-
ing example shows how, in a multi-threaded environment, logs can populated with contextual information such as, for
example, request attributes handled by web applications.

For the purposes of illustration, say that you have different web applications, each independent of the other but running
in the same Python process and using a library common to them. How can each of these applications have their own log,
where all logging messages from the library (and other request processing code) are directed to the appropriate application’
s log file, while including in the log additional contextual information such as client IP, HTTP request method and client
username?

Let’s assume that the library can be simulated by the following code:

# webapplib.py
import logging
import time

logger = logging.getLogger (_name_ )

def useful () :
# Just a representative event logged from the library
logger.debug('Hello from webapplib!")
# Just sleep for a bit so other threads get to run
time.sleep(0.01)

We can simulate the multiple web applications by means of two simple classes, Request and WebApp. These simulate
how real threaded web applications work - each request is handled by a thread:
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# main.py

import argparse

from contextvars import ContextVar
import logging

import os

from random import choice

import threading

import webapplib

logger = logging.getLogger ( name )
root = logging.getLogger ()
root.setLevel (logging.DEBUG)

class Request:
mrirn
A simple dummy request class which just holds dummy HTTP request method,
client IP address and client username
mrirn
def _ init_ (self, method, ip, user):
self.method = method
self.ip = ip
self.user = user

# A dummy set of requests which will be used in the simulation - we'll just pick
# from this list randomly. Note that all GET requests are from 192.168.2.XXX

# addresses, whereas POST requests are from 192.16.3.XXX addresses. Three users
# are represented in the sample requests.

REQUESTS = [
Request ('GET', '192.168.2.20', 'jim'),
Request ('POST', '192.168.3.20', 'fred'"),
Request ('GET', '192.168.2.21"', 'sheila'),
Request ('POST', '192.168.3.21', 'jim'),
Request ('GET', '192.168.2.22"', 'fred'),
Request ('POST', '192.168.3.22"', 'sheila'),

# Note that the format string includes references to request context information
# such as HTTP method, client IP and username

formatter = logging.Formatter ('? (threadName)-11s % (appName)s % (name)—-9s 2 (user)—6s
—%(ip)s % (method)-4s % (message)s')

# Create our context variables. These will be filled at the start of request
# processing, and used in the logging that happens during that processing

ctx_request = ContextVar ('request')
ctx_appname = ContextVar ('appname')

class InjectingFilter (logging.Filter):
mrirn
A filter which injects context-specific information into logs and ensures
that only information for a specific webapp is included in its log
mrirn
def _ init_ (self, app):
self.app = app

(FF= sl el Aol AI%)
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def filter(self, record):
request = ctx_request.get ()
record.method = request.method
record.ip = request.ip

record.user = request.user
record.appName = appName = ctx_appname.get ()
return appName == self.app.name

class WebApp:
mrrrn
A dummy web application class which has its own handler and filter for a
webapp-specific log.

mn

def _ init_ (self, name):
self.name = name
handler = logging.FileHandler (name + '.log', 'w'")

f = InjectingFilter (self)
handler.setFormatter (formatter)
handler.addFilter (f)
root.addHandler (handler)
self.num_requests = 0

def process_request (self, request):
mirrmn
This is the dummy method for processing a request. It's called on a
different thread for every request. We store the context information into
the context vars before doing anything else.
mrrmn
ctx_request.set (request)
ctx_appname.set (self.name)
self.num_requests += 1
logger.debug ('Request processing started')
webapplib.useful ()
logger.debug ('Request processing finished')

def main() :

fn = os.path.splitext (os.path.basename( file ))[0]

adhf = argparse.ArgumentDefaultsHelpFormatter

ap = argparse.ArgumentParser (formatter_class=adhf, prog=fn,

description='Simulate a couple of web '

'applications handling some '
'requests, showing how request '
'context can be used to '
'populate logs')

aa = ap.add_argument

aa('--count', '-c', type=int, default=100, help='How many requests to simulate')

options = ap.parse_args()

# Create the dummy webapps and put them in a list which we can use to select
# from randomly

appl = WebApp ('appl')

app2 = WebApp ('app2')

apps = [appl, app2]

threads = []

# Add a common handler which will capture all events
handler = logging.FileHandler ('app.log', 'w')

(FF= sl el Aol AI%)
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handler.setFormatter (formatter)
root .addHandler (handler)

# Generate calls to process requests
for i in range (options.count) :
try:
# Pick an app at random and a request for it to process
app = choice (apps)
request = choice (REQUESTS)
# Process the request in its own thread
t = threading.Thread(target=app.process_request, args=(request,))
threads.append (t)
t.start ()
except KeyboardInterrupt:
break

# Wait for the threads to terminate
for t in threads:
t.join ()

for app in apps:
print (' processed requests' % (app.name, app.num_requests))

If you run the above, you should find that roughly half the requests go into app1 . 1og and the rest into app2 . 1og, and
the all the requests are logged to app . 1og. Each webapp-specific log will contain only log entries for only that webapp,
and the request information will be displayed consistently in the log (i.e. the information in each dummy request will
always appear together in a log line). This is illustrated by the following shell output:

~/logging-contextual-webapp$ python main.py
appl processed 51 requests
app2 processed 49 requests
~/logging—-contextual-webapp$ wc -1 *.log
153 appl.log
147 app2.log
300 app.log

600 total
~/logging—-contextual-webapp$ head -3 appl.log
Thread-3 (process_request) appl __main__ Jim 192.168.3.21 POST Request processing.
—started
Thread-3 (process_request) appl webapplib jim 192.168.3.21 POST Hello from.
—webapplib!
Thread-5 (process_request) appl __main__ Jim 192.168.3.21 POST Request processing.
—started
~/logging-contextual-webapp$ head -3 app2.log
Thread-1 (process_request) app2 __main__ sheila 192.168.2.21 GET Request processing.
—started

Thread-1 (process_request) app2 webapplib sheila 192.168.2.21 GET Hello from.
—webapplib!

Thread-2 (process_request) app2 __main__ Jim 192.168.2.20 GET Request processing.
—started

~/logging-contextual-webapp$ head app.log

Thread-1 (process_request) app2 __main__ sheila 192.168.2.21 GET Request processing.
—started

(TF= sTolATell A%
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Thread-1 (process_request) app2 webapplib sheila 192.168.2.21 GET Hello from.
—webapplib!

Thread-2 (process_request) app2 __main__ Jjim 192.168.2.20 GET Request processing.
—started

Thread-3 (process_request) appl __main__ Jim 192.168.3.21 POST Request processing.
—started

Thread-2 (process_request) app2 webapplib jim 192.168.2.20 GET Hello from.
—webapplib!

Thread-3 (process_request) appl webapplib jim 192.168.3.21 POST Hello from.
—webapplib!

Thread-4 (process_request) app2 __main__ fred 192.168.2.22 GET Request processing.
—started

Thread-5 (process_request) appl __main__  Jim 192.168.3.21 POST Request processing.
—started

Thread-4 (process_request) app2 webapplib fred 192.168.2.22 GET Hello from.
—webapplib!

Thread-6 (process_request) appl __main__ Jim 192.168.3.21 POST Request processing.
—started

~/logging-contextual-webapp$ grep appl appl.log | wc -1

153

~/logging-contextual-webapp$ grep app2 app2.log | wc -1

147

~/logging—contextual-webapp$ grep appl app.log | wc -1

153

~/logging-contextual-webapp$ grep app2 app.log | wc -1

147

11 Imparting contextual information in handlers

Each Handler has its own chain of filters. If you want to add contextual information to a LogRe cord without leaking
it to other handlers, you can use a filter that returns a new LogRecord instead of modifying it in-place, as shown in the
following script:

import copy
import logging

def filter (record: logging.LogRecord):
record = copy.copy (record)
record.user = 'jim'
return record

if name_ == '_ main_
logger = logging.getLogger ()
logger.setLevel (logging.INFO)
handler = logging.StreamHandler ()
formatter = logging.Formatter ('S (message)s from ¢ (user)-8s'")
handler.setFormatter (formatter)
handler.addFilter (filter)
logger.addHandler (handler)

logger.info('A log message')
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# You'll need these imports in your own code
import logging

import logging.handlers

import multiprocessing

# Next two import lines for this demo only
from random import choice, random
import time

#
# Because you'll want to define the logging configurations for listener and workers,.
—the
# listener and worker process functions take a configurer parameter which 1is a.
—callable
# for configuring logging for that process. These functions are also passed the queue,
# which they use for communication.
#
# In practice, you can configure the listener however you want, but note that in this
# simple example, the listener does not apply level or filter logic to received.
—records.
# In practice, you would probably want to do this logic in the worker processes, to.
—avoid
# sending events which would be filtered out between processes.
#
# The size of the rotated files is made small so you can see the results easily.
def listener_configurer():

root = logging.getLogger ()

h = logging.handlers.RotatingFileHandler ('mptest.log', 'a', 300, 10)

f = logging.Formatter ('? (asctime)s 2 (process ne)
— % (message)s')

h.setFormatter (f)

root .addHandler (h)

-10s % (name)s % (levelname)-8s

# This is the listener process top-level loop: wait for logging events

(TH& STOTATl A1)
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# (LogRecords)on the queue and handle them, quit when you get a None for a
# LogRecord.
def listener_process (queue, configurer):

configurer ()

while True:

try:
record = queue.get ()
if record is None: # We send this as a sentinel to tell the listener to.
—quit.
break
logger = logging.getLogger (record.name)

logger.handle (record) # No level or filter logic applied - just do it!
except Exception:

import sys, traceback

print ('Whoops! Problem:', file=sys.stderr)

traceback.print_exc(file=sys.stderr)

# Arrays used for random selections in this demo

LEVELS = [logging.DEBUG, logging.INFO, logging.WARNING,
logging.ERROR, logging.CRITICAL]

LOGGERS = ['a.b.c', 'd.e.f']
MESSAGES = [

'Random message #1',
'Random message #2',
'Random message #3',

# The worker configuration is done at the start of the worker process run.
# Note that on Windows you can't rely on fork semantics, so each process
# will run the logging configuration code when it starts.
def worker_configurer (queue) :
h = logging.handlers.QueueHandler (queue) # Just the one handler needed
root = logging.getLogger ()
root .addHandler (h)
# send all messages, for demo; no other level or filter logic applied.
root.setLevel (logging.DEBUG)

# This is the worker process top-level loop, which just logs ten events with
# random intervening delays before terminating.
# The print messages are just so you know it's doing something!
def worker_process(queue, configurer):
configurer (queue)

name = multiprocessing.current_process () .name
print ('Worker started: $s' % name)
for i in range (10):
time.sleep (random())
logger = logging.getLogger (choice (LOGGERS) )
level = choice (LEVELS)
message = choice (MESSAGES)
logger.log(level, message)
print ('Worker finished: $s' % name)

# Here's where the demo gets orchestrated. Create the queue, create and start

(FF= sl el Aol AI%)
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# the listener, create ten workers and start them, wait for them to finish,
# then send a None to the queue to tell the listener to finish.
def main() :
queue = multiprocessing.Queue (-1)
listener = multiprocessing.Process (target=1listener_process,
args=(queue, listener_configurer))
listener.start ()
workers = []
for i in range (10):
worker = multiprocessing.Process (target=worker_process,
args= (queue, worker_configurer))
workers.append (worker)
worker.start ()
for w in workers:
w.join ()
queue.put_nowait (None)
listener.join ()

if name == '__main_ ':
main ()

A9 2aY= AP 2L 9 ZeA 2 FEg Ad oA FAF

import logging

import logging.config

import logging.handlers

from multiprocessing import Process, Queue
import random

import threading

import time

def logger_thread(q) :
while True:
record = g.get ()
if record is None:
break
logger = logging.getLogger (record.name)
logger.handle (record)

def worker_process(q):
gh = logging.handlers.QueueHandler (q)
root = logging.getLogger ()
root.setLevel (logging.DEBUG)
root .addHandler (gh)

levels = [logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR,
logging.CRITICAL]
loggers = ['foo', 'foo.bar', 'foo.bar.baz',
'spam', 'spam.ham', 'spam.ham.eggs']
for i in range (100):
1lvl = random.choice (levels)
logger = logging.getLogger (random.choice (loggers))
logger.log(lvl, 'Message no. 2d', 1)
if _ name_ == '_ main__ ':

g = Queue ()

(BF= sl el Aol AI%)
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d = {
'version': 1,
'formatters': {
'detailed': {
'class':
'format':
—% (message) s’

'logging.Formatter',
'$(asctime)s % (name)-15s % (levelname)-8s % (processName)-10s

}
}I
'handlers': {
'console': {
'class': 'logging.StreamHandler',
'level': '"INFO',
}I
'file': {
'class': 'logging.FileHandler',
'filename': 'mplog.log',
'mode': 'w',
'formatter': 'detailed',

by
'foofile': {

'class': 'logging.FileHandler',
'filename': 'mplog-foo.log',
'mode': 'w',
'formatter': 'detailed',
}I
'errors': {
'class': 'logging.FileHandler',
'filename': 'mplog-errors.log',
'mode': 'w',
'level': 'ERROR',
'formatter': 'detailed',
}I
}I
'loggers': {
'foo': {
'handlers': ['foofile']
}
}I
'root': {
'level': 'DEBUG',
'handlers': ['console', 'file', 'errors']
}I
}
workers = []
for i in range (5):
wp = Process (target=worker_process, name='worker 5d' % (i + 1), args=(qg,))

workers.append (wp)

wp.start ()

logging.config.dictConfig(d)

1p
lp.start ()

# At this point,

for wp in workers:
wp.Jjoin ()

threading.Thread (target=logger_thread,

args=(q,))

the main process could do some useful work of its own
# Once it's done that,

it can wait for the workers to terminate...

(FF= sl el Aol AI%)
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# And now tell the logging thread to finish up, too
g.put (None)
lp.Jjoin ()

ok
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’queue = multiprocessing.Manager () .Queue (-1) # also works with the examples above

a8 o A4 YL

workers = []
for i in range(10):
worker = multiprocessing.Process (target=worker_process,
args= (queue, worker_configurer))
workers.append (worker)
worker.start ()
for w in workers:
w.join ()

o
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with concurrent.futures.ProcessPoolExecutor (max_workers=10) as executor:
for i in range(10)
executor.submit (worker_process, queue, worker_configurer)

12.2 Deploying Web applications using Gunicorn and uWSGI

When deploying Web applications using Gunicorn or uWSGI (or similar), multiple worker processes are created to handle
client requests. In such environments, avoid creating file-based handlers directly in your web application. Instead, use a
SocketHandler to log from the web application to a listener in a separate process. This can be set up using a process
management tool such as Supervisor - see Running a logging socket listener in production for more details.
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B AW £ 5 53 4L 5 AUk o) A8 3 F A3, logging 517] 1] & RotatingFileHandler &

AT t:

o
o

import glob
import logging
import logging.handlers

LOG_FILENAME = 'logging_rotatingfile_example.out'

# Set up a specific logger with our desired output level
my_logger = logging.getLogger ('MyLogger')
my_logger.setLevel (logging.DEBUG)

# Add the log message handler to the logger
handler = logging.handlers.RotatingFileHandler (
LOG_FILENAME, maxBytes=20, backupCount=5)

my_logger.addHandler (handler)
# Log some messages
for i in range(20):

my_logger.debug('i = Y% 1)

# See what files are created
logfiles = glob.glob('%s*' $ LOG_FILENAME)

for filename in logfiles:
print (filename)

A= 674 gtdojojop s, Z47] & =2 o g 21 7|59 R Th:

logging_rotatingfile_example.out

logging_rotatingfile_example.out.
logging_rotatingfile_example.out.
logging_rotatingfile_example.out.
logging_rotatingfile_example.out.
logging_rotatingfile_example.out.

g w N

M A 2o Y92 34t logging rotatingfile_example.out o], 3 7] A glol] = ufjujc} & u] A}

-1 O] =2 ol 5o MAHE UL 71 W] 5L 778 o] Fo] WA H o] AuAF S 7St (L1 9] L2 7
=) - 6«4'0101 A9 AUt
2o o] oAl 21 Zo|E ZUA o7 A A AT maxBytes S A A3 gro g AARsI AL AUt

28




logging ©] 3to] W FF ghol Bl g ol F71E S Uﬂ 7h Y go® HAIAE THI}E FLE L %-
EoiY PNE AEAE Aol AU I ol T2, ol WL T A Aze TG F2NE AR5
string.Template(Fo]H 240 271E) str. format () (Fo] A 2.6 Z714).

E2AE(B27E) o F 7HA F7F =i H ’\E}o‘ of thaf W H A VS AFFUTh Formatter S+

style o]lgt= F7HAQ 719 E w7 A48 H =S MAE A5 UTE 7| 232 '8 o] A gk & F 714
EW%Q%%%@%&%W'%ﬁ'%&%ﬂ*m%ﬂﬂw@ﬂ%ﬂﬂﬂﬂiwﬂﬂﬂﬂ44iﬂ“°
7|2 A0 2 F A= A 4, style |7/l RG-S WA H O Z A A str. format () =+ string.Template 3}
S ZHs ek 2 —‘?—ZP":‘% A& ¢ AU 32 7S HoF7) ﬁ@"ﬂxﬂ ZE AAI Y

>>> import logging

>>> root = logging.getLogger ()

>>> root.setlLevel (logging.DEBUG)

>>> handler = logging.StreamHandler ()

>>> bf = logging.Formatter (' ',
style="{")

>>> handler.setFormatter (bf)

>>> root.addHandler (handler)

>>> logger = logging.getLogger ('foo.bar')

>>> logger.debug('This is a DEBUG message')

2010-10-28 15:11:55,341 foo.bar DEBUG This is a DEBUG message

>>> logger.critical('This is a CRITICAL message')

2010-10-28 15:12:11,526 foo.bar CRITICAL This is a CRITICAL message

>>> df = logging.Formatter ('Sasctime Sname $ Smessage',

. style='5$")

>>> handler.setFormatter (df)

>>> logger.debug('This is a DEBUG message')

2010-10-28 15:13:06,924 foo.bar DEBUG This is a DEBUG message

>>> logger.critical('This is a CRITICAL message')

2010-10-28 15:13:11,494 foo.bar CRITICAL This is a CRITICAL message

>>>

232 H% 2987 9191 27 AR S 2oL e AL Ad 27 WAA 7 PAE & BA T 24 87
U A v A A ol = The 7} 2] %2l F S A8 4 YaviTh:

>>> logger.error ('This is an ', 'other,', 'ERROR,', 'message')
2010-10-28 15:19:29,833 foo.bar ERROR This is another, ERROR, message
>>>

27 2Z&(logger. debug(),logger-infO() )& AA 23 EA A AA S A A= A A ) ks
—:45}"’ 7R = UH7H Hee AA 27 232 o9/ ok st=A & AR & 238 82

AHEEH YT E yEfo]am) FRE 27 3o @A & 7}2] 7]+= exc_info 7] JEUH7H Hp L 2 70
17}5]—“'3“311 ZJEE ‘/]’F/]'LHL extra 7|99 = UH7H $). A J 8 E L str. format () == string.
Template TH= AMESt] A 27 32 T 5 sy th HH 4 2 = logging 3 7] A 7} %- Z vl &) S AH§-

So] £ £ AL W5 mwao@ﬂﬂ@%gmw1ﬂmﬂ44§ﬁﬂ°°ﬂah£ﬂ°ﬂﬁgﬂ
ul A b AQUTh 71 E LEo it BE 27 TEo] - FAL L A3 MEAUTH

() LS YL AG o] A8 = WA A E TASE Bo] QT WAAL A9, WA
E9 AL R 9419 A€ ALEE 5 9.0 0], logging 371 A1 & A B4 £ALE Q7] A 2 A ol i
str() & TEVTHE AL AVIAA L. Th F A 248 DA S

class BraceMessage:
def _ init_ (self, fmt, /, *args, **kwargs):
self.fmt = fmt

(THS slTolAToll A1)
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self.args = args
self.kwargs = kwargs

def _ str_ (self):
return self.fmt.format (*self.args, **self.kwargs)

class DollarMessage:
def _ _init__ (self, fmt, /, **kwargs):
self.fmt = fmt
self.kwargs = kwargs

def _ str_ (self):
from string import Template
return Template (self.fmt) .substitute(**self.kwargs)

o] T 3tUE _*Tt AL Al AHE S, (}- EE S22 E S /\P*"Lﬁ}‘ﬂ ZUWHE 2 =599 “%(message)s”,
“{message}” L= “$message” 2] of] L}EFLF= A A| “message” 7 “l—"“é‘ 9S4 et ol AL 21 6k

A vt S A o] 52 AR AL Hha EARGAIR, __(F 7H4 UE —gettext.gettext () 11

FAES] T/ AR E = _ A EFEA A 2) 2 ARg-oFH =) %‘—"J?J‘/l E}.

©°
9] Z el 227} vol ol L of GA & GhA T, oFF A ol H R 7
the 3} 2ol A8 & %t (wherever Bhe REOIA 45 ek

>>> from wherever import BraceMessage as ___

>>> print (__ ('Message with ', 2, name='placeholders'))
Message with 2 placeholders

>>> class Point: pass

>>> p = Point ()

>>> p.x = 0.5

>>> p.y = 0.5

>>> print (__ ('Message with coordinates: ( ’ )y
point=p))

Message with coordinates: (0.50, 0.50)
>>> from wherever import DollarMessage as ___

>>> print (__ ('Message with $num S$what', num=2, what='placeholders'))

Message with 2 placeholders

>>>

19 ol Al= print ( AbESto] g o] o DA AFete=A HoFa JARE ER o] HIHOE A
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w7} bt 27 B AAE AR AP A7 20w 29T 0] (222 AA 2 197 D wjeh B o

TN el d6E Se g Solie a2 B AR e 2 r gty ARG,
2 =

%?‘&D}‘?i, LoggerAdapter & AHE-3to] Th ol Al 2} o] Y& FASE BE3E A5 5 AF YT

import logging

class Message:
def _ _init__ (self, fmt, args):
self.fmt = fmt
self.args = args

def _ str_ (self):

(TH& ST Aol A1)
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return self.fmt.format (*self.args)

class StyleAdapter (logging.LoggerAdapter) :
def _ init_ (self, logger, extra=None):
super () .__init__ (logger, extra or {})

def log(self, level, msg, /, *args, **kwargs):
if self.isEnabledFor (level):
msg, kwargs = self.process(msg, kwargs)
self.logger._log(level, Message (msg, args), (), **kwargs)

logger = StyleAdapter (logging.getLogger (_ name_ ))

def main():
logger.debug('Hello, ', 'world!")

if name_ == '__main_ ':
logging.basicConfig(level=logging.DEBUG)
main ()

o] AT HEE Fpo] 32 o] oA AR E Wl Hello, world! ke HIAIAE 7|53l oF Ut
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logger = logging.getLogger (__ name_
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vto] A 3.2 o] el A=, LogRecord A o] AAS A7 AAE 5~ = HELE T3l SFFUh HAEZ =
setLogRecordFactory () & AAE 4= 9111, getLogRecordFactory () & Z:ﬂ £ Pd=EZyEYY
t}. M & 2= LogRecord A ALY} e Ao g 3551, 7| B A AL LogRecord YUY T}

o WP & A8 3Rl A8 R} 3 9] 22 7} LogRecord B4 9] BE WS Ao &5 LT o] 2 Sof, A1
Zo)a MBHAL, 030 ¢S PO ALE Aol SJEAHES 2 B4 UG

old_factory = logging.getLogRecordFactory ()

def record_factory(*args, **kwargs):
record = old_factory(*args, **kwargs)
record.custom_attribute = Oxdecafbad
return record

logging.setLogRecordFactory (record_factory)

IADL Az e ol A AR L Alon dAR IS o, Aol A EE Poi2 Ay
Z

Y= 5hA A EFOZ AFH o EYHES HojaA) i &, 5L 2 glofok gtk 1AL 7
1Ele BE 2 Ao AgA s =E 17}6}‘3& Fllter§ AL A Aot AAE S T RS
wf Bk o] 7] & A&l oF Fth.
= t:
16 QueueHandler A B Z# A 95 7] - ZeroMQ o] A
QueueHandler Al B Z#|AFE ARGt Th 2 F 39 Foll WAIAE B 5 A5 YT ol & 5¢] ZeroMQ
‘publish” 4~ 7. o}l o Ao A, A HWEE P H o] 2] 7] 2 (‘queue E) Agg Ut
import zmg # using pyzmqg, the Python binding for ZeroMQ
import json # for serializing records portably
ctx = zmg.Context ()
sock = zmg.Socket (ctx, zmqg.PUB) # or zmg.PUSH, or other suitable value
sock.bind ('tcp://*:5556") # or wherever
class ZeroMQSocketHandler (QueueHandler) :
def enqueue(self, record):
self.queue.send_json(record. dict )
handler = ZeroMQSocketHandler (sock)
=8 TSt ohE ol syt A& A 717 2AE Hetd 8 st dolHE AEst= 2 YY)

t}:

class ZeroMQSocketHandler (QueueHandler) :
def _ _init__ (self, uri, socktype=zmqg.PUB, ctx=None) :
self.ctx = ctx or zmg.Context ()
socket = zmg.Socket (self.ctx, socktype)
socket .bind (uri)
super () .__init__ (socket)

def enqueue(self, record):
self.queue.send_json(record. dict )

def close(self):
self.queue.close()
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class ZeroMQSocketListener (Queuelistener) :
def _ _init__ (self, uri, /, *handlers, **kwargs):
self.ctx = kwargs.get ('ctx') or zmg.Context ()
socket = zmqg.Socket (self.ctx, zmg.SUB)
socket.setsockopt_string(zmg.SUBSCRIBE, '') # subscribe to everything
socket .connect (uri)
super () .__init__ (socket, *handlers, **kwargs)

def dequeue (self):
msg = self.queue.recv_json()
return logging.makelLogRecord (msg)

o B
R & logging logging 25l th3t API &l H A~

!—1

X E logging.config logging &= 5-8& 74 AP

712 273 A A

07 27 AEA

=< 24 74 9AYEY Adgutt- G 22 AE Ay oA ZEAZSF UL o] 9 YEE
dictConfig() & HE3dte] 745 A&t
LOGGING = {
'version': 1,
'disable_existing_loggers': True,
'formatters': {
'verbose': {
'format': '$%(levelr ( time) ( Jule) 3 (pr e ) d (thread)d
% ( ssage) s'!
}I
'simple': {
'format': '$(levelname)s % (message)s'

}I
}I
'filters': {
'special': {
'()': 'project.logging.SpecialFilter',
'foo': 'bar',

}I
'handlers': {
"null': |
'level':'DEBUG',
'class':'django.utils.log.NullHandler',

(THS s eTATell A1%)

33



https://docs.djangoproject.com/en/stable/topics/logging/#configuring-logging

(o1 A S o] A A Al

I
'console':{
'level':'DEBUG',

'class':'logging.StreamHandler',
'formatter': 'simple'
}I
'mail_admins': {
'level': '"ERROR',
'class': 'django.utils.log.AdminEmailHandler',
'filters': ['special']
}
}I
'loggers': {
'dijango': {
'handlers':['null'],
'propagate': True,

'level':'"INFO',

}I

'django.request': {
'handlers': ['mail_admins'],
'level': 'ERROR',
'propagate’': False,

}V

'myproject.custom': {
'handlers': ['console', 'mail_admins'],
'level': '"INFO',
'filters': ['special']
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19 rotator2} namerE A}-83) 4 21 3] A 28] 5}7]

An example of how you can define a namer and rotator is given in the following runnable script, which shows gzip

compression of the log file:

import gzip

import logging

import logging.handlers
import os

import shutil

def namer (name) :
return name + ".gz"

def rotator (source, dest):
with open(source, 'rb') as f_in:
with gzip.open(dest, 'wb') as f_out:
shutil.copyfileobj (f_in, f_out)
os.remove (source)

34
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rh = logging.handlers.RotatingFileHandler ('rotated.log', maxBytes=128, backupCount=5)
rh.rotator = rotator
rh.namer = namer

root = logging.getLogger ()
root.setlLevel (logging.INFO)
root .addHandler (rh)
f = logging.Formatter ('S (asctime)s ¢ (message)s')
rh.setFormatter (f)
for i in range (1000):
root.info (f'Message no. {i + 1}")

After running this, you will see six new files, five of which are compressed:

$ 1ls rotated.log*

rotated.log rotated.log.2.gz rotated.log.4.gz
rotated.log.l.gz rotated.log.3.gz rotated.log.5.gz
$ zcat rotated.log.l.gz

2023-01-20 02:28:17,767 Message no. 996

2023-01-20 02:28:17,767 Message no. 997

2023-01-20 02:28:17,767 Message no. 998

20 % v] A 3 multiprocessing o A

= & 2ste oAl /‘i =773 Y& AHE- 3t £ 7S multiprocessing 7 A AHg-oH= RS ol F U Th
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o ool A}, F =& lﬁ% gl 22 A2 E O AR Z2 NS AT UTHE F Z2 A, Fay 2

AR 92 A A 20l IF U RE AU 0 AT SR A, F 22 2ol A0 27,

XLC’*Z]J]- QueueHandler o] 1 d}+= W, 18] 1 8] 21 7} QueueListener 2 T2 E3}81 2 7) ?—“ < F+4 ?'S]u_

o) ST o MET PN AAY A2l 72 ALHES A =

:r“‘é% A g 95 2ol AR, o] oA A& A& A At 2o 48T %ﬂokﬂqﬂr
3

~EYEL e 2T SAEYT 240 of @) A FHEA & A

import logging

import logging.config

import logging.handlers

from multiprocessing import Process, Queue, Event, current_process
import os

import random

import time

class MyHandler:
mrrn
A simple handler for logging events. It runs in the listener process and
dispatches events to loggers based on the name in the received record,
which then get dispatched, by the logging system, to the handlers
configured for those loggers.

mn

def handle(self, record):
if record.name == "root":
logger = logging.getLogger ()

(THS SOl Aol A1)
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else:
logger = logging.getLogger (record.name)

if logger.isEnabledFor (record.levelno) :
# The process name is transformed just to show that it's the listener
# doing the logging to files and console

o

record.processName = 'S%s (for %s)' % (current_process () .name, record.

—processName)

def

def

logger.handle (record)

listener_process(q, stop_event, config):

mrirn

This could be done in the main process, but 1is just done in a separate
process for illustrative purposes.

This initialises logging according to the specified configuration,
starts the listener and waits for the main process to signal completion
via the event. The listener is then stopped, and the process exits.

mrn

logging.config.dictConfig(configqg)

listener = logging.handlers.Queuelistener (q, MyHandler())
listener.start ()

if os.name == 'posix':
# On POSIX, the setup logger will have been configured in the
# parent process, but should have been disabled following the
# dictConfig call.
# On Windows, since fork isn't used, the setup logger won't
# exist in the child, so it would be created and the message
# would appear - hence the "if posix" clause.

logger = logging.getLogger ('setup')

logger.critical ('Should not appear, because of disabled logger ...'")
stop_event.wait ()
listener.stop/()

worker_process (confiqg) :

mrirn

A number of these are spawned for the purpose of illustration. In
practice, they could be a heterogeneous bunch of processes rather than
ones which are identical to each other.

This initialises logging according to the specified configuration,
and logs a hundred messages with random levels to randomly selected
loggers.

A small sleep is added to allow other processes a chance to run. This
is not strictly needed, but it mixes the output from the different
processes a bit more than if it's left out.

mmn

logging.config.dictConfig(configqg)

levels = [logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR,
logging.CRITICAL]
loggers = ['foo', 'foo.bar', 'foo.bar.baz',
'spam', 'spam.ham', 'spam.ham.eggs']
if os.name == 'posix':

# On POSIX, the setup logger will have been configured in the
# parent process, but should have been disabled following the

(FF= sl el Aol AI%)
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def

# dictConfig call.

# On Windows, since fork isn't used, the setup logger won't

# exist in the child, so it would be created and the message

# would appear - hence the "if posix" clause.

logger = logging.getLogger ('setup')

logger.critical ('Should not appear, because of disabled logger ...'")
for i in range(100):

1lvl = random.choice (levels)

logger = logging.getLogger (random.choice (loggers))

logger.log(lvl, 'Message no. ¢d', 1)

time.sleep(0.01)

main () :
g = Queue ()
# The main process gets a simple configuration which prints to the console.

config_initial = {
'version': 1,
'handlers': {
'console': {
'class': 'logging.StreamHandler',
'level': 'INFO'
}
}!
'root': {
'handlers': ['console'],
'level': 'DEBUG'
}

}

# The worker process configuration is just a QueueHandler attached to the
# root logger, which allows all messages to be sent to the queue.

# We disable existing loggers to disable the "setup" logger used in the

# parent process. This is needed on POSIX because the logger will

# be there in the child following a fork().

config_worker = {
'version': 1,
'disable_existing_loggers': True,
'handlers': {
'queue': {
'class': 'logging.handlers.QueueHandler',
'queue': g
}
}I
'root': {
'handlers': ['queue'],
'level': 'DEBUG'
}
}
# The listener process configuration shows that the full flexibility of
# logging configuration is available to dispatch events to handlers however
# you want.
# We disable existing loggers to disable the "setup" logger used in the
# parent process. This is needed on POSIX because the logger will
# be there in the child following a fork().
config_listener = {
'version': 1,

'disable_existing_loggers': True,

(FF= sl el Aol AI%)
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'formatters': {
'detailed': {
'class': 'logging.Formatter',
'format': '$ (asctime)s % (name)-15s % (levelname)-8s % (processName)—-10s

—% (message) s'

H

'simple': {
'class': 'logging.Formatter',
'format': '$ (name)-15s % (levelname)-8s % (processName)-10s % (message)s'

}

}I
'handlers': {

'console': {

'class': 'logging.StreamHandler',
'formatter': 'simple',
'level': '"INFO'

}I

'file': {

'class': 'logging.FileHandler',
'filename': 'mplog.log',
'mode': 'w',

'formatter': 'detailed'

by
'foofile': {

'class': 'logging.FileHandler',
'filename': 'mplog-foo.log',
'mode': 'w',
'formatter': 'detailed'
}I
'errors': {
'class': 'logging.FileHandler',
'filename': 'mplog-errors.log',
'mode': 'w',
'formatter': 'detailed',
'level': 'ERROR'
}
}I
'loggers': {
'foo': {
'handlers': ['foofile']
}
}I
'root': {
'handlers': ['console', 'file', 'errors'],
'level': 'DEBUG'

}

# Log some initial events, just to show that logging in the parent works
# normally.
logging.config.dictConfig(config_initial)
logger = logging.getLogger ('setup')
logger.info ('About to create workers ...'")
workers = []
for i in range(5):
wp = Process (target=worker_process, name='worker Sd' % (i + 1),
args=(config_worker,))

(FF= sl el Aol AI%)
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workers.append (wp)
wp.start ()
logger.info('Started worker: ', wp.name)
logger.info ('About to create listener ...")
stop_event = Event ()
lp = Process(target=listener_process, name='listener',
args=(q, stop_event, config_listener))
lp.start ()
logger.info('Started listener')
# We now hang around for the workers to finish their work.
for wp in workers:
wp.join ()
# Workers all done, listening can now sStop.
# Logging in the parent still works normally.
logger.info('Telling listener to stop ...")
stop_event.set ()
lp.join ()
logger.info('All done.")
if name_ == '_ main_
main ()

21 SysLogHandler= 71 5-% v X 2] o] BOM 4} %) 51 7]
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a“iﬂ %22 ASCII 4] L#,lﬁe o] o] UTFSH} 1E A 54 (BOM),JHE o]o] UTF-8 2.2 Q137 H
FUIE. (o] 749 B3 2 & FR3A L)

glo] A 3.19] A4, BOME W A] A o] 4¢3}t F =7} SysLogHandler o 715 QA9 42 H A =, BOM
o] WAl R 9] AlZF Fgel ERLbA 1 Shofl 4 ASCH 74 84 E 3 galA] H= & A% TAFHJF U
o] FZto] g wpef, ZEH BOM 49 =7} EJrOl%ﬁ 3.24 o] oA A AH HAF U T2, SHFE
FE2 QAS A= 23, BOMS 233131, 1 9ol 4= ASCIL A| @2, 2 F o]l UTF-8 2.2 139 ¢ 29
FUF=® FAE RFC 5424-5 3 w| A A S A 5] = 74 < okt 2ol sfj oF gt

1. Formatter Q12 EAE SysLogHandler A 2B 20 tf-S3) 242 Wl BEx1d 3} & B A L

'"ASCII section\ufeffUnicode section'’

ffUZE ZE= ZE U+FEFF+=, UTF-85 AH8-3te] 139 d of, UTF-8 BOM 2 & Q15 g LT} -
Hfo ]Eoﬂb \xef\xbb\xbf'.
2. ASCII section= ¥ 38= A2 FA| 7| 2 v A 2. 22 215 £ UEhu= Tl o Bl 7} 4 ASCIL Y 7]
HAE ook gt (2 A H 9, UTF-8 139 o] o= M3 A k2 A& FAF U,
3. Unidcode section& ¥ 8h= 2] 3 A] 7] 2 HHEAI Al 5 X 2 & L Ehub= H] o] Bl of] ASCIL 1§11 & Bloj v
A7 23 o] o= HIFUTH-UTF-82 AHEsto] g Ut
32H & WA A= SysLogHandler ol 2|3 UTF-8 Q13 W& AF&-5to] A G *HUTh. 9] 2= =
37, REC 5424-5 S A A & B4 5 QlojoF it 213 A] 9401, logging©] &3 3HA b= 5 OW H
HI A1 ] 7} RFC 5424 9} 3 k5] 2] 9F 31 syslog & 0] &34 & < 35U th
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import Jjson
import logging

class StructuredMessage:

def _ init_ (self, message, /, **kwargs):
self.message = message
self.kwargs = kwargs

def _ str_ (self):
return '%s >>> $s' % (self.message, Jjson.dumps (self.kwargs))

_ = StructuredMessage # optional, to improve readability

logging.basicConfig(level=logging.INFO, format='?% (message)s')
logging.info(_('message 1', foo='bar', bar='baz', num=123, fnum=123.456))

9ol 2z st AR A e} 2ol AA Yo

message 1 >>> {"fnum": 123.456, "num": 123, "bar": "baz", "foo": "bar"}

F 0 508 el BRI 4P, b ol A% 2o] A7 A2 ISON AT EE A48 5 UvTh:

import json
import logging

class Encoder (json.JSONEncoder) :
def default (self, o):
if isinstance (o, set):
return tuple (0)
elif isinstance(o, str):
return o.encode ('unicode_escape') .decode ('ascii')
return super () .default (o)

class StructuredMessage:
def _ init_ (self, message, /, **kwargs):
self.message = message
self.kwargs = kwargs

def _ str_ (self):

s = Encoder () .encode (self.kwargs)
return '%s >>> %s' % (self.message, s)
_ = StructuredMessage # optional, to improve readability
def main() :
logging.basicConfig(level=logging.INFO, format='% (message)s')

(TH& ST Aol A1)
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logging.info(_('message 1', set_value={1, 2, 3}, snowman='\u2603"))

if name_
main ()

main__ ':

fo) 23 e AR 0-e7 2ol AT

’message 1 >>> {"snowman": "\u2603", "set_value": [1, 2, 3]}

G0 A e A2 Fol 4 v Aol w e 5 ST

23 dictConfig () & A8 7]E A}-& 2} A 2] 5} 7]

B AU 2 A€ A8 A0S0 98 w71 LT, diceContio () € AL
£ WEA FAE o] YL Y TS Y% A2 A
POSIX©l| A, shutil.choun () & AH§3t@ 47 @}4 A, OIEEJEM s+ A ]
A4S AFHA Fgich et 2L dur

def owned_file_handler (filename, mode='a', encoding=None, owner=None) :
if owner:
if not os.path.exists (filename) :
open (filename, 'a').close()
shutil.chown (filename, *owner)
return logging.FileHandler (filename, mode, encoding)

2% ke, dictConfig() o A £ 27 FAHNA, o] G5 E BEF] 2Y AN AAES AF
4+ U

LOGGING = {
'version': 1,
'disable_existing_loggers': False,
'formatters': {
'default': {
'format': '$(asctime)s % (levelname)s % (name)s % (message)s'
}I
}I
'handlers': {
'file':{
# The values below are popped from this dictionary and
# used to create the handler, set the handler's level and
# its formatter.
'"()': owned_file_handler,
'level':'DEBUG',
'formatter': 'default',
# The values below are passed to the handler creator callable
# as keyword arguments.

'owner': ['pulse', 'pulse'l],
'filename': 'chowntest.log',
'mode': 'w',
'encoding': 'utf-8',
}I
b
'root': |
'handlers': ['file'],

(TH& ST Aol A1)
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'level': 'DEBRUG',
b

of Ao A= A A& E7] 93l pulse 2t AFEARSF IF S AHE St &afrdS AA
23 YE chowntest .py & F 2|59

I3l
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import logging, logging.config, os, shutil

def owned_file_handler (filename, mode='a', encoding=None, owner=None) :
if owner:
if not os.path.exists (filename) :
open (filename, 'a').close()
shutil.chown (filename, *owner)
return logging.FileHandler (filename, mode, encoding)

LOGGING = {

'version': 1,
'disable_existing_loggers': False,
'formatters': {
'default': {
'format': '$ (asctime)s % (levelname)s % (name)s % (message)s'

}I
}I
'handlers': {
"file':{
# The values below are popped from this dictionary and
# used to create the handler, set the handler's level and
# its formatter.
'()': owned_file_handler,
'level':'DEBUG',
'formatter': 'default',
# The values below are passed to the handler creator callable
# as keyword arguments.

'owner': ['pulse', 'pulse'l],
'filename': 'chowntest.log',
'mode': 'w',
'encoding': 'utf-8',
}V
}I
'root': {
'handlers': ['file'],
'level': 'DEBUG',

by

logging.config.dictConfig (LOGGING)
logger = logging.getLogger ('mylogger')
logger.debug ('A debug message')

ol A& A sl7] Y8 A=, oFutE root 2 A oF & A YUt

$ sudo python3.3 chowntest.py

$ cat chowntest.log

2013-11-05 09:34:51,128 DEBUG mylogger A debug message

$ 1s -1 chowntest.log

-rw-r——r—— 1 pulse pulse 55 2013-11-05 09:34 chowntest.log
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o] oAl shutil.chown () ©] 5% gto]® 3.3 AL FUTE o] %d ctConflg()éz]—?ﬂfs]--‘g
BE soly HWOM ZE k- sto]® 2.7,32 o] 3.3 o] A HMB] %, (& E°1) os.chown () &
AHgte] A 4Fd WAS @ﬂrzqq

AAZE, A27) A4 B2 22 A ol obel Sl 9 e mEel 9& 5 Atk T4l g ke

]LI

g S oA & 4 A5yt

'()': 'ext://project.util.owned_file_handler',

o] 71 project.util & &7} gl 7] A €] “Zﬂ olF L g HhE
'ext://__main__. owned_flle_handler E AgE = gy
ZHE dictConfig() ol 93] 2HF Yt

o] A& st AY tf2 FEe FY HAS - E Eo] EHPOSIX @ uE AA -T2 Yoz
(os.chmod () & AH&3HA) +E3t= IHE & 42145}-
EE o] §TH2FileHandler 0|89 A7 FHPLEE

FtEs e 439 A7 BE

24 & =2 AA A 5 £ 2EHY AHE-517)

Jpol i 320 A, Formatter € style 7|9 = mi7/ldsE A, ol WAH 332 Al s & 7]
HOZ ALESIHA { E= $ & A A3 str.format () 3 string.Template o &3 X A== 2 &
GoWe 4B AEE U I AS £ AL A 2oz €4 AAAE ENDoe A% 249

Zola, E =7 WA A 7F vhE o A = e Tl Fo s Al L.

Logging calls (debug (), info () etc.) only take positional parameters for the actual logging message itself, with
keyword parameters used only for determining options for how to handle the logging call (e.g. the exc_info keyword
parameter to indicate that traceback information should be logged, or the ext ra keyword parameter to indicate additional
contextual information to be added to the log). So you cannot directly make logging calls using str.format () or
string.Template syntax, because internally the logging package uses %-formatting to merge the format string and
the variable arguments. There would be no changing this while preserving backward compatibility, since all logging calls
which are out there in existing code will be using %-format strings.

EQ 2HAE 58 2AG ABN ) A ol AGA T, o) 4 v A £HY wA7F e, 71 E AET
a2A 0202 Gpru) e AL T 2 9] 7] wj R}

A4zt ehelBe 2| g o 22 ZE Zhof| T 2
Zje S A o it o] FA S ul) thA] =

24.1 LogRecord # & 2] A}-&

alo] W 3200 A, Yol A AF StFormatter A AL} 317, logging 3 7] A] = set Lo gRecordFactory()

& AFS A AFE A7 AF41 9] LogRecord A/ B 2| AE AT = & 7eS AFYLE oA A
ﬁﬁ}_,ﬂb‘} L BT E getMessage () WA ZE A é-"%?‘f}% o] 2 A} 9] LogRecord Al B ELEH"E
A 2 ov\l,];} o] H| A= 9] ]/\aaﬂx\:,uﬂ olmsg % args ZU|E o] doji}= ol of g &)

o A 411}]& S8 A& ¢ = XYY e,y ~_—,L_UHﬂ 2EYLS A YA o2 79k AT &
|4& A7 S8l %-= H%‘% 7122 ARGt E E o s) of fhuth E Hl o] A np A 2
str(self.msg) & 3 &L= FsfoF Tt

ALA|8F A B = setLogRecordFactory () 2 LogRecord o st dlH A~ AHAE FZ3AA L.

43



242 187} A o) W A2 AA A&

{}- 2 $- 2§ S ALE-oto] 7 22 WA A& 2 :—i-’?— A=
(arbitrary-object-messages | A1) 2 7 S ul] Qo] o] AR E =
I AR il str () & TE3] AA P4 EALS %*—t«u}z

Zejag Az

class BraceMessage:
def __init__ (self, fmt, /, *args, **kwargs):
self.fmt = fmt
self.args = args
self.kwargs = kwargs

def _ str_ (self):
return self.fmt.format (*self.args, **self.kwargs)

class DollarMessage:
def __init__ (self, fmt, /, **kwargs):
self.fmt = fmt
self.kwargs = kwargs

def _ str_ (self):

from string import Template
return Template (self.fmt) .substitute (**self.kwargs)

o] T3S T FAE A AFLFE, {}- EE$-Zu RS AFE 5o TUlE 27 &3 9] “%(message)s”,
“{message}” B== “$message” 2] o UrE‘rLPt A A “message” Fi-S THE = JFUTEH ofH AE 215
A& wuith Ze 2 o] 55 AR 3= Zl o] thaA EARG T, w A Aol M o]y _ 3 2 E S AR A T
““Pﬁ}fﬂ = %%WDP(PEE A3}l _ & AFEFAL QITHE, ofutE ).

o) Ao o 7} okeholl kol 4Tk WA, str. format () & S Eol L YT

>>> = BraceMessage

>>> print (__ ('Message with ', 2, 'placeholders'))
Message with 2 placeholders

>>> class Point: pass

>>> p = Point ()

>>> p.x = 0.5

>>> p.y = 0.5

>>> print (__ ('Message with coordinates: ( , ) ', point=p))
Message with coordinates: (0.50, 0.50)

F HAE, string.Template & AFS3= Zoj® Yt}

>>> = DollarMessage

>>> print (__ ('Message with $num $what', num=2, what='placeholders'))
Message with 2 placeholders

>>>
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25 dictConfig () & ¥ FA35}7]

dictConfig() & AHg3te]l BHE FAT & AFUTh shA W Aol =
F AFUTH(@ A o] 2 S AFFUH. Filter 7t BE o2
o1, We g7 A 5—*91*]»5—?%%310]7]@]%01](314uﬂoég
filter () MAEE ARt o HE x4
é‘}ﬂm, %EJE Agste v AHeE FHES 2HY 74 a;qqa] o () 7

A RFilter JATBAE VAL T EL B /PR, T

o}, a7
2

import logging
import logging.config
import sys

class MyFilter (logging.Filter):
def _ init__ (self, param=None) :
self.param = param

def filter(self, record):
if self.param is None:
allow = True
else:
allow = self.param not in record.msg
if allow:
record.msg = 'changed: ' + record.msg
return allow

LOGGING = {
'version': 1,
'filters': {
'myfilter': {
'()': MyFilter,
'param': 'noshow',

}I
'handlers': {
'console': {
'class': 'logging.StreamHandler',
'filters': ['myfilter']

}I

'root': {
'level': 'DERUG',
'handlers': ['console']

}l

if name_ == '_ main '

logging.config.dictConfig (LOGGING)
logging.debug('hello")
logging.debug('hello - noshow')
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ok A, 9o A HEE e A FYh

changed: hello

FE7H T E 2 AE 5 92 HelF k.
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Aol AR FxE e BT (CIE 50, o 25l J 74 97 A= 32ollA &
3 , logging-config-dict-externalobj of] A H & ext://... FAZS G

142 A8 A Ae)7] 2 2o e S TS AT 2% AU

o] A
HAIT, A9 T 22 H 22 dicConfig) 2 A7) 1S AL AL B £ HAA 9.

26 A8} 3 2] ol 9] Eul

o], 9 9] ool A MyFilter tJAl 'ext://_ _main__ .MyFilter' & A& 4 55Ut

logging

7
F8 2} Aol AAE o]B A A —db‘]———?(] of o gt o] W2 A K = logging-config-dict-userdef &

o) Tohe S Mg F BT AL w7k A Uth- =AY A& AT, o9 AR TR el=
oWl E & A &3] g Fo] 7|55 7] il FATh T A A A ">, AHE AL GO 2 E SYAE A S 5
0],/'_*_1/]];]_
PORE] .
import logging
class OnelLineExceptionFormatter (logging.Formatter) :
def formatException(self, exc_info):
Format an exception so that it prints on a single line.
mrrn
result = super () .formatException (exc_info)
return repr (result) # or format into one line however you want to
def format (self, record):
s = super () .format (record)
if record.exc_text:
s = s.replace('\n', "') + '|'
return s
def configure_logging() :
fh = logging.FileHandler ('output.txt', 'w')
f = OnelineExceptionFormatter ('? (asctime)s (levelname) (me: e)sl|"',
'$d/Sm/%Y $H:%M:%S")
fh.setFormatter (f)
root = logging.getLogger ()
root.setLevel (logging.DEBUG)
root .addHandler (fh)
def main () :
configure_logging ()
logging.info ('Sample message')
try:
x=1/0
except ZeroDivisionError as e:
logging.exception('ZeroDivisionError: S5s', e)
if name == '__main_ ':
main ()
AgYsha, A 5 29 stdol 4P Uch
28/01/2015 07:21:23|INFO|Sample message |
28/01/2015 07:21:23|ERROR|ZeroDivisionError: integer division or modulo by zero]
= rTracepack (mosSt FEecent call last)y:\n Frile "Iogtest7.py", line 30, 1In m@ﬁg;wq;pmgqgﬁ

—~= 1 / 0\nZeroDivisionError: integer division or modulo by zero']
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I 5= A A ETF A A Z AGAE ES AEE =4 %2134,“1]/\1*1%%/\1011 A 215 A ofar gt
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import logging
import subprocess
import sys

class TTSHandler (logging.Handler) :
def emit (self, record):

msg = self.format (record)

# Speak slowly in a female English voice

cmd = ['espeak', '-s150', '-ven+f3', msqg]

p = subprocess.Popen(cmd, stdout=subprocess.PIPE,

stderr=subprocess.STDOUT)
# wait for the program to finish
p.communicate ()

def configure_logging() :
h = TTSHandler ()
root = logging.getLogger ()
root .addHandler (h)
# the default formatter just returns the message
root.setLevel (logging.DEBUG)

def main () :
logging.info ('Hello'")
logging.debug ('Goodbye")

if name == '_ main '

configure_logging ()
sys.exit (main())

AFPsd, o] ATPEE oA 242 2 “Hello” 2} “Goodbye” & 2} th 2 2y o}
=2 A AL GETTS A2 Y oA AP = o F 22 T332 53 vIAAE A= &+ e
Ao e Aadd= 489 ‘21%141‘/}
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LAl GG AR E 7 S8t 54 747\4_01 WA ok A 2 & S8t = AFe] dS 5 AUtk dE
o, FFAA HHID oMEE 2 5171 & 9T = J5Uth &7ty glo] e S31E g1 A
H2 25 AAXHY3I| L AR GATh o g7t o oot RE U I AR E St AF Ut

22 27 o] o] Yo7 FF 3] Yol To v ZH o HE AFE Y] o] & T U S B
ZFE= oA YUtk logging.handlers.MemoryHandler & AF&8k=t], o] W Ab3lo] AIS w71 %] 21
HoHMEE HHYT 4 JES o3, w7t H W W g & oJHEE] flush FUTH- A& A th&
8] 7] (target A7) E AZE Uttt 7| B & 02 MemoryHandler & W7} T} X} A Y =50 A AH
LAFGETG AL 22 o|HEZL I H ZHA| U AFSAH S SHA &S AT AF, o] REHES

MemoryHandler o B S48 A H 249} 34 AHE T 4 5L T

A 2FHE & e g foo 7} e, RE R FES £ 5HWAM, ojH 4%2E 231 3A4S
sys.stderr o] & T, I FFC2 AA HAIAE 274 FUth w7 f4E foo ol A2 5 =),
% o] ERROR ¥ CRITICAL 502 27 gUth- 2134 952 DEBUG, INFO @ WARNING 4>l A 1t
23 gtk

O] AIHEEIRT AR S T T I OHE foo EHEHE &7 gyt v =2 olH =
EAE W A2 Fa I oE d vt 2 E e R AR VE °473§14T‘+ d 2 ol 8 =

target A 2] 7], T o] DAMoF o= - L HH EFMW T A JIZEY ¢S FUIE ) e E S
T AdHF YL} o)A 27 sys.stderr & 22 StreamHandler, logging.ERROR, 100 2 7| ¥ zlo &

0.
~ages e 2aych

AXE O
=2

import logging
from logging.handlers import MemoryHandler
import sys

logger = logging.getLogger (__name_ )
logger.addHandler (logging.NullHandler ())

def log_if_errors(logger, target_handler=None, flush_level=None, capacity=None) :
if target_handler is None:
target_handler = logging.StreamHandler ()
if flush_level is None:
flush_level = logging.ERROR
if capacity is None:
capacity = 100
handler = MemoryHandler (capacity, flushLevel=flush_level, target=target_handler)

def decorator (fn):
def wrapper (*args, **kwargs):
logger.addHandler (handler)
try:
return fn(*args, **kwargs)
except Exception:
logger.exception('call failed'")
raise
finally:
super (MemoryHandler, handler) .flush()
logger.removeHandler (handler)
return wrapper

return decorator

(THE sTTol Aol A1)
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def write_line(s):
sys.stderr.write('%s\n' % s)

def foo(fail=False):
write_line('about to log at DEBUG ...")
logger.debug ('Actually logged at DEBUG')
write_line('about to log at INFO ...")
logger.info ('Actually logged at INFO')
write_line ('about to log at WARNING ...")
logger.warning ('Actually logged at WARNING'")
if fail:
write_line ('about to log at ERROR ...")
logger.error ('Actually logged at ERROR')
write_line ('about to log at CRITICAL ...'")
logger.critical ('Actually logged at CRITICAL'")
return fail

decorated_foo = log_if_ errors(logger) (foo)

if _ name_ == '_ main__ ':
logger.setLevel (logging.DEBUG)
write_line('Calling undecorated foo with False')
assert not foo (False)
write_line('Calling undecorated foo with True')
assert foo (True)
write_line('Calling decorated foo with False')
assert not decorated_foo (False)
write_line('Calling decorated foo with True')
assert decorated_foo (True)

o] AAYES AW 27 2L Z o] btk

Calling undecorated foo with False
about to log at DEBUG

about to log at INFO

about to log at WARNING

Calling undecorated foo with True
about to log at DEBUG

about to log at INFO

about to log at WARNING

about to log at ERROR

about to log at CRITICAL

Calling decorated foo with False
about to log at DEBUG

about to log at INFO

about to log at WARNING

Calling decorated foo with True
about to log at DEBUG

about to log at INFO

about to log at WARNING

about to log at ERROR

Actually logged at DEBUG
Actually logged at INFO

Actually logged at WARNING
Actually logged at ERROR

about to log at CRITICAL
Actually logged at CRITICAL
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@Qlog_if_ errors(logger)
def foo(fail=False):

29 Sending logging messages to email, with buffering

To illustrate how you can send log messages via email, so that a set number of messages are sent per email, you can
subclass Buf feringHandler. In the following example, which you can adapt to suit your specific needs, a simple test
harness is provided which allows you to run the script with command line arguments specifying what you typically need
to send things via SMTP. (Run the downloaded script with the —h argument to see the required and optional arguments.)

import logging
import logging.handlers
import smtplib

class BufferingSMTPHandler (logging.handlers.BufferingHandler) :
def _ init_ (self, mailhost, port, username, password, fromaddr, toaddrs,
subject, capacity):
logging.handlers.BufferingHandler.__init__ (self, capacity)
self.mailhost = mailhost
self.mailport = port

self.username = username

self.password = password

self.fromaddr = fromaddr

if isinstance (toaddrs, str):
toaddrs [toaddrs]

self.toaddrs = toaddrs
self.subject = subject
self.setFormatter (logging.Formatter ("% (asctime)s 2 (leveln:

def flush(self):
if len(self.buffer) > 0O:
try:
smtp = smtplib.SMTP (self.mailhost, self.mailport)
smtp.starttls ()
smtp.login(self.username, self.password)
msg = "From: $%s\r\nTo: %s\r\nSubject: ¢s\r\n\r\n" % (self.fromaddr, ',
—'.join(self.toaddrs), self.subject)
for record in self.buffer:
s = self.format (record)
msg = msg + s + "\r\n"
smtp.sendmail (self.fromaddr, self.toaddrs, msqg)
smtp.quit ()
except Exception:
if logging.raiseExceptions:
raise
self.buffer = []

if _ name == '__main__ ':

(TH& SOl Aol A1)

50




(o] A sl o] A A M A%)

import argparse

ap = argparse.ArgumentParser ()

aa = ap.add_argument

aa('host', metavar='HOST', help='SMTP server')

aa('-—-port', '-p', type=int, default=587, help='SMTIP port')

aa('user', metavar='USER', help='SMIP username')

aa('password', metavar='PASSWORD', help='SMTP password")

aa('to', metavar='TO', help='Addressee for emails')

aa('sender', metavar='SENDER', help='Sender email address')

aa('--subject', '-s',

default='Test Logging email from Python logging module (buffering)',
help='Subject of email')

options = ap.parse_args|()

logger = logging.getLogger ()

logger.setLevel (logging.DEBUG)

h = BufferingSMTPHandler (options.host, options.port, options.user,
options.password, options.sender,
options.to, options.subject, 10)

logger.addHandler (h)

for i in range (102):

logger.info("Info index = 3%d", i)
h.flush()
h.close ()

If you run this script and your SMTP server is correctly set up, you should find that it sends eleven emails to the addressee
you specify. The first ten emails will each have ten log messages, and the eleventh will have two messages. That makes
up 102 messages as specified in the script.

30 74 53 UTC(GMT) 2 A|7H& £33}

Sometimes you want to format times using UTC, which can be done using a class such as UTCFormatter, shown
below:

import logging
import time

class UTCFormatter (logging.Formatter) :

converter = time.gmtime
oJAl Formatter Al = oA UTCFormatter & AMEE 4= FUTH A& &3l o] & =331, th=
o o e Aol o5 4H W2HOR dictConfig() APIE AR 5 vt

import logging
import logging.config
import time

class UTCFormatter (logging.Formatter) :
converter = time.gmtime

LOGGING = {
'version': 1,
'disable_existing_loggers': False,
'formatters': {

(TH& ST Aol A1)
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'utc': {
'"()": UTCFormatter,
'format': '$(asctime)s % (mes

I
'"local': {
'format': '$%(asctime)s % (message)s',

}I
'handlers': {
'consolel': {
'class': 'logging.StreamHandler',
'formatter': 'utc',
}I
'console2': {
'class': 'logging.StreamHandler',
'formatter': 'local',
}V
}I
'root': {
'handlers': ['consolel', 'console2'],

if  name == '_ _main '

logging.config.dictConfig (LOGGING)
logging.warning ('The local time is %s', time.asctime())

o] ~ZYES WS, 2T 2L WL AT Th:

2015-10-17 12:53:29,501 The local time is Sat Oct 17 13:53:29 2015
2015-10-17 13:53:29,501 The local time is Sat Oct 17 13:53:29 2015

AlZbol Tk A 2] 7)ol A= UTCE, th A2l 7]ol e A G Azte s xUH = Ae HosUh

31 Aed 27S 95 A2 B2 A7)

import logging
import sys

class LoggingContext:
def _ init__ (self, logger, level=None, handler=None, close=True):
self.logger = logger

self.level = level
self.handler = handler
self.close = close

def _ enter_ (self):
if self.level is not None:
self.old_level = self.logger.level

(TH& ST Aol A1)
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self.logger.setlLevel (self.level)
if self.handler:
self.logger.addHandler (self.handler)

def _ exit_ (self, et, ev, tb):
if self.level is not None:
self.logger.setlLevel (self.old_level)
if self.handler:
self.logger.removeHandler (self.handler)
if self.handler and self.close:
self.handler.close ()
# implicit return of None => don't swallow exceptions
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if name_ == '__main_ ':
logger = logging.getLogger ('foo')
logger.addHandler (logging. StreamHandler ())
logger.setlLevel (logging.INFO)
logger.info('l. This should appear just once on stderr.')
logger.debug('2. This should not appear.')
with LoggingContext (logger, level=logging.DEBUG) :
logger.debug('3. This should appear once on stderr.')
logger.debug('4. This should not appear.')
h = logging.StreamHandler (sys.stdout)
with LoggingContext (logger, level=logging.DEBUG, handler=h, close=True):
logger.debug('5. This should appear twice - once on stderr and once on stdout.
=)
logger.info('6. This should appear just once on stderr.')
logger.debug('7. This should not appear.')

et 270 24 558 Tnr0 2 AT e A WA A #12 FERER B4 #2E ebA ey
th. 1Thg ol with B804 538 DEBUG 2 94| W45, WAL A #30] e th B50] SR W 24
0] INEO 2 HAI 22, W44 44 h A A Qe 2 wih BE A S5 e} Al DEBUG 2
HAl A sys stdout @2 A% A2 7% 2T mebA WA A g5 2ol F 8 EAH LT
(stderr & §3] 3 M, stdout 2 531 ¢ W), with o] HRE Fo el oAz 2on g, (AR
1505 911 5o LTt (A 4271 ) A1 #7530l Gh 1

ojFgA WE 2THEE AP, Ade thaH s Uth:

$ python logctx.py

1. This should appear Jjust once on stderr.

3. This should appear once on stderr.

5. This should appear twice - once on stderr and once on stdout.
5. This should appear twice - once on stderr and once on stdout.
6. This should appear just once on stderr.

ThA] A el WA stderr & /dev/null 2 2T 251, T} 20 stdout © 2 &7 A A 7 g}
ok

$ python logctx.py 2>/dev/null
5. This should appear twice - once on stderr and once on stdout.
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$ python logctx.py >/dev/null

1. This should appear Jjust once on stderr.

3. This should appear once on stderr.

5. This should appear twice - once on stderr and once on stdout.

6. This should appear just once on stderr.
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import argparse
import importlib
import logging
import os

import sys

def main (args=None) :

scriptname = os.path.basename( file )
parser = argparse.ArgumentParser (scriptname)
levels = ('DEBUG', 'INFO', 'WARNING', 'ERROR', 'CRITICAL')
parser.add_argument ('--log-level', default='INFO', choices=levels)
subparsers = parser.add_subparsers (dest='command',

help='Available commands:')
start_cmd = subparsers.add_parser ('start', help='Start a service')
start_cmd.add_argument ('name', metavar='NAME',

help='Name of service to start')
stop_cmd = subparsers.add_parser('stop',
help='Stop one or more services')
stop_cmd.add_argument ('names', metavar='NAME', nargs='+"',
help='Name of service to stop')

restart_cmd = subparsers.add_parser ('restart',

help='Restart one or more services')
restart_cmd.add_argument ('names', metavar='NAME', nargs='+',

help='Name of service to restart')

options = parser.parse_args()
# the code to dispatch commands could all be in this file. For the purposes
# of illustration only, we implement each command in a separate module.
try:

(TH& ST Aol A1)
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mod = importlib.import_module (options.command)

cmd getattr (mod, 'command')
except (ImportError, AttributeError):

print ('Unable to find the code for command \'%s\'' % options.command)

return 1
# Could get fancy here and load configuration from file or dictionary
logging.basicConfig(level=options.log_level,

format="'% (levelname)s % (name)s % (message)s')

cmd (options)

if _name_ == '_ main___
sys.exit (main())

183l start, stop ¥ restart § {2 EE REE AT st 7HE A &se A

# start.py
import logging

logger = logging.getLogger (_ name_ )

def command (options) :
logger.debug ('About to start %s', options.name)
# actually do the command processing here
logger.info('Started the \'%s\' service.', options.name)

a8y HEEy:

# stop.py
import logging

logger = logging.getLogger (__name_ )

def command (options) :

n = len(options.names)
if n == 1:
plural = "'
services = '\'2s5\'' % options.names[0]
else:
plural = 's'
services = ', '".join('\'%s\'' % name for name in options.names)
i = services.rfind(', ")
services = services[:1] + ' and ' + services[i + 2:]

logger.debug ('About to stop %s', services)
# actually do the command processing here
logger.info ('Stopped the %s service$s.', services, plural)

v SHA], ThA] Al 282

# restart.py
import logging

logger = logging.getLogger (__name_ )
def command (options) :

n = len(options.names)
if n ==

(TF= el Aol A%
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plural = "'
services = '\'2s\'' % options.names[0]
else:
plural = 's'
services = ', '.Jjoin('\" \''" % name for name in options.names)
i = services.rfind (', ")
services = services[:1] + ' and ' + services[i + 2:]
logger.debug ('About to restart ', services)
# actually do the command processing here
logger.info ('Restarted the service¢s.', services, plural)

ol g8 ZRIRS VB RISEFOR AYSY, ojld S U

$ python app.py start foo
INFO start Started the 'foo' service.

$ python app.py stop foo bar
INFO stop Stopped the 'foo' and 'bar' services.

$ python app.py restart foo bar baz
INFO restart Restarted the 'foo', 'bar' and 'baz' services.

A WA ol 27 $Fo|a, F WA doj oMET 27 9 A4 BEU 7] A o]EYUTh
deeeRidstd, 2R ASH = RS WAT AU oS 5o, 7t H W2 AR E A

$ python app.py -—-log-level DEBUG start foo
DEBUG start About to start foo
INFO start Started the 'foo' service.

$ python app.py ——-log-level DEBUG stop foo bar
DEBUG stop About to stop 'foo' and 'bar'
INFO stop Stopped the 'foo' and 'bar' services.

$ python app.py —--log-level DEBUG restart foo bar baz
DEBUG restart About to restart 'foo', 'bar' and 'baz'
INFO restart Restarted the 'foo', 'bar' and 'baz' services.

293 g Asthu:

$ python app.py —-—-log-level WARNING start foo
$ python app.py —--log-level WARNING stop foo bar
$ python app.py -—-log-level WARNING restart foo bar baz

©] -, WARNING ¢ o] 0. & o} 3l e B 51A] ofgtom g, g2 Z&ol ok A% A4 shA] odsuth
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import datetime
import logging
import random
import sys
import time

# Deal with minor differences between PySide2 and PyQt5
try:

from PySide2 import QtCore, QtGui, QtWidgets

Signal = QtCore.Signal

Slot = QtCore.Slot
except ImportError:

from PyQt5 import QtCore, QtGui, QtWidgets

Signal = QtCore.pygtSignal

Slot QtCore.pygtSlot

logger = logging.getLogger ( name )

#
# Signals need to be contained in a Q0bject or subclass in order to be correctly
# initialized.
#
class Signaller (QtCore.QObject) :
signal = Signal(str, logging.LogRecord)

Output to a Qt GUI is only supposed to happen on the main thread. So, this
handler is designed to take a slot function which is set up to run in the main
thread. In this example, the function takes a string argument which is a
formatted log message, and the log record which generated it. The formatted
string is just a convenience - you could format a string for output any way
you like in the slot function itself.

You specify the slot function to do whatever GUI updates you want. The handler
doesn't know or care about specific UI elements.

S o HH R W O KR W R R W

class QtHandler (logging.Handler) :
def __init__ (self, slotfunc, *args, **kwargs):

(BF= s eT Aol A1)
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super().__init__ (*args, **kwargs)
self.signaller = Signaller()
self.signaller.signal.connect (slotfunc)

def emit (self, record):
s = self.format (record)
self.signaller.signal.emit (s, record)

#

# This example uses QThreads, which means that the threads at the Python level

# are named something like "Dummy-1". The function below gets the Qt name of the
# current thread.

#

def ctname () :
return QtCore.QThread.currentThread () .objectName ()

# Used to generate random levels for logging.

LEVELS = (logging.DEBUG, logging.INFO, logging.WARNING, logging.ERROR,
logging.CRITICAL)

This worker class represents work that is done in a thread separate to the
main thread. The way the thread is kicked off to do work is via a button press
that connects to a slot in the worker.

Because the default threadName value in the LogRecord isn't much use, we add

a gqThreadName which contains the QThread name as computed above, and pass that
value in an "extra" dictionary which is used to update the LogRecord with the
QThread name.

This example worker just outputs messages sequentially, interspersed with
random delays of the order of a few seconds.

S oH O R R H R W W R R W R

class Worker (QtCore.QObject) :
@Slot ()
def start (self):
extra = {'gThreadName': ctname() }
logger.debug ('Started work', extra=extra)
i=1
# Let the thread run until interrupted. This allows reasonably clean
# thread termination.
while not QtCore.QThread.currentThread() .isInterruptionRequested() :
delay = 0.5 + random.random() * 2
time.sleep (delay)
level = random.choice (LEVELS)
logger.log(level, 'Message after delay of 2¢3.1f: 2%d', delay, 1i,-
—extra=extra)

i +=1
#
# Implement a simple UI for this cookbook example. This contains:
#

# * A read-only text edit window which holds formatted log messages

(FF= sl el Aol AI%)
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# * A button to start work and log stuff in a separate thread
# * A button to log something from the main thread
# * A button to clear the log window

#

class Window (QtWidgets.QWidget) :

COLORS = {

def

def

logging.DEBUG: 'black',
logging.INFO: 'blue',
logging.WARNING: 'orange',
logging.ERROR: 'red',
logging.CRITICAL: 'purple',

__init__ (self, app):

super () .__init__ ()

self.app = app

self.textedit = te = QtWidgets.QPlainTextEdit (self)

# Set whatever the default monospace font is for the platform

f = QtGui.QFont ('nosuchfont'")

f.setStyleHint (f.Monospace)

te.setFont (f)

te.setReadOnly (True)

PB = QtWidgets.QPushButton

self.work_button = PB('Start background work', self)

self.log_button = PB('Log a message at a random level', self)
self.clear_button = PB('Clear log window', self)

self.handler = h = QtHandler (self.update_status)

# Remember to use gThreadName rather than threadName in the format string.
fs = "% (asctime)s % (qThreadName)-12s % (level
formatter = logging.Formatter (fs)
h.setFormatter (formatter)
logger.addHandler (h)

# Set up to terminate the QThread when we exit
app.aboutToQuit.connect (self.force_quit)

name)—-8s % (message)s'

# Lay out all the widgets

layout = QtWidgets.QVBoxLayout (self)
layout.addWidget (te)
layout.addWidget (self.work_button)
layout.addWidget (self.log_button)
layout.addWidget (self.clear_button)
self.setFixedSize (900, 400)

# Connect the non-worker slots and signals
self.log_button.clicked.connect (self.manual_update)
self.clear_button.clicked.connect (self.clear_display)

# Start a new worker thread and connect the slots for the worker
self.start_thread()

self.work_button.clicked.connect (self.worker.start)

# Once started, the button should be disabled
self.work_button.clicked.connect (lambda : self.work_button.setEnabled (False))

start_thread(self) :
self.worker = Worker ()

(FF= sl el Aol AI%)
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self.worker_thread = QtCore.QThread()

self.worker.setObjectName ('Worker")
self.worker_thread.setObjectName ('WorkerThread') # for gThreadName
self.worker.moveToThread (self.worker_thread)

# This will start an event loop in the worker thread
self.worker_thread.start ()

def kill thread(self):
# Just tell the worker to stop, then tell it to quit and wait for that
# to happen
self.worker_thread.requestInterruption ()
if self.worker_thread.isRunning() :
self.worker_thread.quit ()
self.worker_thread.wait ()
else:
print ('worker has already exited.')

def force_quit (self):
# For use when the window is closed
if self.worker_thread.isRunning() :
self.kill_thread()

# The functions below update the UI and run in the main thread because
# that's where the slots are set up

@Slot (str, logging.LogRecord)

def update_status(self, status, record):
color = self.COLORS.get (record.levelno, 'black'")
s = '<pre><font color="2s">2s</font></pre>' % (color, status)
self.textedit.appendHtml (s)

@Slot ()
def manual_update (self):
# This function uses the formatted message passed in, but also uses
# information from the record to format the message in an appropriate
# color according to its severity (level).
level = random.choice (LEVELS)
extra = {'gThreadName': ctname() }
logger.log(level, 'Manually logged!', extra=extra)

@Sslot ()
def clear_display(self):
self.textedit.clear ()

def main () :
QtCore.QThread.currentThread () .setObjectName ('MainThread"')
logging.getLogger () .setLevel (logging.DEBUG)
app = QtWidgets.QApplication(sys.argv)
example = Window (app)
example.show ()
sys.exit (app.exec_())

if name_ =='_main__ ':
main ()

60




34 Logging to syslog with RFC5424 support

Although

RFC 5424 dates from 2009, most syslog servers are configured by detault to use the older RFC 3164, which hails

from 2001. When 10gging was added to Python in 2003, it supported the earlier (and only existing) protocol at the time.
Since RFC5424 came out, as there has not been widespread deployment of it in syslog servers, the SysLogHandler
functionality has not been updated.

RFC 5424 contains some useful features such as support for structured data, and if you need to be able to log to a syslog
server with support for it, you can do so with a subclassed handler which looks something like this:

import
import
import
import
import

class S

tz_
esc

def

def

datetime
logging.handlers
re
socket
time
ysLogHandler5424 (logging.handlers.SysLogHandler) :
offset = re.compile(r' ([+-1\d{2}) (\d{2})sS")
aped = re.compile(r' ([\]"\\])")
__init__ (self, *args, **kwargs):
self.msgid = kwargs.pop('msgid', None)
self.appname = kwargs.pop ('appname', None)
super().__init__ (*args, **kwargs)
format (self, record):
version = 1
asctime = datetime.datetime.fromtimestamp (record.created) .isoformat ()

m = self.tz_offset.match(time.strftime('%z"))
has_offset = False
if m and time.timezone:
hrs, mins = m.groups ()
if int (hrs) or int (mins):
has_offset = True
if not has_offset:
asctime += 'Z'
else:
asctime += f'/hrs}):{mins}'
try:
hostname = socket.gethostname ()
except Exception:
hostname = '-'
appname = self.appname or '-—'
procid = record.process
msgid = '-'
msg = super () .format (record)
sdata = '-'
if hasattr (record, 'structured_data'):
sd = record.structured_data

# This should be a dict where the keys are SD-ID and the value is a

# dict mapping PARAM-NAME to PARAM-VALUE (refer to the RFC for what these
# mean)

# There's no error checking here - it's purely for illustration, and you
# can adapt this code for use in production environments

parts = []

(TF= ol ATl A%

61



https://datatracker.ietf.org/doc/html/rfc5424.html
https://datatracker.ietf.org/doc/html/rfc3164.html

(o] A sl o] A A M A%)

def replacer (m):
g = m.groups ()
return '\\' + g[0]

for sdid, dv in sd.items():
part = £'[{sdid}’
for k, v in dv.items():

s = str(v)
s = self.escaped.sub(replacer, s)
part += £' {k/}/="{s}""'
part += ']’
parts.append (part)
sdata = ''.Jjoin(parts)

return f'{version/ {asctime/ {hostname} {appname} {procid} {msgid/ {sdata}/
— {msg }'

You’ll need to be familiar with RFC 5424 to fully understand the above code, and it may be that you have slightly different
needs (e.g. for how you pass structural data to the log). Nevertheless, the above should be adaptable to your speciric needs.
With the above handler, you’d pass structured data using something like this:

sd = {
'foo@12345': {'bar': 'baz', 'baz': 'bozz', 'fizz': r'buzz'},
'foo@54321': {'rab': 'baz', 'zab': 'bozz', 'zzif': r'buzz'}
}
extra = {'structured_data': sd}
i=1
logger.debug ('Message %d', 1, extra=extra)

35 How to treat a logger like an output stream

Sometimes, you need to interface to a third-party API which expects a file-like object to write to, but you want to direct
the API’s output to a logger. You can do this using a class which wraps a logger with a file-like API. Here’s a short script
illustrating such a class:

import logging

class LoggerWriter:
def _ _init__ (self, logger, level):
self.logger = logger
self.level = level

def write(self, message):

if message !'= '\n': # avoid printing bare newlines, if you like
self.logger.log(self.level, message)

def flush(self):
# doesn't actually do anything, but might be expected of a file-like
# object - so optional depending on your situation
pass

def close(self):
# doesn't actually do anything, but might be expected of a file-like
# object - so optional depending on your situation. You might want

(THS S eTAT el A1%)
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# to set a flag so that later calls to write raise an exception
pass

def main () :
logging.basicConfig(level=logging.DEBUG)
logger = logging.getLogger ('demo')
info_fp = LoggerWriter (logger, logging.INFO)
debug_fp = LoggerWriter (logger, logging.DEBUG)
print ("An INFO message', file=info_f£fp)
print ('"A DEBUG message', file=debug_fp)

When this script is run, it prints

INFO:demo:An INFO message
DEBUG:demo:A DEBUG message

You could also use LoggerWriter to redirect sys.stdout and sys. stderr by doing something like this:

import sys

sys.stdout = LoggerWriter (logger, logging.INFO)
sys.stderr LoggerWriter (logger, logging.WARNING)

You should do this after configuring logging for your needs. In the above example, the basicConfig () call does this
(using the sys . stderr value before it is overwritten by a LoggerWriter instance). Then, you’d get this kind of
result:

>>> print ('Foo')

INFO:demo:Foo

>>> print ('Bar', file=sys.stderr)
WARNING:demo:Bar

>>>

Of course, these above examples show output according to the format used by basicConfig (), but you can use a
different formatter when you configure logging.

Note that with the above scheme, you are somewhat at the mercy of buffering and the sequence of write calls which you
are intercepting. For example, with the definition of LoggerWriter above, if you have the snippet

sys.stderr = LoggerWriter (logger, logging.WARNING)
1/0

then running the script results in

WARNING:demo:Traceback (most recent call last):

WARNING:demo: File "/home/runner/cookbook-loggerwriter/test.py", line 53, in <module>
WARNING:demo:

WARNING:demo:main ()

WARNING:demo: File "/home/runner/cookbook-loggerwriter/test.py", line 49, in main

WARNING:demo:
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WARNING:demo:1 / O
WARNING:demo:ZeroDivisionError
WARNING:demo: :
WARNING:demo:division by zero

As you can see, this output isn’t ideal. That’s because the underlying code which writes to sys . st derr makes mutiple
writes, each of which results in a separate logged line (for example, the last three lines above). To get around this problem,
you need to buffer things and only output log lines when newlines are seen. Let’s use a slghtly better implementation of

LoggerWriter:

class BufferinglLoggerWriter (LoggerWriter) :
def _ init_ (self, logger, level):
super () .__init__ (logger, level)
self.buffer = "'

def write(self, message):

if '\n' not in message:
self.buffer += message
else:
parts = message.split('\n")

if self.buffer:
s =
self.logger.log(self.level,

self.buffer = parts.pop ()

for part in parts:
self.logger.log(self.level,

self.buffer + parts.pop(0)

s)

part)

This just buffers up stuff until a newline is seen, and then logs complete lines. With this approach, you get better output:

WARNING:demo:Traceback (most recent call last):

WARNING:demo: File "/home/runner/cookbook-loggerwriter/main.py", line 55, in <module>
WARNING:demo: main ()

WARNING:demo: File "/home/runner/cookbook-loggerwriter/main.py", line 52, in main
WARNING:demo: 1/0

WARNING:demo:ZeroDivisionError: division by zero

36 Patterns to avoid

Although the preceding sections have described ways of doing things you might need to do or deal with, it is worth
mentioning some usage patterns which are unhelpful, and which should therefore be avoided in most cases. The following

sections are in no particular order.

36.1 Opening the same log file multiple times

On Windows, you will generally not be able to open the same file multiple times as this will lead to a “file is in use by
another process” error. However, on POSIX platforms you’ll not get any errors if you open the same file multiple times.

This could be done accidentally, for example by:

* Adding a file handler more than once which references the same file (e.g. by a copy/paste/forget-to-change error).

* Opening two files that look different, as they have different names, but are the same because one is a symbolic link

to the other.
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* Forking a process, following which both parent and child have a reference to the same file. This might be through
use of the multiprocessing module, for example.

Opening a file multiple times might appear to work most of the time, but can lead to a number of problems in practice:

* Logging output can be garbled because multiple threads or processes try to write to the same file. Although logging
guards against concurrent use of the same handler instance by multiple threads, there is no such protection if
concurrent writes are attempted by two different threads using two different handler instances which happen to
point to the same file.

* An attempt to delete a file (e.g. during file rotation) silently fails, because there is another reference pointing to
it. This can lead to confusion and wasted debugging time - log entries end up in unexpected places, or are lost
altogether. Or a file that was supposed to be moved remains in place, and grows in size unexpectedly despite
size-based rotation being supposedly in place.

Use the techniques outlined in o] 2] = 2 A 2~ of 4] - 3} o]l & 7] 3}7] to circumvent such issues.

36.2 Using loggers as attributes in a class or passing them as parameters

While there might be unusual cases where you’ll need to do this, in general there is no point because loggers are singletons.
Code can always access a given logger instance by name using 1ogging.getLogger (name), so passing instances
around and holding them as instance attributes is pointless. Note that in other languages such as Java and C#, loggers are
often static class attributes. However, this pattern doesn’t make sense in Python, where the module (and not the class) is
the unit of software decomposition.

36.3 Adding handlers other than NullHandler to a logger in a library

Configuring logging by adding handlers, formatters and filters is the responsibility of the application developer, not the
library developer. If you are maintaining a library, ensure that you don’t add handlers to any of your loggers other than
aNullHandler instance.

36.4 Creating a lot of loggers

Loggers are singletons that are never freed during a script execution, and so creating lots of loggers will use up memory
which can’t then be freed. Rather than create a logger per e.g. file processed or network connection made, use the existing
mechanisms for passing contextual information into your logs and restrict the loggers created to those describing areas
within your application (generally modules, but occasionally slightly more fine-grained than that).

37 Other resources

o 1]

RE logging logging 25l th 3t API & #H A~

X E logging.config logging =58 74 APL

2 E logging.handlers logging &l ¥ 35 F83F 2 2] 7].
Basic Tutorial

Advanced Tutorial
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