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010 0000

Related Articles

oooobOPythonOOOOOOO0OODOOO0OOODOODOOOOODOOOOODOODOOOO:

¢ Basic Authentication

BasicUO O000OO0O0OO0O0OO0O0DOOO PythonOODOODOOOOOO

urllib.request 0 URLs (Uniform Resource Locators) OO0 00000 PythonOOOOOOO00O0O0O0OO0O0O
000000oooopooooo0o0D wlopen0 0000000 DODODOOCOOOOODOOOOODOOOOO
gooo0oO0O0OO00000O0O0Oo0oooOO0O0ODOO0O00O0O0O0O0oOD0OD -vasicdO0O0OOOOOO
O00D0D0QOOO0O handlerd opener OO0 OO ODOODOOOOOOOOOOOOO

urllibrequest D0 OO "URLOOOO”(URLDO »» 0000000000 0O00O0O -000 “ftp://python.
org/’700 »tp)UO URLOODOOOOODDOOOOODODO (00O FTIPRHTTP)OODOODOOOOOO
gbooooo

000000 urlopen 0000000000000 0O0O0O0OODO HTTPO URLOOODOOODOOOO
000000000000DDODOO HyperText Transfer Protocol D D 000000000000 OOO
0000000 HTTPOOUOODODOOOODOOOOODDOO RFC26160 0000000000000
obooboooooboooboHoWTOOODOO wriibOOOOODOOODOOOOOO HTTPOOODOODO
goboobobooobooboboobobbobiboobobdf urllib.request 0000000
gboooooboobooooobobooooobooood


http://www.voidspace.org.uk/python/articles/authentication.shtml
ftp://python.org/
ftp://python.org/
https://tools.ietf.org/html/rfc2616.html

020 URLUOOOOO

urllibrequest 0000 O00OOOOOODOOOO:

import urllib.request
with urllib.request.urlopen('http://python.org/') as response:
html = response.read()

URL 000O0OODOO0OOODODOOOOOODODOOODODOOODODOOODDOOODO shutil.
copyfileobi () O :func:tempfile. NamedTemporaryFile 0 0 000000000 O0ODO0O:

import shutil
import tempfile
import urllib.request

with urllib.request.urlopen('http://python.org/') as response:
with tempfile.NamedTemporaryFile (delete=False) as tmp_file:
shutil.copyfileobj(response, tmp_file)

with open (tmp_file.name) as html:
pass

U000 wllibOOOOOOO0DOOOO0ODOOO Chttp OODOOO URLDO *ftp:’ O *file> OOOOODOOOO
g)obooobooboobooooobooooboo HTTPOOODOOOOODOOOOOOODOOOOOO0OO

HTTPOODOODOO (requesty D OO OO0 (response) 000000000 -000000O0O00O00O0O
U0ooboooboooooodbOurllibrequest 00000000000 HTTPOOOOODOOOO
URequest 0000000000 OOO0DOOOOOOOOODOODOOOOOOOOOOODODOO
U0 URLOOOOO00OO0O0OOurlopend00000000O000O0O0O0O0DOO0O0O0DOO0ODO0O0O URL
gdbogbogobogbobooboboboboboobuoobobobobooobbooboobooboabooa
gobobbO .read() D0OOD0OOODOODOOODOODO:

import urllib.request

req = urllib.request.Request ('http://www.voidspace.org.uk")
with urllib.request.urlopen(req) as response:
the_page = response.read()

urllibrequest 1 000000000000 O0O0O0OOOO URLOODOOOOOOOOOOOOOOOOO
gooboooorrTPO0b0O0n0oOonooobDOoOoDg:

req = urllib.request.Request ('ftp://example.com/")

HTTPOOOOOOOOOOOOOOOOOOOOO0OOO0O0OO0O0OO00O000bO: 00000000040
gboooooooooooooooobooboobobooboboboobooooo ooooooooon
Cmetadata”) 0000000000 -00000000000 HTTPOOOOOOOOODOOODOOODOO
gbooooooobogoboooo
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21 000

URLOOODOOOOOOOO0OOO0O0000@DOOOOO URLDO CGI (Common Gateway Interface) [
oo00D0oO00OwebODOOOODOOOODOOOODOOOOH)ODODO HTTPOOO POSTOOOO
obobooboboboboboboboooOgwebOO HTIMLODOODODODODOODODOODODO
goooobooooooogobooepoSTOOODODOODODOODOOOOODOO:-ODO0DOOODOOD
gbooooooooooopoSTOOOOOODOOODOOODOOOOOO HTMLOOOOOOOOOOO
ubooooboobobooobOobooboboobOobooooobOo0o0oonoOonD dataOlODOOOOOO
gbodbodbgiobdurllib.parsed000ooooooooonogood

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
values = {'name' : 'Michael Foord',

'location' : 'Northampton',

'language' : 'Python' }

data = urllib.parse.urlencode (values)
data = data.encode('ascii') # data should be bytes

req = urllib.request.Request (url, data)
with urllib.request.urlopen(req) as response:
the_page = response.read()

000000000000 00000000b0000000o0@OOO0 HTMLOOOO00DOO0000O0
0000000000 000000000 HTML Specification, Form Submission 0 000 0O 0)0

data00D0O0OO0O00O00DwlbD GETOOOOOODOOOOOGETO POSTOOOODOOOOOO
goopoSTOOOOOOODOOOMmMOOOODODOODOOO:POSTHOOOODOOODOOOOOODO
goobobOobooboboboo@oo oobobobobobobobobobooboOoOoOoO web
gboooo)yoboobo  HTTPOOO0OOODOOOO0O0ODOO0OOO0OOPOSTU OO OOOODOOOGETO
oboboooboobooboboobooooobOobOOoOooo@mGETODOOOOOOO0O0OoOoonOOooDOon
poOSTUOOOODOOODOOOOODOOODOOODOOOOODOOOHTTIPO GETUODODODOODOODOO
gboobooboooboobobooooboooobooooo

gbooooooooon:

>>> import urllib.request

>>> import urllib.parse

>>> data = {}

>>> data['name'] = 'Somebody Here'

>>> data['location'] = 'Northampton'

>>> data['language'] = 'Python'

>>> url_values = urllib.parse.urlencode (data)

>>> print (url_values) # The order may differ from below.
name=Somebody+Here&language=Python&location=Northampton
>>> url = 'http://www.example.com/example.cgi'

>>> full url = url + '"?' + url_values

>>> data = urllib.request.urlopen(full_url)

0 URLOOOO0OO0O0D0OOO0OO0DOO0OO0OO00O0O00O00 URLOOOO0OOO0DO0ODOOOn
goog
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22 000

ob0ooo0Oob0O HHTTPOOOODOOOOODOOOO HTTPOOOOOOODOOOOOOOOOOOOOO
gooog

00000 webOOO0'0000000000000O0O0OODODOOODODOOOOD0O0D0DOOO0O0O0O0
000000000000 D000000000 wlibO00O0O0O0DO0O Python-urllib/x.yO00000
U0 (x0OyOPythonOODODOODOODOODODODODOOODODODOOODDODODODOOOOOO
Python-urllib/2.500) 0000000 webOOOOODODOOODOODODOOOOOOOODODOO
0000000000 User-Agent 00 0°00000000000000000000000O0O00O0
0000000000000000000000000000000000000 Internet Explorer* 0 00
gbooooooobogoboooo

import urllib.parse
import urllib.request

url = 'http://www.someserver.com/cgi-bin/register.cgi’
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)"'
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }
headers = {'User—-Agent': user_agent}
data = urllib.parse.urlencode (values)

data = data.encode('ascii')

req = urllib.request.Request (url, data, headers)

with urllib.request.urlopen(req) as response:
the_page = response.read()

ubooooboobooboooobooboobon imfoll gerwl 0000000 COODOOOOOOOO
obooooooooooobooon

1'Google 00 OO OOO

200000000000 (browsersniffing) J web 00 0000000000000 00DO0DOO -web0OODOOODODOO
00000000000 000000 webO0OOODOOODOOODOOO0OO0OO0OO0OO0O0O0O0OOODOOOOOO

SMSIE6 DO O0DOOO0DOOD *Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1; .NET CLR 1.1.4322)’ 000

4HTTPOOO0OOO0O0OO0O0O0O0O0DOODOOD Quick Reference to HTTP Headers 0 0000000 O

6 020 URLOOOOO
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30 Uobooogd

urlopen 0000000000000 OODOOO URLErrorOJODOO0ODO (DOODO Python APIO O OO
JO00000 valueError, TypeError DO OO0OO0O0DOO)HO

HTTPError 0 URLError DO 0OO0OUODOO HTTPURLs OO OOOOOOOOOODOO

ool urllib.erroxr0d0o0goooboooooonon

3.1 URLError

URLError OO 00000000000 0DODOOOOOOO00O0ODOODLODOO0O0O0O00OO00000O
000000000Dbo00DbO reason’ OOO00O0OO0O0O0DOOOO0ODOOODOOOODOOODODOOO
gboooooooocooooo

O:

>>> req = urllib.request.Request ('http://www.pretend_server.org')
>>> try: urllib.request.urlopen (req)
. except urllib.error.URLError as e:
print (e.reason)

(4, 'getaddrinfo failed')

3.2 HTTPError

000000oooOo HTTPOOOOOOOODODOOOODOOOOOO0ODOODODOoO0oooooooooo
0000000000000 oo0o0o0ooo0oooooooooooooooooooon
0000000000000 oU0oDO0(@UUDOoUDO00oOO0DOoUoDUODOoOU0@ooooOoon
000000 URLOODOOODOO0OD0OO0D0O00000 wlibOODODOODODOODDODDOOO)OOOOOd
00000000 urlopend HTTPError 0O OOOOOOOOODOOODOO ’404° (page not found), 403’
(request forbidden) O ’401° (authentication required) D 0 0O D0 OO

HTTPOODOOOODOOOOODOO RFEC26160 100000000000

00000 HTTPError 000000000 'code’ OO0OOO0O00ODOODODOOOOOODDODOOO
obooooooon



https://tools.ietf.org/html/rfc2616.html
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321 000000
gooooooooooboooooobo(@uooo30oobbooooo)booooobloo2990000000
o00DO000ooOoO0oO0o0oDOo0oOooDo400-590000000000000000000O0O0OO

http.server.BaseHTTPRequestHandler.responses U axfc:2616°0 0000000000000
00000000 oooDobOoobOoobOooDbooDoooooooono

# Table mapping response codes to messages; entries have the
# form {code: (shortmessage, longmessage) }.

responses = {
100: ('Continue', 'Request received, please continue'),
101: ('Switching Protocols',

'Switching to new protocol; obey Upgrade header'),

200: ('OK', 'Request fulfilled, document follows'),
201: ('Created', 'Document created, URL follows'),
202: ('"Accepted',

'Request accepted, processing continues off-line'),

203: ('Non-Authoritative Information', 'Request fulfilled from cache'),
204: ('No Content', 'Request fulfilled, nothing follows'),
205: ('Reset Content', 'Clear input form for further input.'),
206: ('Partial Content', 'Partial content follows.'),
300: ('Multiple Choices',
'Object has several resources —-- see URI list'),
301: ('Moved Permanently', 'Object moved permanently —-- see URI list'),
302: ('Found', 'Object moved temporarily —-- see URI list'),
303: ('See Other', 'Object moved -- see Method and URL list'),
304: ('Not Modified',
'Document has not changed since given time'),
305: ('Use Proxy',
'You must use proxy specified in Location to access this '
'resource.'),
307: ('Temporary Redirect',
'Object moved temporarily —-- see URI list'),
400: ('Bad Request',
'Bad request syntax or unsupported method'),
401: ('Unauthorized',
'No permission —-- see authorization schemes'),
402: ('Payment Required',
'No payment —-- see charging schemes'),
403: ('Forbidden',
'Request forbidden -- authorization will not help'),
404: ('Not Found', 'Nothing matches the given URI'),
405: ('Method Not Allowed',
'Specified method is invalid for this server.'),
406: ('Not Acceptable', 'URI not available in preferred format.'),
407: ('Proxy Authentication Required', 'You must authenticate with '
'this proxy before proceeding.'),
408: ('Request Timeout', 'Request timed out; try again later.'),
409: ('Conflict', 'Request conflict.'),
410: ('Gone',
'URI no longer exists and has been permanently removed.'),
411: ('Length Required', 'Client must specify Content-Length.'),
412: ('Precondition Failed', 'Precondition in headers is false.'),
413: ('Request Entity Too Large', 'Entity is too large.'),
414: ('Request-URI Too Long', 'URI is too long.'),
415: ('Unsupported Media Type', 'Entity body in unsupported format.'),
416: ('Requested Range Not Satisfiable',

(ooooooon)
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(COOO0O0OO00o00)

'Cannot satisfy request range.'),
417: ('Expectation Failed',
'Expect condition could not be satisfied.'),

500: ('Internal Server Error', 'Server got itself in trouble'),
501: ('Not Implemented',

'Server does not support this operation'),
502: ('Bad Gateway', 'Invalid responses from another server/proxy.'),
503: ('Service Unavailable',

'The server cannot process the request due to a high load'),
504: ('Gateway Timeout',

'The gateway server did not receive a timely response'),
505: ('HTTP Version Not Supported', 'Cannot fulfill request.'),

oboooooooboooOoobOOo HTTPOOOOOO O OOOOODOOOOOOODOOOOO0ODOOOn
Ub0obooboob0OobD HTTPError U0 0O0O000O0O0O0OOODOODODOODO codeOOOOOOOO
00000000 urllib.response 0000000000000 readd geturl,infoO0 0000000
gbooog:

>>> req = urllib.request.Request ('http://www.python.org/fish.html")
>>> try:
urllib.request.urlopen (req)
except urllib.error .HTTPError as e:
print (e.code)
print (e.read())
404
b'<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">\n\n\n<html

<title>Page Not Found</title>\n

33000000000

HTTPError U0 0 URLError U000 O0OOD0OO0O00OO0ODOOOODOODOOOODOOODOODOODO
gbooboobdoooooboooobobooobogoo

331 001

from urllib.request import Request, urlopen
from urllib.error import URLError, HTTPError
reqg = Request (someurl)
try:
response = urlopen(req)
except HTTPError as e:
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
except URLError as e:
print ('We failed to reach a server.')
print ('Reason: ', e.reason)

(oooooooo)
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(COOO0O0OO00o00)

else:
# everything is fine

UO0: except HTTPError U U0 UUU0U0U0U0U0U0UO0OO0O0OOOOUOUOOO except URLError U
HTTPError U0 OOD0O0ODOOOO

332 002

from urllib.request import Request, urlopen
from urllib.error import URLError
req = Request (someurl)
try:
response = urlopen (req)
except URLError as e:
if hasattr (e, 'reason'):
print ('We failed to reach a server.')
print ('Reason: ', e.reason)
elif hasattr(e, 'code'):
print ('The server couldn\'t fulfill the request.')
print ('Error code: ', e.code)
else:
# everything is fine

10 030 000000d




[1 400 info I geturl

O00000 urlopen (D00 HTTPError DO O0OO0OO0)0O00O00000O info() O geturl () OO
gobobobobboobbooboobodbd urllib.response 000000000

geturl- 0000000000 O0DOODO0 URLOOOOODO urlopen(@O0OO0O0OO0O0O opener 0000
oO)ooooooooooooobobooboooobOobOOoboob URLOOOOO vRLOOODOOO
goooo

info-0 000000000 @ODOO0ODDOO0OD)ODOODODODODODOODUOODODODOOODODODOOODO
U0 http.client.HTTPMessage UDOOODOOOODO

00000000 *Content-length’, ’Content-type’ DO ODODOO HTTPOOODODODOODOODOOO
000000D0D000000000 Quick Reference to HTTP Headers 0 OO0 0OO0 OO OO

11
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[1 SO Openers [I Handlers

URLOOOOOOODOopener (U0 OO0OOOOOODOODOO urllib.request.OpenerDirector U
0000ooO0)oooooooooooDoOOoOOoODO0OO0O openerd -urlopen0000 -00000COCDODO
O0000openerDODOODOODOODOOODOO oppenerd handler OO OO OOOOODOODODOO
000000000 0000000D000 handlerDODO0O URLOOOO (http, ftp, )OO0 URLO OO
0O00ooooooouvrRLO0O0000O0ODOOCOOO000000O0OOOOO HTTPOOOOOOOOO
HTTPOOOOODOOO

gbboobooooooboooboob vrRLOOO0OOO0O0OO000O0Oopener00O0O0O0O0OO0O0O0OODOO
Ub0oo0bO0o0obO0b0O0Oopener 1000000000000 OO0OOOO0ODOO openerd00on0on

opener O O OODOODOO OpenerDirector O 0 OO0 O0OO0OOOODOOOOODO
add_handler (some_handler_instance) DOOOOO0O00O

gbdboboodbodid buildopener U0OUOOOUOOO0OOO0O0O0O00O0O0 opener00OOOOO
goboooboobbooboobbOoubD puildopener DO O0OD0OO0OO0O0OO0O0DOO0ODOOO
gbooooboboooooboooobobooooboboooooboooobOoboooboooboon
obooooboooog

U00oooDooobboOoob handlerDO00D0O0O00O0ODO0OO0ODOOOODODOOOOOODOODOOO
gbooooobooboooo

install opener 0 (UUOOOO0O)00O0OD0OO opener 00000000 DOOODODOOOODDOOO
urlopen 0000000000 DODO0OOopener 100 O0O0OOO

opener OO OO00 openJ00000D00000 urlopenD00O00000uwlDDOOOOOOOO
Ubo0o00o0obO0b0O00:0000000 installopener000000000OO0O0O

12



[1 6 Basic [ []

0000000000 000000000O000  HTTPRBasicAuthHandler0OOO0OO0O00OOOOOOO
0000000000000 -BasicOOOOODOOOODOOOO0O0OOO0DODOOODOOD Basic Authentication
Tutorial OO OO0OO0OO0O

ooooooobooobooboboobOoobOoboob @o1oboboooboobooobO)yooboooooo
gooboooobO0 realm’ OO000000000O0O0DOO0OODODODO0OO0ODO: wWwW-Authenticate:
SCHEME realm="REALM" U

O

WWW-Authenticate: Basic realm="cPanel Users"

00000000000 0000d00Udb0D realm OOO00OO0OO0O0OO0OOOOODOOOOCDOODDOO
OO000000oOC0COoO0O000OooDOoDDO 'pasic 00 OO0OO0ODODOOCOOOOOODODOO
HTTPBasicAuthHandler OO OOOODOOOOODO openerd handler OO DO OOOODOODOO

HTTPBasicAuthHandler UO0ODO0O0OO0OOO0O0O0OODOOOOO URLO realmdO00000O0O0OO
Jo0db0oob0oooobodoogobooooobbOdrealmO 0000 (@uobooobooooboog
00)OOOODoOOOOO0OHTTPPasswordMgr OO0 DODO0O0O0O0DOOOOOrealmOOO0O000O0OOOO
00000oo0o0ooobobbbbODb000dOdd HTTPPasswordMgrWithDefaultRealm OO OO OO
go0obo0o0o uvRLOODO0OOO0OOO0OO0O0OO0OOODOOOO0ODO0ObOObO0O0ObODObOU0OOUOODOn realm
goo0ooob0b0oboooD0ooo0b0b0b0ob00ob00o0b00bU0ObUO000Ub00D addpassword
O0000reamO0O0O0O0O NoneOODOOOOODOOOOOOODOOOO

0000000 URLOOODODDOOOOOODO URLOOOOO URLOOOOOOOURLOOOOO
.addpassword) DD OO OOOOOO:

# create a password manager
password_mgr = urllib.request.HTTPPasswordMgrWithDefaultRealm ()

# Add the username and password.

# If we knew the realm, we could use it instead of None.
top_level_url = "http://example.com/foo/"
password_mgr.add_password (None, top_level_url, username, password)

handler = urllib.request.HTTPBasicAuthHandler (password_mgr)

# create "opener" (OpenerDirector instance)
opener = urllib.request.build_opener (handler)

# use the opener to fetch a URL
opener.open(a_url)

# Install the opener.
# Now all calls to urllib.request.urlopen use our opener.
urllib.request.install_opener (opener)

13
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urlib0 0 0000000000000 O000O0O0O0O0O0O0OOOOOO,0000 3.6.9

U0: 0D0000 build-opener 0 HTITPBasicAuthHandler U0 OO0 OOO0O0OD0OOOODO opener
gdo0o0ooooooooboobooobo0obo0oobo0oUuboOgd - ProxyHandler (http_proxy
JdddobooOo0o0ooobobobo0od0oo0oOoOoOooOooOod), UnknownHandler, HTTPHandler,
HTTPDefaultErrorHandler, HTTPRedirectHandler, FTPHandler, FileHandler,

DataHandler, HTTPErrorProcessor [

top-level url OO OO0 “http://examplecom/”” O 000000 URL Chttp: OO O0OOOO0O0O00OO
U00oobD0oobooobooO0)ogDo vexample.ccom” O “example.com:8080” (D O OO OOOOOO
0)OODO mawthority” (00D 0O00O0DOOOO0O0O0DOOOOOODOOOO)DODODOOODOOO
O0CQauthority 00000 userinfo” D00 O0D0O0O00OOOO -000 ”joe:password@example.com” [
gooooo

14 0 60 BasicOUO


http://example.com/

070 0000

urlib0 0 0000000000000 DOO0O0OO0ODOO0O000O0 handler 0000000 ProxyHandler
00000000000000000000000000000000000000000000°000
0000000000000 0000D00D0D00D0 ProxyHandler OOOOOOOOOOOOODOOO
Basic Authenticationhandler U0 OO O 000000O0O0OOODOOOOOOOOO:

>>> proxy_support = urllib.request.ProxyHandler ({})

>>> opener = urllib.request.build_opener (proxy_support)
>>> urllib.request.install_opener (opener)

U0: OO0 urllib.request UOO0O00O0O httpsOODOOO0OO0OO0OODOOOO0OOCODOODOOO
0000000 Ourllibrequest 00 0000°00000000000000O0OOOOOO

O00: OO0 REQUESTMETHOD DO UOUOUOOOUOOOO HTTP.PROXY DO OO DOOO; getproxies ()
gboboooooboooooboobooooon

0000000000000 0000000000000000000000000000O/ecalhost0 URLOOOOOOO
000000000000 00000000000000000IED proxyJOO0O0O0000000000wibOO0O0O0O0O0OO
OO0O0Olocalhost 100 0000000000000 0D0O000wibDOO0O0O0DO0O00O0O00D0O0OODOOOODOO

6 urllib opener for SSL proxy (CONNECT method): ASPN Cookbook Recipe.

15
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80 Uoooouoon

Python OO OOOOO0O0OO webOOODOOOOOOOOO0OOO0O0O0O0O0OO urllibd http.client O
U00o00o0DoooonD heplibO0O0OO socket DOOOOOODOOOOO

Python2300000000000D0DODOOOOOO0O0OOOOODO0O0O0O0O0OOODOOODOODODOD
OwebOOOOOOOODOOODOOOOOOOOOOOOOsocketDOOOOOOOOOOOOOOOO
g0b0O0O0o0o00bo0ooobooooDbo0ooDn socketDOOOODOOO http.client O urllib.request
gbooooboobobooobooboooooboboooooboboooobooboooooboooboon
gboooobobooooobooooboobooog

import socket
import urllib.request

# timeout in seconds
timeout = 10
socket.setdefaulttimeout (timeout)

# this call to urllib.request.urlopen now uses the default timeout
# we have set in the socket module

req = urllib.request.Request ('http://www.voidspace.org.uk")
response = urllib.request.urlopen (req)
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