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010 0000

Related Articles

oooobOPythonOOOOOOO0OODOOO0OOODOODOOOOODOOOOODOODOOOO:

¢ Basic Authentication

BasicUO O000OO0O0OO0O0OO0O0DOOO PythonOODOODOOOOOO

urllib2 O URLs (Uniform Resource Locators) D0 00O OO0 Python OO OO OOOO0OOO0O0ODODO
0000oooooDooooo0 wlopen0 00000000 ODODODOOOOOOCODOODOOODOOOOO
oooo0O0O0O0O000000O00oooOO0O0OD0O000OO0OOoooD -vasicd0OOOOOOOOO
O0D0OD0O0O0O handlerd opener OO0 OOOOOOOOOOOOOOOOO

urllib2 supports fetching URLs for many "URL schemes” (identified by the string before the " : " in URL - for
example "ftp" is the URL scheme of "ftp://python.org/") using their associated network protocols
(e.g. FTP, HTTP). This tutorial focuses on the most common case, HTTP.

000000 urlopen 0000000000000 0O0O0O0OODO HTTPO URLOOODOOODOOOO
000000000000DDODOO HyperText Transfer Protocol D D 0O O00O0000D00O0OOOOO
0000000 HTTPOOUOOODOOOODOOOOODDOO RFC26160 0000000000000
oboboooooooooboHowTO OO OO wriib20 0000000000000 HTTPOODOODO
obobooooooobooboboboooooooboboobbuerllivz00oooooDbDOO
gbooooboobooooobooooobooboon


http://www.voidspace.org.uk/python/articles/authentication.shtml
https://tools.ietf.org/html/rfc2616.html

020 URLUOOOOO

uwllib200000000000000000:

import urllib2
response = urllib2.urlopen('http://python.org/")
html = response.read()

U000 wllib2000000000000O00 Chttp:’ ODOODO URLDO *ftp:’ O *file> OO0OOOOO
gooohobooboobooooooobooobooobo HTTPOOOODOOODOOOOOOOOOOOO
goo

HTTPOODOODOO (requesty DO DO OO0 (response) 00 DOOO0OO00OO0 -00000000O0OO0O
o0o0o0oDo0oooo0o0oooD wllib2000000000000 HTTPOODOODOODODOO
Request DO00O0O0OO0O0O0O0OOO0OO0OO0OOO0ODOOODOOOOOOOODOOODOOOODOOODOODOO
URLOOOOOO0OOO00O0O urlopenO0000O00O0O0O0O0O0O0ODOO0ODOODOOOOCOOOOOO URLO
gbooooooboboooooboooogooobooobooboooooboooDobooboooDoDboo
oboo0fod .read() DOO0OO0ODOOOOOOODOOO:

import urllib2

req = urllib2.Request ('http://www.voidspace.org.uk")
response = urllib2.urlopen (req)
the_page = response.read()

wllib20000000000000000000C0 URLOOOOOOOOO0O00DOOOO000DOO0O0OO0
gbooorrpPO00oooOoobOOobOOoOoOg:

req = urllib2.Request ('ftp://example.com/")

HTTPOOODOOOOOOOODOOODDOOOODOOOOOO0ODOOoO0DbOOo0DOooD:0obbooboogoog
gbooooboooooooooooooboooobobobobobobooobooo oboooooooon
Cmetadata”) 000000000 -00000000000 HTTPOOOOOOOOODOOODOODOO
gboooobobobooboooo

21 000

URLOOOOOO0ODOOODOOOODOOOO0ODO @DOOO0O000 URLO CGI (Common Gateway Interface) U
0000'000 webOODODODOODOO0O0O000O0ODODOODODOO0)00OO00 HITPOOO POSTOOOO
ugbobooboboboboboboooboowebOO HTIMLOOODOODOODOOODOODOODOOO
gboooobobooooobooobopoSTOOODODOODOOODOOOOOOOO:00000O0O0O0ODO
gbooooooooooopoSTOOODOODOODOODOOOOOHIMLOOODOOODOOOOO

'CcGIO00000000000D0 Writing Web Applications in Python 000000000



http://www.pyzine.com/Issue008/Section_Articles/article_CGIOne.html

urllib2 0 00 0000000000000 O0ODODOQOOOoO,0D000 2.7.15

gboooobooboboboobobooboobobooobOobOoboouonoOob datalOOOODOOO
oobo0oobOobooO0obOurllib20000000wrllib0000000O0O0DOOOCODOO:

import urllib
import urllib2

url = 'http://www.someserver.com/cgi-bin/register.cgi’
values = {'name' : 'Michael Foord',

'location' : 'Northampton',

'language' : 'Python' }

data = urllib.urlencode (values)
req = urllib2.Request (url, data)
response = urllib2.urlopen (req)
the_page = response.read()

0000000000000 00000000b00000000@OUO0 HTMLOOOO00D0OO0000d
0000000000 000000000 HTML Specification, Form Submission 0 00 0O 0O 0)0

dataOO0OO0OO0ODOOwlib2d GETOOOODOODOODOODO GETO pOSTOODOOOOOO
goooopoSTOOOODODOODOMMOOOOOOOOODO:POSTOODOODOODOODODOO
gooooooooooboooooobo @ob 000000 oOooooOooooboooDbboOooDoOg
OwebOOODOO))OOODOO HTITPOOOODOOODOOOOOODOPOSTD OO OOOOODO
GETOUOOOOOODOOOOOOOoOoobOOobOooOoooooboobooOopoSTOOOOOODOOOOOO
HTTPO GETOUOOOODOODOOOOODOOOODODODOOOOODOODOOOOODbOObObOOoDOoDOo

gboooobooooon:

>>> import urllib2
>>> import urllib

>>> data = {}

>>> data['name'] = 'Somebody Here'
>>> data['location'] = 'Northampton'
>>> data['language'] = 'Python'

>>> url_values = urllib.urlencode (data)

>>> print url_values # The order may differ.
name=Somebody+Here&language=Python&location=Northampton
>>> url = 'http://www.example.com/example.cgi'

>>> full_ url = url + '"?' + url_values

>>> data = urllib2.urlopen(full_url)

0 URLOOOO0OOCOOO0OO0OOOOO0O0OCODOOO0OOO0O0O0O00 URLOOOOOOOOOOOO0OO
oood

22 000
uboobooo HTTPOOOODOOO0OOO0DOO0O00 HTTPOOODOOOODOOOOOOOOOOOooOOao
gbooog

00000 webOOO0?0000000000000000000000O0OO0DOOOOOOOOOOOO
00000000000000000°00000000 wllib20000000 Python-urllib/x.y

2Google DO OOODOO
300000000000 (browser sniffing) J web 0000000000000 000D0DOD -webOODODDOODODOO
O00D00000000000000webOOOODODODODOODOO0O0O0O0O0O0O0O0OO0ODOODOOODO

22. 000 5



https://www.w3.org/TR/REC-html40/interact/forms.html#h-17.13

urlib2 00 0000000000000 00000O0OOOO,0000 2.7.15

obooooboo (xO yO PythonOODOOOOOOODOOODOOOODOOOODODOODOOODOOOODOO
000 python-urllib/2.500)0000000 webOOODOOODOOOOOOOODOOOODOOOO
0000000000000 user-Agent 0004000000000000000000000000
0000000000000000000000000000000000O000000 Internet Explorer’
ggbobboobooboobgooobod

import urllib
import urllib2

url = 'http://www.someserver.com/cgi-bin/register.cgi'
user_agent = 'Mozilla/5.0 (Windows NT 6.1; Win64; x64)"'
values = {'name': 'Michael Foord',

'location': 'Northampton',

'language': 'Python' }
headers = {'User—-Agent': user_agent}

data = urllib.urlencode (values)

req = urllib2.Request (url, data, headers)
response = urllib2.urlopen (req)

the_page = response.read()

Ubooouobo0ooobobooobooboobon infoll gerwrl 0000000 OC0ODOOOOODOOO
gbooooooooooobooon

AMSIE6O0O0O00O0ODODO *Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SVI; .NET CLR 1.1.4322)’ 000
SHTTPOOOODOOOODOOODOODODOO Quick Reference to HTTP Headers 0 00O OO0 OO

6 020 URLOOOOO



https://www.cs.tut.fi/~jkorpela/http.html

30 Uobooogd

urlopen 0000000000000 OODOOO URLErrorOJODOO0ODO (DOODO Python APIO O OO
JO00000 valueError, TypeError DO OO0OO0O0DOO)HO

HTTPError 0 URLError DO 0OO0OUODOO HTTPURLs OO OOOOOOOOOODOO

3.1 URLError

URLError U0 O000000O0O0O0O0COOOCOOOOODOOOOOOOOOOOOODOOOOOOOOO0OO0
Ub00bo0ooooobDobOobO reason’ O OO0OO0O0OO0OD0OODOODOOOOOOOODOODOODOO
gbooooboooooooo

O:

>>> req = urllib2.Request ('http://www.pretend _server.org')
>>> try: urllib2.urlopen (req)
. except urllib2.URLError as e:
print e.reason

(4, 'getaddrinfo failed')

3.2 HTTPError

00000000ogHTTPODDOOODOODODODO0DO0O000000000000000000000000
0000oo0000ooo0o0ooo000oooo0oooo00oooooooooooo0oooooOoooooOg
gooooodooooodoooo0o0oDO(@oOUooooDOoUUooDoooooDoOD™oooDoog
000000 URLOODOOODOOODOOODOOODOwi20000000OOCOOOOOO)ODOOOO
O0000000 urlopen U HTTPError U OO O0O0OO0ODOODOODOONO 404 (page not found), *403’
(request forbidden) [0 °401° (authentication required) D 0 OO 0O OO

HTTPOOODOOOODOOOOODO RFC26160 10000000000O

U0000 HTTPError D0O0O0O0OO0O0OODODO code’ OO ODOOODOOOODOOOOOODOODOOO
gbooooooo
321 000000

oboobooboooboboboobooo@ooboo3poooboooo)yooobooblee2990000000O
obob0ooopoOoooooobOoooooOo400-5900b00ooboooboobooboooooDon




urlib2 0 0 0 0000000000000 00000O0O0OO,0000 2.7.15

BaseHTTPServer.BaseHTTPRequestHandler.responses 0 RFC2616 DO UOOOOOODOOO
gbooooooobooooboooboobobooooboobooooobooog:

# Table mapping response codes to messages; entries have the
# form {code: (shortmessage, longmessage) }.

responses = {
100: ('Continue', 'Request received, please continue'),
101: ('Switching Protocols',

'Switching to new protocol; obey Upgrade header'),

200: ('OK', 'Request fulfilled, document follows'),
201: ('Created', 'Document created, URL follows'),
202: ('"Accepted',

'Request accepted, processing continues off-line'),

203: ('Non-Authoritative Information', 'Request fulfilled from cache'),
204: ('No Content', 'Request fulfilled, nothing follows'),
205: ('Reset Content', 'Clear input form for further input.'),
206: ('Partial Content', 'Partial content follows.'),
300: ('Multiple Choices',
'Object has several resources —-- see URI list'),
301: ('Moved Permanently', 'Object moved permanently —-- see URI list'),
302: ('Found', 'Object moved temporarily —-- see URI list'),
303: ('See Other', 'Object moved -- see Method and URL list'),
304: ('Not Modified',
'Document has not changed since given time'),
305: ('Use Proxy',
'You must use proxy specified in Location to access this '
'resource.'),
307: ('Temporary Redirect',
'Object moved temporarily —-- see URI list'),
400: ('Bad Request',
'Bad request syntax or unsupported method'),
401: ('Unauthorized',
'No permission —-- see authorization schemes'),
402: ('Payment Required',
'No payment —-- see charging schemes'),
403: ('Forbidden',
'Request forbidden -- authorization will not help'),
404: ('Not Found', 'Nothing matches the given URI'),
405: ('Method Not Allowed',
'Specified method is invalid for this server.'),
406: ('Not Acceptable', 'URI not available in preferred format.'),
407: ('Proxy Authentication Required', 'You must authenticate with '
'this proxy before proceeding.'),
408: ('Request Timeout', 'Request timed out; try again later.'),
409: ('Conflict', 'Request conflict.'),
410: ('Gone',
'URI no longer exists and has been permanently removed.'),
411: ('Length Required', 'Client must specify Content-Length.'),
412: ('Precondition Failed', 'Precondition in headers is false.'),
413: ('Request Entity Too Large', 'Entity is too large.'),
414: ('Request-URI Too Long', 'URI is too long.'),
415: ('Unsupported Media Type', 'Entity body in unsupported format.'),
416: ('Requested Range Not Satisfiable',
'Cannot satisfy request range.'),
417: ('Expectation Failed',
'Expect condition could not be satisfied.'),
500: ('Internal Server Error', 'Server got itself in trouble'),
501: ('Not Implemented',

(ooooooon)
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urllib2 0 00 0000000000000 O0ODODOQOOOoO,0D000 2.7.15

(COOO0O0OO00o00)

'Server does not support this operation'),

502: ('Bad Gateway', 'Invalid responses from another server/proxy.'),
503: ('Service Unavailable',

'The server cannot process the request due to a high load'),
504: ('Gateway Timeout',

'The gateway server did not receive a timely response'),
505: ('HTTP Version Not Supported', 'Cannot fulfill request.'),

oboooooooooOoobOOo HTTPOOOOOO O OO0ODOOODOOOODOOODOOOOOODbOOOn
U00oobooboOob HTTPError DO 0000000000 ODOODOOOODO codeOOOOOOOO
00000000 readD getur,info00DDOOO00DOOOO0ODOO:

>>> req = urllib2.Request ('http://www.python.org/fish.html")
>>> try:
. urllib2.urlopen (req)
. except urllib2.HTTPError as e:
print e.code
print e.read()
404
<!DOCTYPE html PUBLIC "-//W3C//DTID XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd">

<title>Page Not Found</title>

33 00000nD0oo

HTTPError U0 0 URLError UOUOODOOO0OOO0O0OO0O0OO0O0C0O0OO0DOOOOOCOOOOOOOOOO
gbooooboooooboooobobooobogoo

331 001

from urllib2 import Request, urlopen, URLError, HTTPError
reqg = Request (someurl)
try:
response = urlopen (req)
except HTTPError as e:
print 'The server couldn\'t fulfill the request.'
print 'Error code: ', e.code
except URLError as e:
print 'We failed to reach a server.'
print 'Reason: ', e.reason
else:

# everything is fine

O0: except HTTPError U U0 OO0O0OOOOO0OO0O0O0OOOOODOOOO except URLError U
HTTPError DO OOOOODODODOO

33. 00O0OOogoon 9
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332 002

from urllib2 import Request, urlopen, URLError
reqg = Request (someurl)
try:
response = urlopen(req)
except URLError as e:
if hasattr (e, 'reason'):

print 'We failed to reach a server.'

print 'Reason: ', e.reason
elif hasattr(e, 'code'):
print 'The server couldn\'t fulfill the request.'
print 'Error code: ', e.code
else:
# everything is fine
10
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[1 400 info I geturl

O00000 urlopen (D00 HTTPError DO O0OO0OO0)0O00O00000O info() O geturl () OO
goboboboobooboobood

geturl- 0000000000 O0DOODO0 URLOOOOODO urlopen(@O0OO0O0OO0O0O opener 0000
oO)ooooooooooooobobooboooobOobOOoboob URLOOOOO vRLOOODOOO
goooo

info-0O0ODOODOOOOO {@COODOOOOOODL)ODOOODOOODODODODOOoOOOOOODODO
OO0 httplib.HTTPMessage DO OOOOOOO

00000000 *Content-length’, ’Content-type’ DO ODODOO HTTPOOODODODOODOODOOO
000000D0D000000000 Quick Reference to HTTP Headers 0 OO0 0OO0 OO OO

11
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[1 SO Openers [I Handlers

URLOOOOODOOOopener(DO0DOOO0OO0DOOO0OODOO urllib2.0penerDirector 00000
00)ODOOOUODOOOOOODOOOOO openerd -urlopen0000 -O00000O0DOCODOOO
OO opener 0000000000000 oppenerd handler 00 OO OO0000OODOOOODOOOOOO
000000000000000 handler D000 URLOOODO (http, ftp, 0)O 0 URLOOOOOOO
gO0O0dourRLODOOOCOOOOO0OOO0OO0OO0OO0OOOOOOODDOOHTTPOOODODODOO HTTPO
ooooooo

gbboobooooooboooboob uvrRLOOO0OOO0O0O000O0Oopener00O00OO0O0OOO0O0OODOO
Ub0oo0bO0o0obO0b00Oopener 1000000000000 O0O0OOOO0ODOO openerd00onoon

opener O O O0ODOODOO OpenerDirector O 000 O0OO0OOOODOOOOODO
add_handler (some_handler_instance) DO OOOO0O0O0O

gbdboboodbodid buildopener U0OUOOOUOOO0OOO0O0O0O00O0O0 opener00OOOOO
goboooboobbooboobbOoubD puildopener DO O0OD0OO0OO0O0OO0O0DOO0ODOOO
gbooooboboooooboooobobooooboboooooboooobOoboooboooboon
obooooboooog

U00oooDooobboOoob handlerDO00D0O0O00O0ODO0OO0ODOOOODODOOOOOODOODOOO
gbooooobooboooo

install opener 0 (UUOOOO0O)00O0OD0OO opener 00000000 DOOODODOOOODDOOO
urlopen 0000000000 DODO0OOopener 100 O0O0OOO

opener OO OO00 openJ00000D00000 urlopenD00O00000uwlDDOOOOOOOO
Ubo0o00o0obO0b0O00:0000000 installopener000000000OO0O0O

12



[1 6 Basic [ []

0000000000 000000000O000  HTTPRBasicAuthHandler0OOO0OO0O00OOOOOOO
0000000000000 -BasicOOOOODOOOODOOOO0O0OOO0DODOOODOOD Basic Authentication
Tutorial OO OO0OO0OO0O

ooooooobooobooboboobOoobOoboob @o1oboboooboobooobO)yooboooooo
gooboooobO0 realm’ OO000000000O0O0DOO0OODODODO0OO0ODO: wWwW-Authenticate:
SCHEME realm="REALM" U

O:

WWW-Authenticate: Basic realm="cPanel Users"

00000000000 0000d00Udb0D realm OOO00OO0OO0O0OO0OOOOODOOOOCDOODDOO
OO000000oOC0COoO0O000OooDOoDDO 'pasic 00 OO0OO0ODODOOCOOOOOODODOO
HTTPBasicAuthHandler OO OOOODOOOOODO openerd handler OO DO OOOODOODOO

HTTPBasicAuthHandler UO0ODO0O0OO0OOO0O0O0OODOOOOO URLO realmdO00000O0O0OO
Jo0db0oob0oooobodoogobooooobbOdrealmO 0000 (@uobooobooooboog
00)OOOODoOOOOO0OHTTPPasswordMgr OO0 DODO0O0O0O0DOOOOOrealmOOO0O000O0OOOO
00000oo0o0ooobobbbbODb000dOdd HTTPPasswordMgrWithDefaultRealm OO OO OO
go0obo0o0o uvRLOODO0OOO0OOO0OO0O0OO0OOODOOOO0ODO0ObOObO0O0ObODObOU0OOUOODOn realm
goo0ooob0b0oboooD0ooo0b0b0b0ob00ob00o0b00bU0ObUO000Ub00D addpassword
O0000reamO0O0O0O0O NoneOODOOOOODOOOOOOODOOOO

0000000 URLOOODODDOOOOOODO URLOOOOO URLOOOOOOOURLOOOOO
.addpassword) DD OO OOOOOO:

# create a password manager
password_mgr = urllib2.HTTPPasswordMgrWithDefaultRealm()

# Add the username and password.

# If we knew the realm, we could use it instead of None.
top_level_url = "http://example.com/foo/"
password_mgr.add_password (None, top_level_url, username, password)

handler = urllib2.HTTPBasicAuthHandler (password_mgr)

# create "opener" (OpenerDirector instance)
opener = urllib2.build_opener (handler)

# use the opener to fetch a URL
opener.open(a_url)

# Install the opener.
# Now all calls to urllib2.urlopen use our opener.
urllib2.install_opener (opener)

13
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urlib2 00 0000000000000 00000O0OOOO,0000 2.7.15

god: 00000 buildopener 0 HHTPBasicAuthHandler DO UODOOO0ODOOOODOOO
U0 opener DO OOODODOOOODODOOO - ProxyHandler (httpproxy DO DO OOODODOOO
00000000O000D000d), UnknownHandler, HTTPHandler, HTTPDefaultErrorHandler,
HTTPRedirectHandler, FTPHandler,FileHandler, HTTPErrorProcessor U000 00O

top-level_url is in fact either a full URL (including the ’http:> scheme component and the hostname and
optionally the port number) e.g. "http://example.com/" or an “authority” (i.e. the hostname, option-
ally including the port number) e.g. "example.com" or "example.com:8080" (the latter example in-
cludes a port number). The authority, if present, must NOT contain the “userinfo” component - for example

"joe:password@example.com" is not correct.

14 0 60 BasicOUO



070 0000

urllib2 00 0000000000000 00DOCOO0DOCOCO000OOO000oOoOoDOOoOOoOooDon
U0000000bO0ob0b00DO proxyHandlerJOOOOOO0OOOOOODOODOOOOODOODOO
00000000000000000000%00000000000000000000000000
ProxyHandler UOOO0OOOO0OOOOOOODOO Basic Authenticationhandler 00000000000
gboboooooooooon:

>>> proxy_support = urllib2.ProxyHandler ({})
>>> opener = urllib2.build_opener (proxy_support)
>>> urllib2.install_opener (opener)

U0: 00 uwrllib200000000 httpsOOOOOOOO0OOOO0DOOOOOOOOOODOOODOO
O0C0uwllib2000000’0000000000000000O0O00000

O0: OO0 REQUESTMETHOD OO ODOOOOOODOO HTITP PROXY OO ODOODOO; getproxies ()
gobobboobooboobooboobo

000000000000 000000000000000000000000000000 localhost 0 URLOODOOOOO
000000000000 0000000D0000000000IED proxy DOOO0OO00D00D00D00O00 wllib200000000
0000 localhost 00 0000000000000 0D0O000O00 wlib200000000000000000O0O0OOODOO

7 urllib2 opener for SSL proxy (CONNECT method): ASPN Cookbook Recipe.

15
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80 Uoooouoon

Python OO OOOOOOO webOODOOOOOOODOOOOOOODOODOO wrllib2 O httplibO OO0 O
UD000000 heplibO OO0 socket OO ODOOOOOOOO

Python2300000000000000D0O0CO00DODOO0OO0O0ODOO0O0ODODOOODOOOOOODOO
O0webOOOOOOOOOOOODOOOOOOODOOOOOsecketDO0O0O0O0OOOOOODOO OOO
000000 o00ooo0bob0o0oobo0ob0ob00o0DOn socketOOOOODOO httplib O urllib2 0O
gboooobooboboooboooobooooboboooooboboooobooboooooboooboon
gbooooboobooooobobooooobon:

import socket
import urllib2

# timeout in seconds
timeout = 10
socket.setdefaulttimeout (timeout)

# this call to urllib2.urlopen now uses the default timeout
# we have set in the socket module

req = urllib2.Request ('http://www.voidspace.org.uk")
response = urllib2.urlopen (req)

16
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